Iporoxon uroroe Ne34-OT
3aKYIIOK cTIOCO0OM OTKPHITOTO TEHIEpa

r.AxTobe 10:00 16.06.2021r,
1. Tengeprnas KoMuccHs B COCTaBe:
[Ipencenarents TeHACPHON KOMBCCHI Cajpikon W.P. — Yrpaensrormuii IHPEKTOP-IIIABHbIH
' VHKCHED; :

3aMECTUTENE IIpe,u;cenaTeij rerpeproit  Kupuepa ' K. — Yipasisiomuit aupexrop mo -

KOMHCCHH HHBECTHIHSIM
UneHL! TeHACPHOH KOMHCCHH HasricknGa A H. — 3aMecTHTEb INaBHOTO HEXEHEPa IO
. PeMOHTY;

HstieyoB A.B. — HAUaTBHAEK I0PHIHIECKOTO OT/IENA;

. baktiobeTosa C.M. — Ha9aTLHAAK MIAHOBO-
3KOHOMHYIECKOT0 OT/ENa;
CexpeTaph TeHASPHOH KOMHUCCHH Hcremupor M.A. — HauaJ(bHUK OTTCNA 3aKYIIOK H
f MaTEPHATLHO-TEXHHYECKOTO CHAOKEH S,
MPOM3BENA PACCMOTPEHHE TEH/IEPHBIX 3asBOK IO 3aKYIIKE CIOCOGOM OTKPLITOTO TeHIepa: VYeayrn

OIIME (onepanuoHHbIH TeHTp HHQOPMAITHORHOM Ge3omacnocTs;

2. CyMMa BELIEIeHHAs 1];J1$1 3aKynku: 23 333 333,00 Tenre Ge3 yuera HIC,

3. Yenoprst OIaThl: bes mpenonsarsy, B Tevenny 90 xaneHgapHbIX JHeH ¢ MOMEHTA NOJTHCAHHS
aKTOB OKa3aHHBIX YCHYTr (‘TOpOHaMH # BBICTABJICHHNSA CUeTa-PAKTYPEL.

4. 3anpoCH O PashACHENUH TeHAEPHON JOKYMCHTALIWH: He TOCTYILaIH.

5. 3agBKku Ha y9YacTMe B OTKPHITOM TCHAEPE IIOCHE HCTCUCHHN OKOHYATENBHOTO CPOKa
NPENCTABNICHUST 3a4BOK (14 monst 2021 roma, mocne (9:00 wacoB MeCTHOTO BpeMeHH) He
TIPEACTABIIIHUCE. :

6. 3aaBKH HOTGHHHaHbHBIX JIOCTABIIUKOB Ha YYACTHE B OTKPEITOM TCHISPS IPEOCTABNCHHBIE J[O

HCTCUEHHWS OKOHYATETBHOTO ‘chKa Hpe,l(CLaBIIeHPDI 3aaB0K (14 wona 2021 roua, A0 09:00 gacos
MECTHOTO BPEMCHHU): - ;

Ne | HaumeHoBaHHE norﬁeuunaﬂbﬂoro . Aznpec, T, Hata u Bpevs
MO¢TaBIMHKA ‘ ‘ MOJAYH 3AABKH
% " 08:10
I AO ASTEL r.Anmarsl, yn.Mamerosoit, 6763 | 14.06.2021r.
: T
TOO «Sapa Software» (Carra | , _ 08:40
2 Cotprsep) r.Acrana, yi.A.bokeiixana, 12 14.06.2021r.
7. LenoBsie Hpe,_r_momeﬁqg O TEHITHAIBHEIX TTOCTABIHKOR:
1) AO ASTEL - 20 500 000,00 tenre 6es yuera HJIC;
2) TOO «Sapa Softwarmm 20 160 000,00 rexre Ges yuera HAC;
8. 3agBKH HOTeHuHMLHLmnocTaBmHKOB IPHIHAHHBIY HE COOTBETCTRYIOINUMHA: OTCYTCTBYIOT,

9. 3agBKH HOTeHuHELJImex TIOCTABLIMKOB, IPH3HAHIILIX COOTBETCTBYIOIHM: :
) AO ASTEL -20 500 000,00 resre Ges yaera HIIC; | - ‘
2) TOO «Sapa Software»“ 20 160 000,00 rexre Ges ywera HIC; ( !
10.  -Temgepuas KOMHCCHA HO pezynm‘aTaM OLICHKH H I[yTEM OTKPLITOrO TOMOCOBALHS PEII_II/IHA |
[pHU3HATE HO0EAUTETEM TGH,Z[fpa TOO «5apa Software» ¢ neHosem mpemnoxeraeM 20 160 000,00

tedre 6e3 yuera HIC.
Canpixos H.P, / / Kupuepa 'K, [?:z‘_-
Hasbicxuba A H. | ol Watneyos A.B. o 27"

baiiTioberora C.M. M&Wf/ ¢ Heremupor MLA. |




11.  [oGemurenem, sausBmmM BTopoe Mecto AQ ASTEL ¢ HeHOBBIM Hpemo;fceHHeM
20 500 000,00 terre 6e3 yaera HJIC;

12. CnyxbGe iwebopMAIMOHHEIX TeXHONOIHIE 3ak10unTL Horosop TOO «Sapa Software» ‘¢ cymmof |
morosopa 20160 000,00 Tenre Ges ywera HJIC B cpoxi, HpejlycMOTpEHHEIC HpaBI/IJIaMPf .
OCYIIECTBICHES NEATEIbHOCTH CyOBEKTAMHE €CTCCTREHHAIX MOHOIIONTIT, _
13, Orgeny 3aKYIOK M MATEPRATBHO-TEXHHYECKOTO CHAGMKEHUs B TCUSHHH TpeX paGoumx XmHeh
TOABEACHHA WIONOB TEHAEPA PAsMECTHTH IPOTOKON 00 HTOTax Ha HHTEPHET-PECYPCE, HA KOTOPOM
IyOIHKOBAIIOCE OOBBICHHEE O NPOBEACHUE TEHIEPA.

3a JaHHOE peIIeHne IIpOI‘OJIOCOBaHH
«3an - 5;

«lIpotup» - 0;

«Boznepanca» - 0.

/\,/Z, Cagsixonr M.P,

Hpe)lcéﬂa”renb KOMHACCHHE

3amectrTens [Ipencearens KOMUCCHHr _ ?, - Kupnera I'. K.
YieHb! KOMHCCHE: Hapbickuta A H.
A\ - Hzrmeyor A.B.

baiitiob6erora C.M.

CexpeTaps KOMHCCHH: ,(’_J Heremupos M.A.

Canrixos M.P. ‘ Kupuesa 'K, ' l?,:é

Haepickuba A H. A4 Hstieyor A.B, N 2
ba#troberosa C,.M. W/&/PV%‘L [/ Heremupos MLA. - A
{



(O0bsiBIEHHE 0 NPOBEICHHH 0TKPHITOI0 TEHAEPA

AO «Axtobe TOLy (www.akiobetec.kz) obbasnsger o nporegernn OTKpLITOFO TEHIIEPA [0 3aKyIKaM
clefylolmx  ToBapoB, pabor u  yaryr:Ne d4 «Veryra OB (omepanmonublii  weHTp
uucbopmaunommn OcsomacHOCTH)».

CymMma, BEIENTeHRas I 3akyma: 23 333 333,00 tenre 6e3 yaeTa H,[[C

CpoK oKa3aHus yCIyT: ¢ MOMCHTA 3aiUII0YeHIA Toropopa 1o 31.12.2021r. : : :

Yenosua mrarexa: B TeueHuy 90 KalleHTAPHBIY AHeH ¢ MOMCHTA MOANHMCAHHS CTOPOHAMH aKTd -
RBIITOTHEHHS paboT. :

Topsnok, pasmep, Gopma, CpoKE, GaHKOBCKHE PCKBH3WTHI A1 BHECEHHUS 06ecneqeﬂm TEHIUEPHOHA
(KOBKYPCHOH) 3a4BKH;

HoreHnnanbHEN HOCTABIUMK IIPH IIPCACTABICHHE TEHJEPHON 3asMBKH OHHOBpGMeHHO BHOCHT
TapaiTHiHOe ODCCIICICHAE B PasMEpPe OMFOrO MPOLESHTA OT CTOMMOCTH 33KYIIAeMEIX TOBApOB, pa601 :
YCIIYT, UPEIJIOKEHHOH B e'¢ TeHAEPHON 3asIBKe. :

+ Obecnenenne KOHKYPCHOH 3asiBKH IIPEACTABIAETCS B OOHOM H3 cne,uyfomﬁx BH/JIOB:
1) 3zanora jemer, IyTeM BHECEHMS TOTCHNUANLHEIM TOCTABIIAKOM Ha COOTBETCTRYIOM M 6aHKOBCKHH
cueT Cybrexra (bankosekue pekpmsuTEL AO «AkroGe TDL», BUH 060640001 842, PHH 061 800254160,
HIC cepns 06001 NeO0O1174 ot 10.08.2009r., AxTioGumcknii dumman AO «Cbepbank», BUK
SABRKZKA, KZ85914012203KZ00DXE (TeHJIepHLIH cuet), Kbe 17;
2) DaHKOBCKOH rapaHTHH.

- [loTeHIMaNbHBIE MOCTABIMHKE He BHOCST 00CCHeueHHe TEHICPHOMN 3asBKH, CCIIH: ,
1) sBrmores cyGbexTaMy MATTOTO NPEAPHHAMATENLCTEE H 0OLEM IIPe/IaTaeMEIX HMH TOBApOB; pa60T
YCIIYT B CTOMMOCTHOM BRIDAKEHMA B [ETOM, [I0 TCHIEPY HE npeBLImaeT IIECTH THICAYEKPATHORO pasMepa
MECSUHOTO PacHeTHOr0 [MOKA3ATEN, '
2) SBNAIOTC OPraHM3aIHAME, TIPOU3BOIALIMMM  TOBAPHL, paGoTel W YCIYTH, CO3/ABaeMBIMH
obmecTBerHbME O0BEMACHUAMN HHBAKIOR Pecnyomuxn Kasaxcrau v o6pem NPeJUIaraeMEeIX AME
TOBApOB, paloT, YCIYT B CTOMMOCTHOM BEIPANEHHH B LeNOM, 110 TEHACPY He NPEBLINALT BOCMHA/IATH
TBICAYCKPATHOTO PA3MEPa MECAYHOID PACUCTHOIO IIOKA3ATEN,

Tenneprrie 3a4BKH TOTEHINATEHBIX IOCTABIIAKOB IPHHNMAIOTCS B CpoK 10 09 dacon 00 MHHYT <<14>>
moHs 2021 roaa, o agpecy T. AxroGe, np.312 CrpeikoBoit nususuu, 60 xabemer No 113.

KoHBepTsl ¢ TeHAEPHEIME 3asBKaME BekpeRarores 10 wacos 00 MHEHYT «14» mons 2021 roga, o
anpecy r.AxroGe, np.312 Crpenxopoi nususum, 60 2 sTaxk «3a copemanwmiiy, _

Tenmepnas 3asKa, IOAIOTOBICHHAS TOTEHIMATLHLIM TOCTABIIHKOM, & TAKKE BOS KOPPeCIOHEHLIS
H JOKYMEHTEI KaCaTCIIbHO TEHISPHOM 3asBKI COCTABIIIOTCS U IPAOCTABIIIOTCS HA S3BIKE, HA KOTOPOM
COCTAB/ICHA HACTOAIAs TeHEPHAS JOKYMEHTALMS,

/'\ ComnpoBojuTenbHas JOKyMEHTAL Y TieyaTHAsT nmepdrypa IIPEHOCTABILEMbIE TOTEHIMAT LHEIM

‘' TIOCTABINMKOM MOTYT GBLITH COCTABJICHD! Ha ApPYroM f3LIKE [IPH YCIOBUH, YTO K HEUM GyHeT IpUIaraTecs
TOMHEIH, HOTAPHATBHO 3aCBHACTEILCTBOBAHHBIE [ICPEEOA COOTBETCTBYIOIMX Paszeiop Ha S3BIKE
TCHACPHOH 3agBKH, M B 3TOM CIIy4ae, B IEIX HITEPIPETAIliy TeHIepPHON 3asMBKH, IPEHMYIHECTBO DymyT
HMETE JOKYMEHTBL, COCTABICHHBIC Ha FOCYNAPCTBEHHOM MM PYCCKOM Si3bIKE.

[lonroe HanvmenoBanye, NOYTOBLIA # JMEKTPORHEL apeca CyGHLEKTa €CTECTBEHHON MOHONOTHIL:
AxnuonepHoe odmectBo «Axtode T31», 030015, AxTrobHHCKAs ofmacts, r. Axrobe, npocmekT 312
Crpenxopoti aususmm, 60,

Cexperaph Teniepioil komuccnn: Uetemupos MLA, — mavaieHuK OTACHA 38KYIOK M MaTepUaILHO-
TeXHHUCCKOro cHabxeHns, Teiehon § (7132) 941 -298, onexTpoRREI anpec: m.istemirovi@aktobetee ke,

"
1

. )

HpHJIO)K&:HHe:
1. Texumweckad crenunQuramms.
2. Ilpoexr norosopa.

[pencenarens [pasnenys
AO «Axrobe TOLL» p Paxumbepmues E.M,

(Mobsagp, sufra)

Hen: Heremnpos MLA.
941208




®

«YTBEPKIAKD»
[Ipencenarens Ipasnenus
) «AxTo6e TDLI»»

TEHAEPHAA TOKYMEHTALMSA
JUTS TTOTEHITHAIBHEIX MOCTABINUKOB HO IIOJIOTOBKE TEHAEPHBIX 3aBOK
VIS YYACTHA B OTKPBITOM KOHKYPCE 1O 3aKYILY
«Yeayra OIIUB (onepaunoHHEI UEATP HHOOPMAIHOHHON Ge3011aCHOCTH )»,
(nposogumoro «14» mrora 2021r. B 10:00 gacos Bpemenu Axrole).
1. Odmue noa0KeHAS
1. Hacrosinas Tenneprad noKyMEHTanES 110 IIPOBEEHIIO OTKPRITOI0 KOHKYPCa [0 3aKyIKaM TOBApOB,
pabot u yenyr paspaboTaHa B COOTBeCTBUHA ¢ 3akoHoM Pecrybmukm Kazaxcran or 27.12.2018r, «O
€CTECTBCHHHX MOHONOMHAX» M, lIpukazoM MuHHCTpAa HAIMOHATBHOW SKOHOMHUKH PecmyOimkm
Kaszaxcran ot 13.08.2019r, Ne73 «IIpasuia ocylmecTEIEHAS AeITCILIOCTH CYDBEKTAMH eCTECTBEHHBIX
MOHOIOIMH» {fanee Mo TEKCTY - 1IpaBuia), ¢ LeNsio IPeJ0CTaBICHuS [I0TSHIIHATBHLIM.
2. OpranmsatopoM Tengepa soictyiaer: AO «Axrobe TILI», sakazumk Tergepa: AO «Axrode TOI Ty,
3. Cymma, BeleNieHHas A4 3akynku: 23 333 333,00 teare 6e3 yuera HJIC.,
4. Bazoshle YC/IOBHS IUIATEXA: B TevueHun 90 kajleHAapHEX THEH ¢ NaTH HOANHCAHES CTOPOHAMH AKTA
BLITOJIHEHHA paboT, OKa3aHms YCIyT,
5. Hacrosuias TewjepHas JOKYMEHTAIU BKAKTAET B ce0s CICAYIOMEE JOKYMEHTHI:
1). OfBaBIeHHE O TIPEACTOAMEM TEHHEPE B COOTBETCTEWA C IIPHIOKEHHEeM 1 K HacToamel Tedneproi
JIOKYMEHTALIHH,
2). Tunosoit 10roBOp 3aKyNKH,
3). TexunuecKre yCcnoBHA.
6. ToTeHnuanbHEIl DOCTARIIMK HECET BCE PACXOIEl, CBA3AHHBIE ¢ MOATOTOBKOH M Hopjaueii cBocH
TCHACPHOH 3AABKY, 4 OPTAHH3aTOP TEHIEPA M TEHACPHAS KOMHCCHS HE OTBEHalOT U He HECYT
00513aTENBLCTBA 10 OTHM PacxoaM, He3aBUCHMO 0T X4paKTepa NPOBEeICHH HIIH PE3yTBTATOR TEHAEPA.
7. Tennepras 3asBka NMPEACTABIACTCA NOTCHNHANBHBIM IIOCTABUIMKOM B IPOMIMTOM BHE, C
IPOHYMEPOBAHHEIMA CTPAHMIIAME, HOCIICAHAS CTPaHMLA 3aBEPACTCHS NOJNMMCHI) [OCTABLIHKA H
OpHrEHai GAHKOBCKOH FapaHTHH NpPHKIA[bIBAICA K TCHNCpPHOM 3asBke oTAensHO. [Ipm aToM, eciu
TeXHHYUCCKad cnelpduranus 1 (umy) OaHKOBCKAsA rapaHTHA MPOIIHTEL BMCCTS ¢ TEH/ICPHOM 3asMBKOIH, TO
5TO HE ABJLICTCS OCHOBAHHEM AT OTKNOHEHWS JIAHHON TeHaepHolt 3aasku. B 91oM cliyuae opuraian
0aHKOBCKOM TapaHTHH HE BO3BPAINACTCS NOTCHIIHANLHOMY TIOCTABLIHKY. '
8. lloTeHIHANLHBIA 1IOCTABIUMK 3AEYATHIBAET 3aSBKY B KOMBEPT. [locie 3TOr0 KOHBEPT |
3al€YaTLIBAETCA BO BHEWHHE KOHBEPT.
BryTperHuH U HapyKHBIH KOHBEPTHL:
1) aupecyrorcs CyOBEKTy €CTECTBCHHOH MOHOLUOIEH II0 &Ipecy, YKasamuoMy B TeHIEpPHOMH
MOKYMEHTAUKH;
2) cOepXaT HAUMECHOBAHHE | a,apec IOTEHIHANBHOTO E{OGTdB]_U;HKa H CIIOBA
«Tengep no 3aKymnke .
. (HasBaBHe TeHuCpa)
Viamenenue TeHIEPHOH 3ajBKH, TOTOBHTCS TOTEHIMATBHLIM [OCTABIIEKOM, 3AII€UaTHIBACTCS W
TPEACTABIASTCS TaK XK, KaK U caMa TCHIepHad 3a4BKa.
9. HoTenMaeHpIi TOCTARIMK TIPH NPEJICTABICHIHH TEHICPION 3adBKH OJHOBPEMEHHO BHOCHT
rapaHTHiHOE ofecriedeHte B pa3Mepe OIHOTO HpOHeHTa OT CTOHMOCTH 33KyNaeMBIX TOBApOB, pabor,
YCIIYT, IPSIOKEHHOH B €ro TeHOSPHOH 3adBKe.
10.  OBecrevenrie KOHKYPCHOH 3a4BKH MPEACTABISSTCS B OIHOM U3 CNEAYIOIHX BAIOE;




»

1) 3aJI0T@ JICHCT, TYTeM BHECEHHA NOTCHIHAIBHBIM IOCTABIMMKOM HAa COOTBETCTBYROLIHiT
banxosckuit cuer CyOnekTa (bankopcxue pekBu3uTEn AQ «AxkTobe TOI», BIH 060640001 842, PHH

061800254160, HIC cepua 06001 NeGO01174 ot 10.08.2009r., Axmobmuoxnit pumaan AQO

«CBepbanky, BUK SABRKZKA, K785914012203KZ00DXE (TBH,IIGPHBII/I cuet), Kbe 17,
2) DaHKOBCKOH rapaHTHH. .

11. Cpox geHictsus obecrieuedys KOHKYPCHON 3asBKM — He MCHES CpoKa )IeHCTBHﬂ camoit -

KOHKYDCHOH 3asBKH.

12. Cpox meifcTBHA TEHIEPHOH 3a7BKH ycTaHannuBactcs 60 (LIecTbIecaT) KaTeHIapiLIX QHel co JHg -~ o &

BCKDBITHA KOHBEPTOB ¢ TEHACPHLIMH 3asSBKaMH.
13, llopgnok mposeNerHs OTKPBITONO TEHJEpA OTHpenensercs riaaroii 5 «Ilopsasok HpOBeJJ;eHHF[
3aKYIIOK CyOBEKTaMH €CTECTBEHHBIX MOHOIIOARE [Ipasm.

[Ipencenarens TeRASPHOH

KOMHECCHH H.P. Cagrixos
. 3aMecTHTCIb Ipeace NaTes W
TCHACPIOH KOMECCHE ' / I"' K. Kupuera

| \ T
HIeHnE KOMHCCHH: /é/
A H. Naseicknda

/4
5 Ab, Uarneyon
J
/%/ C.M. bairrobeTora
[V :
Cerperapp TeHIepHOH
KOMHUCCHHI M M.A. Hetemupos




IIpunoxenne 3

, YrBepikIan:
Lk eaceaaTelb IlpaBaenns
. AO «AkT06e TI»
NN PangﬁepnﬂeB EM.:
R éé l»\ 2021r.

Texunueckan cueum])mcaunﬂ 3a1¢ynaemmx ToBapos (paGOT, yeayr)

Howmep 3axymnok (TeH,I[epa):

54 - OT

Hawnmenoeanue 3aKynoK
(Tenaepa) (HanMeHOBaHKE
3aKYIIOK TOBAPOB, PadOT,
VCIIYT B COOTBETCTRHHE
HaUMEHOBAHHEM 3aKYITKH
TOBApOB, paboT, YCIYT,
ykazasHeM B Ilepegne):

VcnyrH O]_[I/IB

Howmep nora:

‘1

Hanmenosanue xoTa;

Yenyr oneparuBHOro neHTpa HH(popMaruonnoi 6HezomacnoctH OLUB
(Security operation center).

QOnucanue mora:

Venyr onepaTHBHOTO LieHTpa MH$OpMalHoHHokH besonacmoety OIIUB
(Security operation center).

Hononuurensuoe
OUKMCAHUE JIOTA:

O0mue TpebopaHusa K YeayraMm

Yeayra OmepaTHBHOrG — I€HTpa  MH(BOPMAaIHOHHOH
OCYIECTBIAOTCA depes mMetomeees y IlocrasBumka IIpOTpaMMIo-
anmapaTHBIC  KOMIUIGKCBL 10 MOHHTOPHHIY.  WH(QOPMANMOHHON
GesomacHocTH. Bee mpeioxeHHble YCIYTH JOKHBI COOTBETCTBOBATH
HIW TIPEBOCXOIUTE MATHMANBHBIC XaPaKTEPUCTHKH, YKA3aHHbIE B JaHHOH
TeXHHYECKOH crienudpukanum. .

VCIyrd 1o MpeoCTaBIeH IO KOHCYIBTAHOMEBIX YCIyT

OCYIICCTBIIAIOTCS COrTIACHO TPeOOBAHMAM 23aKoHo aTelbeTBa Peciybnuky
Kaszaxcran B oGnactu uadopmanmonnoit 6esonacuoctd 1 CT PK ISO/TEC
27001-2015 «MudopmanuonHas TexHoxorus. MeToAE! U CpescTha
obecneuenns 6e30nacHOCTH. CHCTEME MEHEKMEHTa HHOPMATTHOHHOH
Oezonacrocteio. TpeGorannay. Bee npeuioxKeHHEIE YCIYTH JI0JBKHBI
COOTBETCTBOBATE HIIH HIPEBOCX OIS MUHUMAIBHEIC XAPAKTEPHUCTHKIL
YKazaHHbIE B JIAHHOH TeXHUYecKoH crenn(HuKanpy.
Tepmanbl H cokpamenus:

1) AnpaparHO-OpOTPaMMHBIA — KOMILIEKC  —
IPOTPAMMHOrO  OOCCIIEYeHUs M TCXHHYECKHMX CPEACTB,
HOPAMCHAEMBIX U1 PELICHHS 33121 ONpeAeIeHHOTO THIA;

2) 3agBka — 3ampoc 3aKa3yHKa Ha IPCHOCTABICHHE YT,

3) Wb — andopmarHonnas 6e300acHOCTD;

4) Wununent UB — oTaensHo wmm CepHUN0 BOZHMKarowue cOoil B
paboTe . AH(OPMAHOHAO-KOMMYHHKAIHOHNHOH HHOPACTPYKTYPHI  WIH
OTACIBHEIX ¢ O0BEKTOB, CO3JAIINUE YIPO3y WX HamIeKaleMy
OYHKIMOHMPOBAHKMIO M (MM} YCIOBHS I8 HE3AKOHHOTO IMOJNYYCHY,
KONUPOBaHHA, PACTIPOCTPAHEHHS, MOJH(HKAONA, VHHITOKEHUS WIH
6.I0KHPOBAHHA DIEKTPOHHEIX HH(OPMALHOHHBIX pecypCog;

DEe30IMACHOCTH

COBOKYIIHOCTE
COBMECTHO




_06CCH8‘1E:H_HH, oas JaHHBIX H JIEMCHTOB CETH Hd IPeOMET BBIABICHHSA B

5} HucTpyMeHTansHoe 06ceI0BaHHe 00BEKTOB KﬁcpopMaTH3auﬁH
— HPOBEJCHHE CKAHUPOBAHUA NOCPEICTROM IIPOTPAMMHOTO CPE/ICTBA A |
YAQICHHOH WM JTOKaIbHOH JMarHOCTHKY KaHaJloB CBA3M, Y3IOB,
CEPBEPOB, PA0OTHX CTAHIIAH, MPHKIAAHOIO U CUCTEMHOTQ POIPAMMHOIO|

HUX YSI3BUMOCTEIH;

6) WC — undopManuonHas CHCTEMA;

7). O0nekT HHGOPMATHRAMMA — DICKTPOHHEIC HH(OPMAIMOHHEIC)
pecypcel,  OporpamMMHoe  olecreueHie H . HHOOPMAIHOHHO-
KOMMYHMKAIIHOHHASA HHPPACTPyKTYpa;

8) O3V — oneparnrHoe 3aIO0MHHAIONIEE YCTPOIHCTRO,

9) OC — onepanHoHHas cUCTEMA;

10) OB —  OIeparTduBHBIH  IEHTP HHGOPMAIHOHHOMH
0e30IacHOCTH;

11} I1O — nporpammMHoe obecredeHHe;

12) Cucrema - SIEM (aHPJI Security information and event
management) CHCTEMa  HeHTpaiu3oeaHHOre -cOopa,  XpaHeHus,
MOHHTOpHHTa W, 00paboTKu COOBITHH JKYpPHaIOB OC30MAacHOCTH ¥
ylpaerlieH#sa coOpITHIME Wb, ‘

13) AD — LDAP-ceBMecTHMan peamm3anmus CIyKOBI KaTajoros|
(anra. Active Directory);

14) COBIT — meroaonorus mo- yIpaplennio HHC])OpMaLH/IOHHBTMH
TEXHONOTHSIME, CO3IAHHBIL AccolHanueif KOHTPOAA KB ayJuTd CHCTEM H
HucruryTrom pykoeozactea UT;

15) Dashboards’ — undopmanmonnas manenn, cogepkamas B cebe
HECKOJIBKO THarpaMM U CIIHCKOB;

16) LDAP — oOneryéHHsIH IIPOTOKON JOCTYIA K KATAIOraM (aﬂm
Lightweight Directory Access Protocol);

17) SOC — onepatuBHEI nenTp wrdopMaHOHHONR 5e30MaCHOCTH
(amrm. Security Operation Center). _

Iles yeuyra | o6mue TpeGoBaAHNA K MOCTABIIHKY:

1.1 locTarmuk RODKEH MPEIOCTABATE B COCTABE CBOEH TEHACPHOH
3asIBKH NCTATBHYIO TEXHHYECKYTO COCHUMUKALINIO NPE/UTAraeMbIX YCIyE. |

1.2 VYeayru OLIMB nosokHBL BKIIOYATS:

D) Tlepuoamueckuii  amamu3  OGLEKTOB HHGOPMATH3AITH
3akasvnKa Ha IIpEAMET OUPEHEICHHA TEPEYHs JXYPHAIIOB perucTparmmn
coOpiTni, HEOOXONMMEBIX /Ui [epeJadsl B CHCTEMY YIPABHCHHA
COORITUAMM HHGOPMAIMOHIOI He30MacHOCTH;

2) COop W MOHHTOPHHI KYPHAIOB - PEFHCTPAIMH COGEITHIL
06BeKTOB HHdOPMATH3aIIY 3aKa34MKa [T AHATH3A,

3) Amanus ¥ Koppemmud FAHHEIX O COOBITHAX M Yrpo3ax |
AHQOPMAOHHON GE30MACHOCTH ¢ LCTBIO BBIABICHNS. HHLUMACHTOB
HH(pOPMaIMOHHOH O¢30MacHOCTH,

4). Amanns uHIWACHTOB HHGOPMANMOHHOH GE30IACHOCTH € LETbIO
BEIIATH  PeKOMEHJAUME 110  NPHOCTAHOBJICHHIO — PACIIPOCTPAHCHHS, |
YCTPaHEHHIO K NpeIylIpexIeHuIo uruientos Ub;

5) PaspaboTka u BEaYa peKOMEHAAIMHA 110 IPHOCTAHOBICHHIO
pPacpOCTpaHeHus, YCTPAHEHHI W npeﬂynpe}fc,ueHmo HHHH,[[GHTOB
uHpOpManHoHIol 6e30NacHOCTH 3aKa3unKY;




| Ha HaJIHUHC YA3BHMOCTEH mrdopMalinonnoi 6e3onacHocTH;

6) llpenympexpeHHe KOMNBIOTEPHBIX arak. @OpMHPOBAaHHE H
HOANep/KaHue B AaKTYalbHOM COCTOAHHM CBeJeHmd o0 oOBbeKTax
pH{popMaTH3aue  JakasdHka. QopMHpoBaHHE W TIOANCPKHBAHHE B
AKTYaJIbHOM COCTOSHHM MOZENEH yrpos W MofeneH HapymuTened mms
00LeKTOB HH(pOpPMATH3AIHH 3aKA3UHKA; ‘

7) HactpymeHTATRHOC 06CIC0BaHNE OOBCKTOR HH(HOPMATH3AINH

8) Paspaborka © BbylaYa PEKOMEHJAIHM 10  YCTPAHEHHIO
yaI3BREMOCTel 00BEKTOB HHYOpMATH3AINK 3aKazdHKa;

9) Tlposenenne MUpPOBOH KPUMHHATHCTHKHY;

10) AHanuz BpEIONOCHLIX 00LEKTOR;

11) Ananuz  oO0hekTOR  HHQOpMaTH3aiMM  3aKa3ydAka  Ha
COOTBETCTBHE TPCOOBAHUSM 3AKOHOJATEILCTRA PecnyﬁnHKH Kazaxcran B
obnacti nHPOpMaNHOHHOH 6E30TIaCHOCTH;

12) Axryanu3amis JAOKYMEHTAIMW, Kacaloule#ics [IPOLECcCOoB
obecrieuenns Mb  oprammzammm B COOTBETCTBHM € €/MHEIMH
TpeGoRaHMAMH B 0O0macTH  MHGOPMANHOHHO-KOMMYHHKAHOHHEIX
TeXHONOTHH U obecrreucnus UB;

13) Hopwimtenne yporHs 3HaHWH paboTHHKOB W (bopMHpOBaHHH
HeoOXOZMMEIX HABBIKOB B 00NacTH HH(pOPMalMOHHOH ~ fe30macHOCTi,
CO3/laHe KOPIOPAaTHBHOH KyNBTYPH B JaHHOH obmacru M atMmocdeps|
OCO3HaHHS HSOOXOAUMOCTH coﬁnm,ueHHs{ Tpebosanuil HGOPMAIHOHHOH
0€e3011aCHOCTH; :

14) Buesapenme cucTeMbl — yOpaBieHHS ~— HH(OOPMAIHOHIOH
beszonacHocthio (CYIDB)

Menn yeayru:
1.3 Ocnoeuple memn OnepatuBHOro HeHTpa HHGOPMAIMOHHON
0e301acHOCTH: '

1) coorsercteHe TpeOoBaHMS, 3aKOHOZATCALECTBA B OGNACTH
nHGOpMaHOHHOH 0e30NacHOCTH; ‘ _

2) TNOBHIIICHHE odmero YPOBHS RAUUICHHOCTH
HHPOPMAITMOHHBIX AKTHBOB 3aKA3UHKA; ' ‘ :

3) CHWKCHWE KOJMYECTBA M YPOBHS PHCKOR, 3KOHOMHYECKHX
HOTEPh, 00YCIOBIEHHEIX Yrpo3aMu U HHIHACHTaME UB;

4) mnoswilleHHe YPOBHA 3perocrn npoueccor KB 3a  cuer
IPEAOCTaBNIEHHA YCIIYTH CUTYaIMOHHOr0 nentpa Hb; -

5) aBTOMATH3AIHS MPOLECca YIpaBneHus HHiuaeHTamu HB;

6) or4ersl © HamboNEee AKTYANRHBIX  YIpoO3ax B chepe
GezomacHOCTH MHQOPMAIIHOHHBIX TEXHONOTHI;

7) OTYETHI 0 KOMIUIEKCHBIX TAPICTUPORAHHEIX YIPO3axX;

8) KacTOMH3WpPOBaHHbIE AHATHTHYCCKHE OTYETH 00 yIpo3ax;

9) cooreeTcTBHE TpeOOBAHMAM 3AKOHOIATCIILCTBA Pecniybmuxu
Kasaxcrtan B oOmacts nadopmargronHoit 6ezonacuocty 1 CT PK ISO/IEC
27001-2015 «Mudopmanmonnas TeXHONOTH. METONB H  CpencTBa
obecricycnua Ge3omacHOCTH. CHCTeMbI MEHEMKMEHTA WHBOPMAIHOHHON
He3onacEoCTEO. TpeboBanmsay;

10) cos3yianne KOpIOpaTHBHOM KyHBTypH. B obracty WB 3a cuer
TOBBILLIEHHS OCBEIOMIICHHOCTH M YPOBHs 3HAHHE pabOTHHKOE B chepe
HE;




11) noseimmenne ypoBHE 3peioctH nponeccos Wb 3a  cuer
pernaMeHTHpoRaHus npoiteccop Ub; '
12) nopeumenue  >ddexTuBHOCTH  gearensmocthn . MT B
COOTBETCTBHHM ¢ OU3HEC-LIICTIMH 3aKa3auKa;
13) BHYTpeHHAI HOpMATHBHAS JOKyMeHTanuA B obnactu Mb;
14) xoucympramus padbotoukos UT B obnacta Ub.
KpaandukanHoHAbIe TPeGoBanus:
© 1.4 IlocTaBIMK ZOJDKEH UMETH B HATHIHH mmemmo Ha OKa3aHHe
YCIIYT IO BBIABJIEHHAK TEXHUYECKUX KaHAJIOB YTEUKH HHOOPMAIUU H
CHELMANBHEX TEXHHYECKMX CPELCIB, LPEIHAZHAYCHHBIX Ui
HPOBE/ICHHS OlIePaTHBHO-PO3BICKHBIX MEPOIIPHATHIL
1.5 1locTaBmuK B 3a4BKe JOODKEH IMPENOCTaBUTH 3NIEKTPOHHYIO
KOIIMIO  ABTOPM3al[HOHHOI'O IHChbMa OT IparRoodmajarens
MporpaMMHOTO obecriedeHust Ml ero HapTaepa B Pecrnybnwke
_ Kasaxcran. Komuu noaTBepkmalollux JOKYMEHTOR. JOJKHEI
OBITh MPHIIOKEHBE K 3a4BKC;
1.6 [TocTaBUHK HOIDKEH UPHIOXKUTh KOITHH CEPTH(QHKATOB HA HE
MEHEE  OJHOIO  CNCUHANHCTA,  MONTBEPXNKAAIOUIME ~ HX

KBATHQWKALIMIO:
1) 9-th Annual Technical Meeting of CSIRTs with National
Responsibility;
2) 11-th  Annual Meecting for CSIRTS with National
Responsibility; : '

3) BS ISO/IEC 27001: 2013 Information security management
systems Lead Auditor;

4) Certified information security protessmnal (CISP);

5) Cisco Learning Provider Associate Certificate;

6) Certified Ethical Hacker v9;

7) COBIT 5 Foundation Certificate; -

8) Combo 1JOS JRE JIR O6aHAn HAYambHBIX KYpPCOB:

Onepaunonnas cucrema JUNOS, ocHOBHBIC Bonpocm MapIIpPyTH3AIHH,
HacTpoiKa IIPOTOKOIOB MApIIPYTH3AIHHE;

9) Deep Security 10 for Administrators;-

10) IBM Storwize V7000 Implementation Workshop;

) ITIL Foundation Certificate in IT Service Management;

12) Kaspersky Industrial Cyber Security KL038.10;

13) Hybrid Cloud Security Essentials for Technical Sales;

14) Junos Enterprise Switching (JEX);

15) Junos Security (JSEC);

16) Juniper Network Certified Associate;

17 Malicious Software and its Underground Economy: Two
Sides to Every Story; ‘ :

18) Malware Reverse Engmeermg course by Security Analyst
Summit (SAS);

19) Microsoft: Active Directory Services with - Windows
Server;

209 Microsofit: Administering Microsoft SQL Server Databases;
21) Microsoft: Designing and Implementing a Server
Infrastructure; -




22) Moblle Securlty 9.0 for chhmcal/ Sales;
_ 23) National Training Course on Information and Computer
Security for Facilities that Handle Nuclear and Radioactive Material,

24) Network Defense Essentials for Technical Sales; -

25) OfficeScan XG Certified Expert;

26) Palo Alto Networks certified network security engineer;

27) PHDays 8 for the valuable contribution;

28) RedHat: Red Hat Ceph Storage Architecture and
Administration; :

29) Storage Area Networking Fundamentals; _

30) TippingPoint Security Solution Essentials for Technical
Sales; .
31) The Remote Forensics for the Modern Malware Hunter;

32) RedHat: Red Hat Certified System Administrator;

33) VMWare vSphere 6: Install, Configure, Manage;

34) User Protection Essentials for Technical Sales;

35) «Uudopmanmonnas 0e30M1aCHOCThY, L[éﬁ'rp NOJATOTOBKH |
HOBBIIEHHS KBATH(GUKAOHH CIECNHANACTOB B 00JaCTH HHOOPMAITHOHHOH
0e30acHOCTH KaBIELApHH TIpeMbep-MuaHcTpa PK;

36) «Cucrempl KpunrorpadHueckoil 3aluTel HHGOpMaUM»,
IlenTp moAroTOBKW M IOBBIIEHAS KBATU(HKALIMH COCHHAIHCTOB -B
obiactd  WHPOPMALMOHHOH  6e30TacHOCTH KaHIENAPAN  TIpeMbep-
munuctpa PK;

37) CT PK HCO/MEC 20000-1-2016 HudopmaruosHsie
TEeXHONOTHH. Mene/prMenT yeryr. TpeGoBanua X CACTEMe MEHEDKMEHTA
YCIyT; “

38) CT PK HCO/AEC 9001-2016 CHCIEMEBI MEHEIKMEHTa
kauecTBa. Tpcbopamig.

TpeGopannd K yeayre:

1.7 locrapmpk  npoBoauT aHamuy o0bekTa HHGOpMaTH3ALMH |
3akazukika Ha [pPeIMET OIpelclcHHs IICPCHHS  KYPHAIOR
pETHCTpary COOBITHE, HEOOXOIUMBIX JIA TICPE/iaui B CHCTEMY
yipaenenns coOsitusymu Ub;

1.8 TlocTaBIMUK [OMKEH MPOU3BECTH YCTAHOBKY arcHTOB CHCTEMBI

| HAa eUMHYI0 CHCTeMy c60pa SKypHAIOB PErHCTPAalHH COOHITHI
COOCTBGHHHKA MIHM Blajenpna o0nexkTa HH{OpMaTH3alHH
3aKka3uMKa HW IIpH H(;O6X0,[LI/IM00TH Ha HHble O0LEKTH
HHGOPMAHOHAO-KOMM Y HUKAINAOHHOH AHQPACTPYKTYPHI
o0ObekTa MHGOPMATH3AIMH 3aKa3uHKa; '

1.9 [locrapiuk . JOMDKEH — OCYINECTBISTh. COOp  XKypHAJIOB
PerucTpau cOOMTHH ¢ 00heKTOR HAGOPMATHIAINY 3aKa3THKa |

. B Cucreme, uX .00paloTKy M aHANH3 ¢ NEABIO BBIABICHUS
cobOrerruii B u mmmpenros UB; : |

110 ocTasuIaK DOJDKEH HMPOROJAWMTH HMEPBHYHBIH aHANH3 COOBITHI
Wb unu wanupedros Vb, soimsireHasrx CucTeMolt Ha 06nhexTe
aHbOpMaTH3ANKA 3aKa39HKA; ,

I.11[ocTapmyk  JOMKEH OTCICKHBATL COCTOAHMe OOLEKTOB
MOHHMTOPHHIA Ha LIPeAMET BOSHAKAOBeHus HHNuAeuTos Hb;

1.121locTaBimux IODKEH YBENOMIATh 3aKA3YMKA O BBIABICHHEIX




R

coObiTasx Vb v manmaenTax Hb;
1.13H00Taﬁmm( JIOJDKEH BLIAABATL MIEPBHYHBIE PEKOMEHIAIMH IO
MPUOCTAHOBIICHHIO pacIIpOCTpaHCHHS.  WHIMEHTd UL
- 3axa3qmnKa; ’ _
1.14ITocTaBIIMK [O/DKEH HANPABNIATh, IPH HEOOXOAMMOCTH, K
- MECTY pasMenicHust 0o0beKTa WHGOPMATHIALHE 3aKa3uHka
pabdoTHuKa [locTaBnEka B paMKax peardpOBAHHA Ha MHIEACHT
UE; '
1.15[locTaBImUK JODKEH IIPOBOJMTH AHANM3 HMHIMICHTOB 'I/IB,
BEIIBJICHHEIX HA 00bekTe HHGOPMaTH3AHH 3aKa3IdKa;
1.16[TocTaBUIAK TOIDKCH BBIATE PEKOMEHIANMH 3aKa34uKy I10
yCTpaHeHmo' warEaentos UB u J:(anLHeﬁuieMy HX
eIy IPEIKICHUIO;
1.17HocTaBmux DOIKEH OPOBOIUTH SKEeMECATHOE
HHCTPYMEHTAIBHOE ofcien0Banne 00BeKTOR MHPOPMATH3AINH
3aKa3uMKe HA Haauuue ya3BUMOCTeH (Janee — oDcneoBaHue HA
VA3BHMOCTH)  coTlacHo  rpadpuky  mpoBeacHms  pador,
- COIVIACOBAHHOMY € 3aKa3uMKOM; : '
1.18TocTaBmMMK JOMMKEH MMPETOCTABIATE PE3YILTATE 00CIeI0BAHIL
Ha ympuMocTH Mb w peKOMeHJiaunﬁ 0 YCTPAHEHHIO
yaszpuMocteil b 3akasunka; ' '
1.19B3arMoneiicTBre N0 YCIIyre AODKHO OCYINECTBIATECI MEXKIY
YIIOMHOMOYEHHbIM -  OPEICTABMTENEM  3aKa3uumka "
mpeacraBuTeneM IocTapuka; - ‘
1.20Tlocrapmuk  jaoypkeH  obsazare  JlexypHod  ciyxOoH,
| BKIIIOYAIONICH B ceOs CIENHANHCTOR, AHAINTHKOB, HIDKCHEPOB K
Hecaeaoparenc uHbopMauonHoi Oe30acHoCTH He MEHee
~ HeM B KosmuecTBe 1-ro YCITOBCKA,;
1.21TlocTaBuMKk  mopkeH  oleclleyuTsh JOCTYH K CrcTeMe
- YHOJIHOMOYEHHBIM JHIlaM 3aKa3udka ¢ IpaBaMy IpocMoTpa Oe3
BO3MOKHOCTH BHECEHHS HIMEHEHMUIA,
1.22TlocTaBIIMK TIPOROAMT AHATHZ OOBEKTOB HH(POPMATH3ALMH
3aka3umka Ha COOTBCTCTBHC TpPeOOBAHHMSM 3aKOHOATEThCTRA
Pecnybnuxn  Kaszaxctan B obmactv - MHQOPMALHOHHOM
He30MacHOCTH; '
1.23TlocTaBMK  [OMKEH  OCYMECTBHTh - ayfuT  TeKyleil
KOPITOPATHBHOM ~ CHCTEMBI  YIPABICHHA, HH{OPMAIHOHHOM
" 6ezomacuoctsio (CYHB) B uacta:
e TpeOopaumii ¥ -okmpaHuii GH3HECA W PYKOBOACTBA
Jaxazumka; '
e  Opranm3anuouHoi cTpyKTypsl Ub;
* KpatkocpouHoro H loirocpodnoro miaaaposanns Hb;
o VYuparnenus puckamu Wb; _
¢ HopmarusHoil qokyMeHTanmuy B oOyiacta Vb,
e OTYCTHOCTH H HEPAPXHH HOZOTYETHOCTH,
e Ouenxn 3dpdextunrocrn b (Merpuku u KI1D).
1.240npenenerue u  YTOUHCHAC  HANpAaBIEHWH  Pa3sBUIHA
KOPIIOPATHBHOH  CHCTEMBI  YIpPaBIEHHS  MH(POPMALHOHHOH
. GezomacHOCTLIO. .




1.25TlocTaBumK  A0JDKEH  akTYad3APOBaTE  TOKYMEHTAIUMH B
" obmactm  MB B coorBerctBMH ¢ IIOCTAHOBICHHEM
ITpaButenserBa PecnyOmmmkn Kazaxcran ot 20 pexalOps 2016
roga Ne 832 «O0 yTeepkaeHuu equHLiX Tpebosanuii B o0macTu
HHpOPMANTIOHHO-KOMMYHHKAITHOHHEIX TEXHOIOTHit 15}
ofecrreucHna HH(OPMATHOMIOM Ge30MACHOCTHY '
1.26ITocrapumk 00sg3yeTcsl NPHHATE ydJacTHE B WACHTH(HKALNH
puckoB b u axtyamizanuu [1nana obpabotin puckos Ub;
1.271JocTaBINK JOMKEH IPOBOJHTE OTCIEKHMBAHHE IIOIHOTHL H|
KauecTBa pealM3allid TeXHHYECKWX H . OPraHu3aI[HOHHBIX
mMeponpuatail mo obecneucHuio b 3akazunkoM, BKIFOYAOIIEE
B cebs: ‘
. oﬁcne,HOBaHHe obbekTa WHOOpMaTH3aIMK 3aka3udKa Ha
npemv[e'r FICTIONTHCHAS TPeOOBAHMI TCXHHUSCKON noKymenTanud o MB,
COTJIaCHO COITIACOBAHHOTO Ipaduka nposegeuus padbor;
®  NpeJOCTARACHHUE De3yNbTaTOBR ~o0ciaenoBaHHa 00BEKTa
3a1<a3qm<a Ha TMpeamerT wucnoiHeHus Ttpebopannit TJ[ no Wb nu
PEKOMEHIaUWid 10 YCTPAaHEHHIO BEIABICHHBIX HapyIIeHHU T,I[ no Wb
3aKazuuKy; -
1.28[TocTaBMK JIOJDKEH OCYIISCTBHTH HOI[TOTOBKy obydaromux
* MATEPUATIOB A7 COTPYAHUKOB 3aKa34UKa; ,
1.2911ocTaBmIMK ZIOMDKEH OCYLIECTBHTH TNpOBeleHHe 00yvYeHHsa
COTPYAHHKOR 3aKa3zyrka, _
1.30IlocTaBuiuK  AODKEH  MPSAOCTABUTHL  NPSIUIOKEHHS 110
~axtyanazaiun  Crpatermn M1 B wacrm  madopmanmonHOR
6e30macHOCTH.
1.31I1ocraBumk JODKEH - OpEeSOCTABUTE
NPEATOKECHAL/PEKOMCHAAINY 10 pa3paloTKe JOIDKHOCTIBIX
HHCTPYKIHH cricnuanuctor 0o Ub;
1.32TocTaeuux TOJKEY Hpeﬂoca“asms MIPEUTOKCHA A/
peKoMeRJaiiu 110 pa3paboTKS TPOIesyp 1O  YIPARICHHIO
YPOBHEH 00CITYKUBAHHS,
1.3311ocTaBIumK : JIOITIKEH ’ NIPEAOCTABHTE.
HPe/JIOKECHAA/PEKOMEHIAaNNH To  00HOBNeHH0 IlpaBmi Imo
peseperpoBadnic MC;
I.341TocTasmk OIDKEH HPENOCTABUTE NpeUIOKeHHs
~ /pekomenpannn mo o6HOBIeHHIO TIPaBH/ 10 BOCCTAHOBIEHHMIO,
NaHHBIX H CHCTCM, NOPAIKY HPOBEJCHMS TécmpOBaHHﬂ u
¢opmary  JIOKYMEHTHPOB4HHS  PE3YILTATOB € Y4ETOM
COCHH(BHKHE OPraH3allHOHHOM CTPYKTYPhI M CHCTEM 3aKa3zunka;
1.351]ocTaBIMUK FOMKEH OKa3hBaTh KOHCYILTAHOHHYIO IIOMOIIE
IPH IPOBEJEHHH aHalm3a B OTHOMICHHH obeciedeHus
HENPEPBIBHOH  JICATEILHOCTH — ccTeBOH  HHOPACTPYKTYPSI,
paspaboTKe Npouenypsl 10 Pe3ePBHPOBAHMIO OOODPYOBAHUA H
- KaamoB  CBA3H, a Takke TIpH pa3paborke mmaHa TO|
BOCCTAHOBJICHHKO CeTEBOH HHPPACTPYKTYPhI 3aKa3uHKa;
1.36IlocTaBIUK JOIKEH OKa3hbBaTh KOHCY/IETANHOHRHYIO TOMOIIE
npu paspaboTke JETAIBHOTO TUIAHA TI0 BOCCTAHOBIEHHIO 0a3

AaHHBIX  HCIIQJIB3YCMBIX CHCTEM Ha ,cnyqaﬁ HX [OOTEPhb




BCICACTBHE  OTKasoB MM TOJNOMOK  CEPBEPHOro,
KOMIIBIOTEPHOTO O0OPYAOBAHUA MM BO3SHHKHOBEHUA cpITyaum‘/’f
HEHITAaTHOTO HJIH YPE3BRIIAHHOT0 XapaKTepa, ‘

1. 37HOCTaBHIHK HOIKEH OKa3blBaTh KOHCYABTALMOHHYIO IIOMOLIb
opu pa3paboTke mpoleayp Io ynpaBJIeﬂmo H3MCHEHHAMH H;
noctynamu B MIC 3akazquka,; :

1.38IJocTaBIMK OOKEH OKa3blBaTh KOHCYIBTALHOHHYIO IOMOIIE

| Opu pas3paboTKe IIPOLEAYP 1O MOHHTOPUHTY NpaB J0CTyHa B

. HC 3akazyuka;

1.39TlocTaBmMK AOMKEH OKA3BIBATE KOHCYJILTALMOHHYIO HOMOLHB
Ipd HWHBCHTAPH3AIMH K KIACCHPHKAIMH HHdbopMauHOHHBIx
AKTHBOB 3a1<a3qm<a

1.4011ocTaBimk JONKEH IPEAOCTABUTH TPEIIOKEHHS
/pexoMeHaIH TIpH paspaboTke  CTaHAapTOB 1O
KoHQuUTypHpoBaHMIO W HacTpoiike ~palouyux  craHnumi,
ABTOMATH3HPOBAIHEIX paboYMX MECT, CEPBEPHOTO M CETEBOTO

" 000pyHOBaHUs, = BKIIFOUAA HacCTPOHKH HCHOJIBE3YEMOr0
IIPOrPAMMHOrO 00eCTIeYeHNs U IPHIIOKEHUIA;
1.41Tocrasmuk JOKEH  IpeAOCTABHTL OPETIOKCHIS

/pexomMeHaanun Opu  paspaboTKe NTPOIENYp, PETYIHPYIOMHX
. TPOLIECC YIPABICHAS TEXHUYSCKOH ITOJUICPHKOH H ypOBHAMMU
o0cayxueanns mons3oeareiei UC 3akasunka;
1.42ITocTaBUIUK JOTKEH OKa3bIBaTh KOHCYIBTALMOHHYI) HOMOUIE
1IpY IpOBEACHUH ayauTa npas gocryna k MC 3akazunka.
1.43TTocTaBIUK JODKEH MPOBOANTS MADPOBYIO KPUMHHATHCTHKY
1.44TIpegocTaBnenue NOAPOGHBIX TEXHHYECKHX JaHHBIX, 06PA3OB
B HHCTPYMEHTOB, B TOM 4MCIC PACIHMPSHHBIH CIHCOK
HEIHKaTOpoB komupomeTauur (Indicators of Compromise —
~ 10C), ZOCTYNHEIE B CTaHIAPTHEIX POPMATAX, BKII0UAs openlOC
u STIX, u Yara Rules;
1.450npenencnue TicpeuHa HEOOXOAUMBIX K H3BIATHIO HOCHTENEH

undopMaLlnH;

1.460cyimectenenne cOopa MUGPOBBIX JIOKA3ATENBCTE M HX
AOKYMEHTHPOBAHHE;

1.47Boccranopnenne yaanenHo# nndopmaimu;

1.48B xome mpoOBeJeHWs . HCCHAEQOBAHHA — BOCCTAHOBJICHHE

XPOHOJIOTMH HHITHCIHTA; _
1.4911poseenue HecIeI0BaHME Pa3NHYHBIX BUIOB KOMITBIOTCPHEIX
aTaK; ' o ‘
1.50IlogroToBka  3aKkmOueHHs  CHCLHAIACTA 0 IIOBOAY
" IPOBEJIEHAOI0 ACCIEAOBAHNAS KOMIIBIOTEPHOH HHbOpMAIH;
1.51C6op mudposrix ynux 8 Windows;
1.52Cererbie paccieIoBanms, JOIH U JAMIIBI CETEBOTO TpahuKa;
1.53Hccnenoranue npu GeCIpOBOJHEIX aTAKAX;
1.54Vicenenopanue mpu B3momMe BeG-cepBEpOB;
1.55Wccnenopanue IIPH B3JIOME 3I€KTPOHHOM MMOYTHL
1.56ITocTapmuk A0IGKeH NPOBOANTE AHATH3 BpejoHocHoro 110
1.57IIposenenne  sKcmpecc-aHanmsa  BpemoRocHOro 110

BKIIQYACT B Ce0s BLLIBICHHE HHIWKATOPOB KOMIIDOMETAIIEH




(aiinor, kmoOUCH peecTpa, AOMEHOB, [P-anpecor, ¢ KOTOpBIMU
COEIUHACTCS BPEAOHOCHEIH 00BEKT), BELAAYY PEKOMEHIAIME MO
Oo0HApyXeHHI) W HeHWTpanusauuu Bpegomnocuoro [IO Ha
| 3aPAKCHAOM KOMILIOTEDE;
1.581IpoRe/icHnE NOTHOIO AHANH3A BPEIOHOCHOTO I10 — pnouaer
PacCIakoBKy, CHATHE CPEeACTB MPOTHROIEHCTBHS HCCIEIOBAHTIO
(mpr HeoOXO/UMOCTH), OTIAJKY M JCTANbHBIE  AHAIH3
(hyHKIEoHana = BpenoHOCHOrO  00beKTa,  paciiudpoBKY |
clyxeGmbix  (aiinor  BpenoHocHoro'  oGwexTa  (npH
HEOOXOIUMOCTH), & TAKKC — BBIIOIHCHHE, APYTHX ACHCTBHIL,
HeoOXOMMMBIX JUISL TTIOHAMAaHMsl CTEIleHH OacHOCTH OO0BEKTa.
- JIaHHEBIA BHJ aHaTh3a Takke BKIOYacT B cebsd IPOBE/GHHE.
IKCOPECC-aHATH3A,
1 59BrIsiBIICHNE JIOTIQVIHUTENBHOIO BPEAOHOCHOTO KO/, KOTOPBIH
He ObUl OOHapyxeH 3aka3zumkoM, ¢ YYETOM Pe3yIbTaTOBR
. MCCI€I0BaHMA MONYYEHHBIX O0pasloB {Hampumep, BhIABICHHES
WHMKATOPOR  3arpy3KH  HCCTIENyeMbiM  00pasoM  ApYTHX
BPE/IOHOCHBIX OOBEKTOB);
1.60BrigBnenue omacHore (QyHKIMOHAIZ CaliTOB HyTeM anaTHia
(9xcmpece  HNIE  TOTHOTO)  BPE/IOHOCHBIX  CKPHIITOB,
pa3sMELIEHBELIX Ha HUX; _ = )
1.61Komnneke yclayT MO3BOIAET OMpPeAeNsTh M KOOP/MHHPOBATEH
MEPOTIPASTHS 1o YIPaBICHHIIO HHPOPMAHOHHOH
- De3omacHOCTBIO A1 00ecneveHHs 3allUTEl OT BPCHOHOCHOTO |
IIPOTPaMMIOr0 00ecTIeYeHHS;
1. 62T8K}Ke [O3BONACT TPHHHUMATL MEPHl HOPENOTBPALICHUE H
00HAapy;KEHHI BHE/APEHMA BpPEJOHOCHOIO KoZa, obecnedmnarh
_ OCBEJIOMJICHHOCTh OTBETCTBEHHBIX JIMII 3aKa3UdKa O CTCICHH
OTIACHOCTH BPENIOHOCHOTO KOJa, JUI 00eCIeueHHs BHEAPCHHA
HEOOXODHMBIX  Mep ¢ IEHBI0 - ODHApYXKEeHHS  H/HiH
NpeAOTBPAIICHHIS NPOHHKHOBEHHS BPEAOHOCHOI0 KOJIA;
1.63B xoMIIEKC YCIYT MOTYT BXO/UTh MEPOIPHATHA II0 3AIHTE OT
BPCOOHOCHOTO KOjla, pealu3yIolpe Mepsl 10 o0Hapy:KeHHIO,
MPEeAOTBPAICHHI) NPOHUKHOBEHHS H BOCCTAHOBJICHHIO IOCHE
NPOHHKHOBEHM BPEAOHOCHOTO KOJa;
1.64/lanmeili KOMIUIEKC YCIYr MoXker ObITE OKa3aH B CHYYasX
BOSHHKHOBCHHMA y 3akasuMka OOJ03PEHMS HA HAIM4Me
BPEIOHOCHOTO KO/d B MH(OPMAINMOHHBIX cHcTeMax ((aiinax,
IIFChMAX, CETEBLIX IIAKeTaX, ONMEPATHBHON IrtaMsaTH W WHBIX
ONOKax JAHHBIX), HEODBIYHOTO HOBGHCHMSN KOMITbIOTEPA
* (mosBNenHe HOBBIX (halioB, 6roxupoBanEne HHGOPMALAH 1 up.),
B LEIAX ONpPEAc/eHHs (yHKIIMOHANA BPEIOHOCHOTO 00BEKTA, a
TaKKe B CIOy4ae  eclnM  3aKasuuky  HeoOXoIauMa
npodHIaKTAYECKAs TPOBEPKA HA HaAIHYIKHE speporocHoro I10.
Tpebdorannd Kk 0TUETHOCTH:
1.65ITocTaBmMuUK. JOIKEeH IPEeTOCTABILTh EKEMECTUHYIO OTUCTHOCTE
1o BceM coObrruaM B UC 3akasumka; ‘
1.660r4eTHOCTS AOMKHA OBITH HOCTYNNA Yepel Beb-uHTEpdEiic 1T
nonssosarencit Cucremsl.




1.671locTaBIKk JOOJDKCH MHpPEeAOCTaBIATh OTYEThl B Ciydac
BO3HHKHOBeHHA HHIMAeHToB Mb mo sanpocy 3axazwnka B
3aBHCUMOCTH OT KPHTHYHOCTH HHIHJIEHTa;

1.68CucTeMa  JOKHA WMETh  BOIMOKHOCTL — TIPEJICTABJICHHUS
OTYETHOCTH . BM3YadbHO (HaOpUMEP, B BHIC TIPaQHKOB,
HATPAMM, CXEM) ;

1.651locTaBIMK JOJGKEH MPEJOCTABHTE OTYETHI IO IPOBEJCHHOMY
aHamu3y  OoOBGKTOB  HMHOOpPMATH3aIllMH . 3aka3dvka  Hal
COOTBETCTBHE TpeOOBaHHSM 3aKoHOJarenscrea  Pecybmuxu
Kazaxcran B oOnacru HH)OPMaIIHOHHOH 0€30IIaCHOCTH.

1.70TIocTaRmmK JOJDKEH TIPEJOCTABUTE OTYETHI 10 ITPOBE/IGHHOMY

" ayNMTY TeKymcH KOPIOPaTHBHOK CHCTEMBI  YIpPABIIEHIT

uHpopmaluoHHoi OesonacHocthio (CYHD);

1.71I10CTaBIIKK JOIGKEH TPeROCTABMIATE - OTHETH O IIPOBEICHHOM
00yueHHH OPHYACTHBIX COTPYJHHKOB 3aKa3zdWKa, KOIHYECTBO
KOTOPBIX orosopero B SLA. '

| TpedoBanus k Cucreme: :

1. Cucrema JIOKHA 00eCHEUHBATS KOPPEISIAK HADOPMAIHE C

PAa3JIMYHbIX HCTOYHHMKOB, KOTOPhIE HHKAK HE B3aHMOJCHCTBYIOT MEXKIY

coboii;

2. Cucrema nomkaa obeciieYmBaTh Cle/IyIONHe THITh JeHCTBUM, KaK
pe3ynLTaT cpabaThIBAHNS NPABWITA: a

. OTIIPABKa AEKTPOHHOTO ITHCEMa;

. CO3JAHKE HHIHACHTA,

. 3aIyCK CKPHITA (C BO3MOXKHOCTBIO TEpENaul TapaMeTpoB W3

coObITHA B CKpPHIT H BO3MOMKHOCTBI0 HANHCAHHA CKPHUOTA . Ha
PacIpOCTPAHEHHEIX CKPEIITOBBIX si3bIKax: bash, perl, python); '

. CO3JaHHUE ONOBelLeHHs B B0 KOHCOJIH YIPABICHHS;

. OTIIpaBKa Smp trap;

. 3allYCK CKaHUPOBAHHA (TIPH HATHYIHH crcaHepa YHBBHMDCTGH)

. otnpaska Syslog coolnieHHs.

3. CucteMa JomkHA HOANEPXKHBATH MOpaBHiA Ui OOHAPYKCHHSL

agoManuii W OTKIOHEHWH OT IIOPOTOBBIX 3HAYEHWH, a TaKKe

IOBSACHISCKHH aHAIH3; V

4. Cucrema JoJbKHA IPeJOCTARIATh MPAGUIECKHH MACTEP HACTPOHKH

OpaBEI A YUPOUIEHHS IPOLECcca UX CO3MAMMA, 4 TakKe YIVYIICHHT
TOYHOCTH  pPE3YNLTATOB M  YMEHBIICHHS = KOJHYCCTBA  JIOKHBIX
cpalbaTpIBaHu;

5. CHCTemMa JIOJDKHA WMeTh BO3MOXKHOCTh OIPaHHMUYHBATD UHCIIO

O/ITHHAKOBBIX NEHCTBHE BCIEACTBHE cpabaThiBaHUA OPaBHIA Ha €IHHHILY

BpeMEHH (HalpHMep, OTPAHAYHITS KOI-BO OTIIPABJIEHHBIX TIMCEM HA IOUTY

BCIICACTBHE CpabaThIBaHAA OPaBMIA, YT0Ob He 3a0HBaTh TOYTOBLIM ALNHK |

a)MWHHCTPATopa);

6. CrcTtema nomkHa obecrmedmBaTh BO3MOXHOCTE KOPPEHPOBATh|
IOTIJIHATE/IbHBIE JaHHBIC 6e30MacHOCTH (reorpaduueckoe
pacmoIoKcHHeE, U3BECTHBIH OOTHeT, YA3BHMOCTD, KaHABI

pacnpocTpaHeHHA, aTakyromupe I[P agpeca W TaL) DM manHbe
ABTOMATHYECKH COOMPANOTCS OTHM Ke PEIICHHEM, 0e3 MOAKMOYeHHS
OOHONHATENLHEIX CHCTEM;




7. CreTema JOMKHE 0BeCIeHBATh NPHOPUTE3AMIQ MHIHACHTOB B
34BACHAMOCTH OT TpeOOBaHHI IOJIB30BATENA, & TAKKE KPUTHIHOCTH
AKTHBOB; '
8. CrcTeMa NO/DKHA 0GECIIEIHBATS KOPPEIAIMIO 0 OMPEICTCHHEM
IIOCHEeNOBATENbHOCTAM COOBITHH H  NpaBuIL (Hanmpumep, cepBuC
OCTAHOBHJICA W HE BO300HOBIAETCS HA npoTskeHrH 10 (JlecaT) MHHAYT.
Jubo ommo npaswio cpaboTano mocne gpyroro B TeueHuH 10 (ecsaTh)
MHHYT JJI5 OTHOTO H TOTO K€ IIQIB30BATEI);

9. CrcreMa IO/DKHA B pealbHOM BPEMEHH KOHTEKCTHO CBA3BIBATH
BbISBIICHHBIE COOLITH 0E30IIACHOCTH CO 3HAHKMAMU 00 aKTHBAaX B CETH;

10. CHcTeMa JIOKHA B pEaTbHOM BPEMEHH UQIIEpPKHBATH search-
based xoppemap0 WK KOppe/ Ao, IOCTPOCHHYIO Ha 0a3e IOHCKOBBIX
JAMPOCOB; )

11. CucTeMa  JODKHA  HMEThL  BO3MOMKHOCTE — MMMOPTHPOBATH
HHQOpPMalMI0 ¢ CHCTEM CKaHHPOBAHHS VA3BEMOCTEH CTOPOHHHX |
IPOM3BOIHTENEH; o '

12.  Cucrema pomxHa OBITB MMOCTaBIATECE B opM-dakTope

MPOrpaMMHOre 00ecnedYeHrHs ¢ BO3MOXHOCTRIY YCTaHOBKH Ha *nix H
Windows crctemMax. :

13. Cucrema JAo0PKHA MHTECPHPOBATECH C JPYTHMH PEHICHHAMH
AHGOPMANEOHHOH (Ge30ITaCHOCTH U Ha000poT; A .
14. CHcrema IOTKHA HWMETh BOIMOKHOCTH W3 KOPOOKH IOIYydYarh

crangaprusie (syslog, EVTx, SNMP, Net flow), cTpykTypHpOBaHHBIC, &
TAKIKE HECTAHAPTHBIE (OIIPEIEICHHBIE TI0IL30BATENICM ) JIOTH;

15.  JIONONHWTeIsHBIE WCTOMHEKH JIOTOB  H “madopManEE 00
MHPOPMALMOHHOH Ge30MacHOCTH JOMKHEI ObITh JIEFKO MHTErPUPYEMBL C
pEIIEHHEM B "ropsdem pesKuMe', Tak 9TOOBI paboTa He IPCPhIBAIACE;

16. CHcremMa JOIDKHA HMETh BOIMOKHOCTE VIIPABISATH CHTYAUMAMH
IIEPErpy3Kd  JAaHHBEIX KOHTpONHpyeMbiM o0pasoM. EciH HCTOYHMK
HAUHMHAET OTIPaBIATH OHYeHbL O0JbINOe KONMYECTBO COOBLITHH H3-3a
omuOKH BJIH OTKa3a B OOCHYXKHBaHHH, 3TO JCGIDKHO ObiTh 00paboTamo
TaKuM 00pa3oM, 9To6kl MpeoTBPaTHTh HETaTHBHOC BIHSHHE, HAPUMED
TEaKOe KaK B3aldolNHEHHE o0beMa XpaHWIIHNIA, CHIDKEHHE CKOPOCTH
00pabOTKH MOMCKOBKIX H AHATATHYCCKUX 3ATPOCOR U T.4.; ‘

17. Cucrema pgomxma ofecneuuparh NPO3pavIHOE  H3BICHUCHUE,.
arperamyio, COPTHPOBKY, (QHIBTPaNMI0O W aHATH3 [JAHHBIX IO BCEM
PacIIpeeIeHHEIM KOMIIOHEHTAM; - |

18.  Cucrema nomkHa IIOAZEPKHBATE PACHIUPEHHYH) TAKCOHOMHIO
cobbrruii  u. moneit. [loabsoBarens HOMKEH WMeTh BOIMONKHOCTD
A00ABNATH CBOH COOCTBEHHBLIC YHHKAILHBIE HA3BAMKA COOBITHIL;

19.  Cucrema jo7KHA TIO3BOJATH HACTPAHBATE NPABHIA KOPPEISIIUH
JUISl COOTBETCTBUS HECTAHIAPTHBIM YCIIOBHAM;
20. Cucrema gopkHa oOecredMBarh MHTYMTHBHLIC MEXAHHM3MbI JUTS |

YCTpPaHEeHHs] HENONafoK, HapuMep, NPOAKTHBHEIE YBEZOMIICHHS,
YTHIHTH KOMAHAHOM CTPOKH H T.1I.; '

21.  CucreMa JODKHAa JIErKO DACIUHPATLCS UL NOANEPKKH
NOIOJHUTENEHBIX 3AlIPOCOB; ‘
22, DBo3MOXHOCTL [OCTENEHHOrO pACIIAPEHHS XPAHMNUILA 110
TpeboBanmio; TpeboBaHHE OTHOCHTCS KaKk K HOPMaJlH30BAHHBIM




124, Cucrema Jioypkua obecneunBars BbICOKYHO JloctynHocTe (High

COOBITHAM, T@K M K XPAaHEHHI) HeoOpaloTaHHBIX JIOTOB;
23. Cucrema J0/DKHA JOHYCKath BEPTHKAILHOE W TOPH3OHTAIBHOC
Macurrabuposanue;

Availability) w/mim  wu3bsrrounyio  kondmrypanmio  (redundant
configurations); ‘ ‘
25.  Cucrema a0ykHA O0ECIIEUHBATH UHTEIPAINK) C PEHOSHTOPHIMH
xonQurypanuli (CMDB) nna oboramenma gapnerx uepes CMDB-
COCIVHEHHUE;

26.  Cucrema JODKHA HPEAOCTABIATE COOPKY KYPHAIOB coObITHil Oe3
areHToB, KOIJa 3TO BO3MOXKHO;

27.  CrcreMa JI0JDKHA HMETh BO3MOMHOCTH coﬁnpaqh JIAHHBIC JTIOOBIX |
KYPHAJIOB HE3ABHCHMO OT HCTOYHHKA;

28. BosMoxHOCTE ((HOpMaJIH'SOBaTB»/HHI[BKCPIPOB&TB "
AHANM3UPOBATh JAHHEE KYPHAAOB MOOGOro THIIA H3 TeTeporeHHoi
ceTeBOH W/UNM cepBepHOH MHQPacTpyKTypsl (MHOpacTpyKTYpHI C
MHOXKCCTBOM ~ PasIMUHEIX  OpeH/I0B) /Ui - MOCTpOSHHS  Hauboree
5¢(QeKTHRHON OTYESTHOCTH W AHAIUTHKH;

29.  Cucrema JomkHa 0DeCHEYMBATE BO3MOMHOCTh XPAHEHHS Kak
HOPMAaJII30BaHHOIO, TaK ¥ HCXOAHOre HeolpadoTaHHOTO . opmara
WKypHata coOOBITHH s IPOBSACHHAS KAauCCTBCHHOMH @olﬁeﬂcnm;

30. Cucrema MOXKeT 0becneddTh TAKCOHOMMIO (KIaccHpHKAImo mo
€/IMHOMY CTAHAAPTY ) COOBITHIA;
31. Cucrema JoKHA HUMETH apXHTeKTypy ,zma XpaHeHus Kax

"ropsunx” KypHAIOB, Tak W ApXWBWPOBAHHA OTASIBHO OT padouei
CHCTEMBI C HETBIO 3KOHOMMH IIPOCTPAHCTEA,

32. CucreMa JI0/KHA I[OAJCPXKHBATH APXHBBI  SKYPHAJIOB HA
XPaHUIINAX OT CTOPOHHHEX [TPOUZBOIATENEH;

33. Cucrema JowkHa ODECIIEYHBATE  ROSMOKHOCTR  H3MEHEHHE
BpPCMeHH XpaHeHHs ONpeieIeHHbIX Jor-(haiinos;

34, Cucrema JOMKHA aBTOMATHYCCKH AapXHBHPOBATL M H3BICKATH
JAHHBIE U3 JONTOBPEMEHHOTO XPAHEHHUS; _ '

35.  CucreMa [OIKHA BRITONHATE MPOBEPKU LIETOCTHOCTH B JKYpHANAX
JOJITOCPOYHOIO XPaHEHHT; -

36.  Cucrema jomknHa o0ecneqdBaTh BO3MOXHOCTE HOMCKA B
APXHUBHEIX KYPHAIAX,

37. -Cucrema JOKHA 0GECHEUHBATE BOIMOKHOCTb LIS 3¢ (EeKTHRHOTO
XPAHEHHs M COKATHS COOPAHHBIX TAHHBIX;

38. Cucrema J0/KHA HMETE BO3MOXKHOCTB KOPPEKTHPOBaTh BpEMs

COOBITHA U CHCTEM C HCBCPHEIMU 3HAYECHHSMH CHCTEMHOTO BPEMEHH.
ITO BO3MOXKHOCTD TIPEAOCTARISET IENOCTHOCTE KapTHHBL HHIMACHTA IPH
IPOBCCHUH HCCISHOBAHAA M ONpPEENCHHS aKTyalbHOro BPEMEHH B
HCTOYHHKE COOBITHIL, a TAK)KE CUCTEMHOTO BPCMCHH MCTOSHHKA COOBITHA, -
39.  Cmcrema oikHa o0ecleUnTh HHTepdelc NMoucKa ¢ HOamepiKKodH
npocteiX madionor noucka (Google like search), a Takske CIIOKHBIX
PEryIAPHBIX BHIPAKCHHIA;

40. Cucrema JIOMKHA MMETh BO3MOKHOCTE ORICTPOro rHOKOTO TIOMCKA|
BO BCeX XKypHamax; o B

41. .CucreMa O/DKHA YBEIOMUTH, €CIIH MCTOYMHHUK KypHATA niepecTaet




OTITPARAATE JAHHBIC,

42.  Cucrema JIOIKH UO3BOMATH COOMpATH XYPHANB H3 JIPYIHX
CHCTEM, BBICTYIAIOIMAX B KadecTBe ITPOKCH-CEPBEPOB, TAKHX KAk,
HampuMep, Microsoft SCOM / ACS, syslog u . 1. B HeKoTOpEIX ciydasnx
HHQPACTPYKTYpa MOYXKE!" MMETh LEHTPAIBHYIO TOUKY cGopa KypHAIIOB, H
CucreMa OKHA AMETH BOZMOXHOCTE HCTIOJIB30BATh CC;

43.  CucreMa  JODKHA ~ MMETh  BO3MOXKHOCTE OTIPABIATD
IpeAyIpeK/eHHa O IpodieMax UCIOIb30BAHNS CUCTEMHEBIX PECYPCOB;
44. Cucrema  JomxHa  noOJylepkuBaTth  BeO-HHTepdeiic  AmA|
YIPABNEHUS, AHANK3A H OTYECTHOCTH;

45.  Cactema TOJDKHA IPOIEMOHC lpPIpOBaTB «IPOCTOTY
UCIONBL30BaHKs . 11pocToTa HCIOAL30BAHNA HMEET PCIIAIONIEe 3HAYCHHE
M YCHEUHOTO  PA3BEPILIBAHES M IIOCTOAHHOTO  HCHONB30BAHHA

CrcTeMEI;

46. Cucrema fgomxHa  oOecrnedMBaTh — BO3MOMKHOCTE  OBICTpPOIi
HHTET Palliil HOBBIX HCTOYHHKOB JKYPHAJIOB; .

47. Cucrema golDKHA  ©OOCCIEYHBATH  BBICOKYHD  (CEKYHIHYIO)

NPOU3BOJUTCIBHOCTE  LOHCKA M 3aIPOCOB  NPH  PACCHEIOBAHHE
HHITHJEHT, TOCTYII K. HeoOpaboTaHHBIM JIAHEBIM JKYPHATA TOCPEACTROM
>(CKTHBHOM  KOMAaHIBI: TIOWCKA, NPUMBS3AHHOH K  OCHOBHOMY
uHTepheHcy; . “

48. CucreMa nomKHA 00ECTIEYHTH BLICOKYIO HANEKHOCTH paGoTHl
Pacmpe/ieieHHOH CUCTEMBI Takum 06pasoM, 4TOOBI BCE KOMIIOHEHTHI
PacmpeIcieHHOd CHCTeMBl IIpofomkany padorars, Korga Kakas-Iuoo
Apyrad 4acTk CHCTEMEI BBEIXOJIHT W3 CTPOA WNH TepsieT CBI3L (T. €.
HaIIpUMED, €CAM KOHCONL YIPABNCHHS OTKIOYAETCA, BCE OTICIIBHEIE
cOOPIMHKH IIPOJIOIDKAKT 3AMHCHBATE JIOTH);

49.  (CucreMa JOMKHA WMETH IPOLIECC DPE3EPBHOIO KOIMPOBAHHS /
BOCCTAHORJICHHST; "

50.  Cucrema J0DKHA aBTOMATH2HPOBATHE BHYTPEHHHE IMPOBEPKI
paboTOCIOCOOHOCTH .M YBEAOMIISTH IONB30OBATENST © BO3ZHHUKIIHX
npobneMax; )

51. CucreMa JOTKHA. TIOANCPKUBATE TpeGOBAHHA K  BLICOKOMH
poctynHoctH  (HA)  Ges  HeoOXOAHMOCTH  JIOTIG/IHHTENBHOTO|
OPOTPaMMHOrO 00ecIedeHus OT CTOPONHHEX Pa3paboTYHKOB;

52.  -BO3MOXHOCTL NPOJOKEHHs cOopa / KOpPpeNsiuM CcoOHITHIl. /
OHOBEINCHHA B Cllyyae OTKaza 06OpyAoBaHMA CI/IC'leMbI HIH BO BPCM
ILNIAHOBOTO 00CTY KMBaH Hsl;

53.  Cucrema pomxHa 00eCHEUMBATE BO3MOKHOCT  KODPEIISIfHE
UH(pOPMAITFH 110 TOTEHIHAIEHO Pa3pO3HCHHEIM YCTPOHCTBAM;

154.  Cumcrema jl0JDKHa paspennTh HHTEP(EHc HA OCHOBE MaCTepa INE

cosnaHusi mpaBui. Ilpapumia  JOIDKHRL OOALCPKHBATL  JTOTHUCCKHC
ONEPaTOPhl I YKA3AHHS PA3NMYHBIX YCIIOBUIA;

55, CucTemMa MONKHA BKIOYATh IPeABAPHTENLHO HOCTpoeHHf,Ie
IIOMCKOBbIC  3aIIpOChl,  OTYETHl, WHPOPMAIMOHHLIE NaHeMH |
BH3YAIIM3AINHE,

56.  PemcHue Taioke JTOMKHO MOIIEPKUBATL HOBYIO KOPPeILIUio B
COXPAaHEHHBIX  JdaHAbIX. DBO3MOKHOCTD  ITIOHCKA  CONOCTABJICHHS

COXPaHCHHEBIX JaHHbIX ¢ HCTOJIb30BaHUEM HOBOIO IIpaBHia KOPPEILIIHE,




57. CucreMa moymkHa 00€CHedHTs MEXAHH3M OINTHMH3ALHH IIPABHT
KOPpeAnud, KOTOPbIi NO3E0NAET TPYNIHPOBATh OJMHAKOBEIE SHAYCHHS,
COOTBETCTBYIOIOHE OMHOMY NIPABHILY - KOPPEISIIAA, HO KOTOPHIE MOTYT
MCIIOIB3OBATHCS HECKOMBKUMM NIPABUIIAME. DTOT MEXAHM3IM [PYIIHPOBKH |
TOMDKEH Y4YMTHIBATH KdK CTATHYECKHE TPYONB,, Tak W [PYIILEL,
OUHAMHYCCKH  CO3/aBaeMble  JPYTHMHM  TIPDAaBHIIaM¥  KOPPEJISIHIL
Hanpumep, TNO7B30BATeNb CHCTEMBI  MOXET ONPEAEOMTs  TIPYIOY
3ALPEIEHHBIX HOpTOB/HpOTOKOJIOB KOTOpEIE JIOMKHBI HCIOIB30BATECS
MHOTHMH [IPABWIAMH  KOPPETIIHHY, OTCIIG}KHBEII()HIHMH AHOMAaJIbHYI)
CETERYIO AKTHBHOCTE; .

58. Cucrema jopkHa oOecmeTHBATL  BO3SMOXKHOCTE | CO37[AHHA
JUHAMUYECKUX YCIOBHH B npapunax. PezvieTaToM JeHCTBUS OIHOTO
TPaBHJIE MOMKET H3MEHHUTh YCIOBUE IPYTHUX IIPABHITL; -

59. Cucrema JjomkHa ofecuednBaTs BO3MOKHOCTL  CO3JIAHMS |
JMHAMHYCCKHUX CIHCKOB JaHHBIX, KOTOPHIE J10JGKHBI OBITH pa3sMeIcHE! B
(O3Y mns beictpoil Koppenaimu. CrcteMa JOJDKHA [MO3BOJATE KOOABIATE
HIM YOATATL J4aHHble B JUHAMHYCCKME COHCKH B DPYYHOM H
ARTOMATHYECKOM pPEHUME; ’ '
60. CHcTeMa  JOMKHA — IIPENOCTABHTEL  BOBMOXHOCTE  CO37aBaTh
Npasuia, KOTOPEE JOIKHBI PpaboTars KaK B PEXXUME PealbHOIC BPEMEHH,
TAaK ¥ B ABTOHOMHOM (3aIUIAHHPOBANHOM) DEKUME;

61. Cmcrema JoDKHA  IPEAOCTABUTL — MAacTep  HACTPOHKM I
COOTBETCTRBYIOINME  BO3MOXKHOCTH Ul  MUHUMH3AIAH  JIOKHBIX
cpabaThIBaNKil ¥ TOIyYeHUsT TOUHBIX PE3YILTATOB;

62. Cucrema J0TKHa TO3ZBONWTE  HAaCTPAHBATE onpedelleHHbIe
TETHPOBaHUA COOLITHIA,

63. CucreMa [OMXHA IIOMOYb . HATTIAMHO [IOKA3ATH AHOMAIIBHYIO
ICATETILHOCTh,

64.  CucreMa JODKHA HMCTh BO3MOXHOCTH OGHapy>KHMBaTh cOGBITHA -
HArIIHbIE WM3MCHCHHS HOPMAILHOIO TIOBEICHWS CHCTEMEL, CpPejisl,
pornecca, pabovero IMPoLecca MK YEIOBEKA;

65. Cucrema jomxsa  obecneuMBAaTE  BOIMOKHOCTD CO3MaHUA
HOBE/IGHYECKOTO IPoQyi/s aKTHBHOCTH TOMh30BaTeNell W KOppemsarnyi
HOBBIX COOBITUH € COXPaHEHHRIM MPOQHIEM; _

66. Cucrema momxHa oOecneuMBaTh — OLOBEIICHHC Ha OCHOBE
YCTAaHOBIIEHHOH ITOIUTHKH; '

67. Bosmoxnocrs npropetH3aiku  COOBITHH, -TIpeiynpexacHuil u
HHUHU/IEHTOB;

68.  Pelllenne MOXET IO/UIEPXKHBATL B3BCUIEHHEIE NPEIyIPCKICHH,
NO3BOJAIOLINE  yCTAHABIHBATL OPHOPHTETHL. Bec jgomxeH  ObITh
Ha3HAYAEMBIM H2 OCHOBE HECKONBLKHX X4pPaKTePHCTHK, TAKHX KaK THII
AKTUBA, TPOTOKOI, NPUIOKEHHE H T./1.; :

69. Cucrema JomknHa oOeCIICUMBATE —BO3MOKHOCTH KOppeanuu
JKYPHAIIOB OT PA3sHEBIX MOCTABITHKOB / TEXHOIOTHH;

70.  Cucrema jomkna 06ecnedHBaTh BOIMOXKHOCTE ArPErHpOBAaHHS H
AHAJIA3A COOBITHH Ha OCHOBE YKA3aHHOTO [I0JIb30BaTeNeM GHIBTPa;

71.  Penienue MOXET Ape/ltarars Npe/ICTaBIeHIe COGBITHI B peskuMe
PeaNbHOrO BPeMEHM NS KOHTPOMUpYeMod HH(pOpMAaUHH B .CBIPOM, a
TakoKe B 00paboTanHOM/paciapeeHHOM dopmare;




72. CncteMa JOIDKHA 0OECHCYMBATH JOJTOCPOYHBIA {HCTOPHYECKHIA)
aHaliu3 TeH/IeHIMH COORITHIA;

73. Ilpr  neoOxomumoctm Cuctema pmomkna olecneunts  Oonee
pacmmuperHyto pacmudposky (drill down) cobuITHiA; '

74.  Cucrema AOWKHA HMETh BO3MOMKHOCTh OBICTPOrO MOMCKA JIAHHBIX.
I OTBETOBR Ha oﬁmﬂe BOIIPOCHI (HampuMep, KTO BOWIEN B CHCTEMY,
HCMONB3Ys Kakoi [P- a,t[pec B KaKoe Bpems); :

75.  Cucrema  fomxua  HojiepxuBaTh  Gasy  JaHHEIX  BCero
00OpyIOBaHHS, OGHAPYXCHHOIO B CeTH. T 6a3a JAHHBIX OJDKHA|
COAEPIATh BaXHYI HHGPOPMaLNHIO, MONYICHHYID OT 0OOPY/I0BAHMS
(HampuMep, CHCTeMHble aTpuGYTHL, CETEBLIC ATPHOYTEL, COCTOSHHE
YAIBUMOCTH W T. A.). ba3za JaHHBIX JONKHA 00eCHednBaTh BOSMOMXKHOCTE
PENAKTHPOBAHAL aTPHOYTOB, KOr/la OHH HE MOLYT OBITH M3y4€HEI (T. &
OTtmen, wecronosioxkenne #u T. 1.). [lomk3oBarelis JOIDKEH HMETh
BO3MOKHOCTE OCYIIECTRIIATh IOUCK IO 3TOH Oase NamHbIx;

76.  CHcTeMa JODKHA TIOJUIEIKHBATE BO3MOKIOCTD HHTCTpaluu ¢

 CTOPORHMM TIPOTPaMMEEIM 0GECTICHeHHEM YIIPABIICHNAS AKTHBAMH;

77.  Cucrema J10:KHA 0G€CIIEIUTE BO3MOKHOCTE HOpr}KeHHﬂ" (Drill-
down) Juid IPOCMOTPa JOTIOTHUTENRHBIX JIeTaTel B CHCTEME,

78. Cucrema jomkHa OOECIICUMBATH ONOBEINEHHE HAa OCHOBE
HabJII0JaeMBIX YTPO3 HE3011aCHOCTH OT KOHTPOIMPYEMEIX YCTPOHCTE;
79.  Cucrema JiomkHA 0bCCIICTMBATE [IOTOKOBOE IIPEACTARICHHE B

PEeKHME DPEalBHOTO BPEMEHH, KOTOPOE IOLACPKHBAET BO3MOKHOCTH
TTONHOM (GrIIBTpaIMK;

80.  Cmcrema pAOmMKHAZ BKIIOYATh, MOITAIHYK) POk U3 - (QYHKIHE
yOpaBIeHHs Kypranom u OesomacHocTH. Buexpenwe Gonpimero
KOJIMYECTBA BO3MOMKHOCTGH aHanM3a MOIKHO CBECTH K MHHHMYMY
HEOOXOAMMOCTh B OHONHHTENIHHBIX KOMIIOHEHTAX CHCTCMEI H OBITH
AKTHBHPOBAHO ¢ MOMOLIbI OGHOBICHHI JTMNEH3HOHHOTO KIII04a; )
81. Cucrema pomkna oOecleunMBarh ONOBEHIEHHE HA OCHOBE
HaOMIOaeMBEIX AHOMANMI M IOBENEHYECCKHUX M3MEHEHHH B CETEBBIX
COOBITHX H COOBITHAX BE30MACHOCTH;

82.  Cucrema nomKma WMeTh OCHOBAHEOE HA HpaBHnax (BcTpocHHOE
HITH HACTPOSHHOE) OOHAPYIKCHAC BTOPIKEHMUI;

83.  Cucrema nomKHa 06€CNeYHBATE ABTOMATHHYECKYIO KATEIOPH3ALIIIO
coGBITHIE, ITO O3BOJISET YIPOCTHTE PACCIEAOBAHAE H OTIETHOCTE;

84.  Cucrema JODKHA NOIIEPXKHMBATE BO3MOXKHOCTS - KOPPEIAIHH .C
CTOPOHHMMM HCTOYHHKamu Aanubix Wb (pmapi) (T.e. reorpaduueckoe
OTOGPKEHNE, U3BECTHEIE KaHAlBl 0OT-CeTeli, W3BECTHEIC BpaxieGHBIC
CEeTH M T. A.). DTH CTOPOHIIME UCTOUHHKM JanHbix b ($rap1) momiHbl
ABTOMATHYCCKH OGHOBIISTECS © HOMOIIBIO PELICHHS;

85.  Cucrema JIOKHA TOQEPKUBATE BOIMOXKHOCTh KOPPEILIIHH ©
pe3ynsTaTaMu CKaHWPOBAHHS YA3BUMOCTEH . OT CTOPOHHIX
pa3pabOTINKOB;

86.  Cucrema ZomkHa o0ecHEYHTh BOIMOXHOCTE ABTOMATHYECKH|
OLEHHBATE  CTEMEHb  THKECTH  3aPETHCTPHPOBAHHBIX  COORITHIA
0€30MACHOCTH B COOTBETCTBHH C YAIBAMOCTRIO. TIEIIEBLIX AKTHROB;

87. Cuctema  nomkHa NpeAyCMaTPHBATL  ABYHANPABJICHHYIO
HHTEIPAlHIO CO CTOPOHHUMN CHCTEMAaMH PErHCTPaIud HHuuaeHToB Ub;




D

88. Cucrema  momKHA npcnocmsmb cmTemy JUIs ynpaBHeHHﬂ
COBMECTHBIMHE PacclIC/I0BAHHAMHE HHIEACHTOB Mb;

89. Crcrema fomKHA TIPCAOCTABHTE BO3MOKHOCTE T0OABIATE ACTATH
H IPOCMATPUBaTh / YTBEPXKAATEL pabounii Aponece paccaeIoBaHus;
90. Cucrema jomkHa oOecreuMBaTh  BO3MOMKHOCTh — OTIIPABKH

YBETOMIIEHNMI O KOPPEMHPOBAHHLIX TIPEIYIIPER/IEHUIX C IIOMOIILIO
OIIpeENEHHBIX METONOB (HANPHMED, JIEKTPOHHOM TI09THL, SMS u T.1.);
91. CuctemMa JODKHA 0OECHEYUTE OTCICKHBAHUC HHIMCHTOB YEPE3

| AHTETPUPOBAHHYIO CHCTEMY YIPABICHHAN HHLMAeHTamH VB;

92. CuacreMa  HOMKHA  OPENOCTABHTL  CHCTEMY  YIIpapJeHHS
HHIHICHTAMH, KOTOpas IONICPIKHBAET  COTPYAHHYECTBO  MCKAY

.| HCCKOJIBKHMH HOHBSOB&TCHHMH;

93. Cucrema ynpapiedss HHUHACHTAMH JIOJDKHA 00ecrnevnBaTh
KOHTPOJIGHEIH JKYPHAT BCEX BHJIOB JIEATENFHOCTH, LIPOBOJUMEIX B XO/e
paccieI0BaHus;

04. CucreMa JOMKHA ~OOCCIEUMTh MEXAHW3M JUIA 3aXBATA BCEX|
COOTBCTICTBYIOINMX AaCIleKTOB HHIMACHTA Oe30HaCHOCTH B QIHOM
JIOrAYECKOM . IPEACTABICHANA. JTO TIPSACTABACHHE MJOIDKHO BKIIOYATH
PeICBalTHLIC COOBITHS, JIAHHBIE CETEBOH aKTHBHOCTH, KOPPEIUPOBAHHEIS
NpeAyNPexX/ICHHS, AHHEBIE 00 YAIBUMOCTIX H T.11.; ,

95, CucreMa JIOKHA TIPENOCTABHTE MEXAHU3M JUIL aHHOTI/Ip()BaHPIH
MHIMJEHTa 0e30MacHOCTH, KOTOPLIE OVIET pacCcMOTpeH MepcoHaloM
cy 0L 0€30MacHOCTH; '

96. CHerema JlomxHZ oﬁecneqprm MEXAHU3M U1 OTCICIKHBAaHUA
HHIH/ICHTOR OE30IaCHOCTH MO ITHPOKOMY CIEKTPY COOTBETCTBYIOMIHEX
arpudyTos (nanpumep, IP-agpeca, uMena nosssopatencii, MAC-aapec,
HCTOTHHEK IKYPHAIA, IpaBHia KOPPEILAIHE, OHpe/IeNICHHBIE
TIONB30BATENEM M T. J.). TIoab30BaTellb MOIMKEH WMETH BOZMONKHOCTD
(hHIBTPOBATE HHIMACHTHI B0 STHX OMPE/IEIICHHALX - ATpHOYTOR;

97.- CHcTeMa JOIDKHA ITO3BOJATH JIONONHATE COOBITHS JN@HHLIMHM HA
OCHOBE JAHHBIX, IONYUCHHBIX ¢ APYTHX COOLITHH;

98.  Cucrema [J0DKHA NpENOCTABIATE  OTYETHOCTHL 000  BCEX|
37EMeHTaxX, JOCTYIIHLIX JUIs yupaRicHus depes GUT;

99.  CHcrema JoJDKHAa HOMICPKHBATE BO3MOMKHOCTB TUIAHHPOBAHHSA
OTUETOB; _

100.  Cucrema JOIGKHA, MO)VIEPKUBATE  ABTOMATHYECKOE

PacnpocTpaHeHHe OTIYETOR;
101. CucreMa a0/pKHZ HMMETh  BO3MOMKHOCTE - OTOPaBKH: OTYCTOB
OTACIBHALIM II0IB30BATENAM W IPYIIaM;

102. Cucrema nomknHa: oOecneuuTh JOCTYNHOCTh  AHAJMTHYECKHX
npencTarieHud Mg obnervennd aHamuza coGuitmil. UB W mipoBecHM
pacciie JOBAHMIH; o )

103. ~Cuctema foIDKHA —NIPEOCTABUT  Jambop) A7 OBICTPOI
BH3YAIH3ALAH HHCbopMauHH 06 obmeM cocrosguauu Wb CETH;

104. CueTema JOMKHA —OGECUEYHBATL  BOIMOKHOCTD Hacmoﬁkn
nageneil ¥ NpeacTaBacHui;

105, IlpuGopuas mamenb JAQ/DKHA — TOANEPKUBATh  PASIIHTHBIE
HPEACTARICHAS, HMEIONHE OTHONICHHE K DPA3ZHBIM OPraHU3alHOHHBIM
CTPYKIypaM, BKIIOY&A BEICIICE DYKOBOACTBO, ONEPALHOHHYK) [PYIIY,




OTAeT HHPOPMAIHOHHOH De301aCHOCTH | T .;

106. IlaHens MOHHTOpPHHETA JIOTDKHA TOI/EPHKHBATE IKCIOPT/MMIIOPT
A@HHBIX B HECKOIBKO cpopMaTOB smovas CSV, XML, Excel, PDF,
TEKCTOBBIE (POpMaThI;

107. Cucrema JOIDKHA IPELOCTABIATG [OTOBBIE OTYETHL 3 KOPOOKH M0

THNHYHLEIM OH3HEC 1 ONCPAHHOHHEIM BOTIpOCAM;

108. Cucrema JODKHA BRIBOJAUTD MPHUMEPHI HHPOPMAIIMOHHBIX TAHCICH
43 kopoOku (T.e. s ynpapneHus yrposamu, yIpagnenus coOoacHueM |
HT.0.); _.
109. Cucrema JODKHA JOCTABIATs HACTPAHBAEMBIE BHIGKETHI HAHEIM
VIPABICHHA, KOTOPBIE MOTYT IPENOCTABIATh -COOTBETCTBYIONLYIO
uHpOpMaMio O OC30NACHOCTH IIONB30BATEILIM CUCTeMbl (HaHpUMED,
BHZADLI COOLITHH, IPEICTABIEHHA CETEROH aKTHBHOCTH, BPI,E[BI HMHITHAECHTOB
W T.JL);

110. HocTynHocTE nagenell  MOHHTOPMHTA W TpeOyeMEIX
AHANMTHYIECKHX MPEICTARNSHMN, THOKOCTh ¥ HACTPONKA, BO3MOXKHOCTE
HeTATH3ALMK, YTOOBI YBHICTL JOTMOIHUTCIBHEIE CBEIEHHS, IPOCTOTY
MOAU(HKAIHH U HACTPOHKY;

111. Cucrema m0KHA IPSIOCTaBHTh LAOIOHKI JUIA JIETKOTO CO3MAHUL
H OTOPaBKH OTYETOB HA HECKOJILKUX YPOBHSX, OT OICPAlHOHHOTC IO
PYKOBOJIAIIETO; ”

112. Heobxoaanmo NOJEPKHBATE MHOTOTIOHBBOB&TCJ‘IBCKYIO-
APXUTEKTYPY €  BO3MOMHOCTBIO  WHAWBHAYAIBHOTO  HA3HAMECHWA
paspemleHHi Ha OCHOBe Ipynm, BiageHus IP-anpecamMd M MCTOYHHKOB
cOopa naunsrx (Hanpumep, Opanjamayspsl, Unix-cuctemsl, IDS, IPS m
T.JLY); -

113. CucreMa JOJDKHa OCTABHTH ayAHTOPCKHI Ciiel HCOONb3OBAHHA H
BHECCHHS H3MCHCHHI;

114.  Hocryn x uudOopMalLiy, XPAHIIHEHCS B CHCTEME, 1IPES/IOCTARIASTCH
TOJBRKO ABTOPH3O0BAHHEIM HOJIL30BATCIIAM

115. Cucrema gomxHa obecneylTh OCHOBY JUTA OYIYIHETO paCH.IPIpCHHH
M WHTETPAHH C APYTHMH PEIESHIIMU APYTHX TTOCTABIHKOR;

116. Cucrema JOIHA IOJIEPKUBATH 0OHOBIEHES CBOMX
KOMIOHEHTOB ¢ MHHHMANBHEIM  BMCHIATCIBCTBOM  IIONB30BATEIL.
Hanpumep, nmoaaepKka HOBLIX MCTOYHHKOB COOBLITHH, OOHOBICHMA
TakcoHoMHH  Oe3onacHocTH, OOHOBIIGHWSI  TIPaBHJI  TOCTARIIHAKA,
MOAACPKa YCTPOHCTB | T.1.; '

117. Bece 381a4H, BLIMIOJIHAEMEIE B CHCTCME, TOIDKHEL
PETHCTPUPOBATHCH, o .

118. Xpanenue 3anmucedl ayaura MAOGKHO OBITH 3ZAIMINEHO OT
HECAHKHHOHHPOBANHOIO A0CTYIA UNH YHHITOKESHH; _

119. Cucrema 0JnKHA IIPEAYCMATPUBATE MEXAHH3IMBI HpC,I[OTBpaI]IeHPIH
HECAHKIIMOHHPOBAHHOTO JIOCTYTIA K HAHHBIM;

120. Cucrema I[OJDKH& obecrreunTh MENOCTHOCTE (integrity) coGpammoit
uHpopMaIHH;

121. Cucrema pomxHa o0eCIeUMBATh BOZMOXKHOCTH ]]]H(l)pOBaHHH
cOODIIeHHI MEKY KOMIOHEHTAMH; _

122.  Cucrema  go/KHA — HOJIEPKHBATH  HAJEKHBIE — METOIM
ayTeHTHpUKAIL; . "




123. CucTeMa ZOJDKHA 00ECIIEYHBATh BOIMOXKHOCTE OGCCICICHHAS
CNOKHOCTH  mapofied, obecredeHAs [HKIA H3MEHEHHSA  IMapois,
OTpaHHYEeHHS KOTHIECTBA HEYIATHEIX TIONBITOK ayTeHTH()HKAIAH;
Tpedbopannsa k Ilnardpopme mo odMeny urpopmannael 0d yrpozax Hb:
124.  baza pauserx [oC v HHAMKATOPOB, JOIXHA TIO3BOILTH XPaHUTD
TEXHHYECKYI0 W  HETEXHHUYECKYIO HH(l)opMaumo 00  oOpasmax|
BPEAOHOCHEIX MPOTrpaMsM, HHOHACHTAX, 3JIOYMBIINICHHHKAX H CBCICHHAX,
125.  AproMarTHuecKas KOppesllUs JODKHA 1103B0JBITh HAXOUUTE CBA3U
MEKIY aTpuOyTaMM H IIOKA3aTeNIMH BPEIOHOCHBIX TPOTpaMM, aTak HITH
ananu3a. Mexanusm KOPpessIMM JIOIGKEH BKIIHOYATh B ceds KOPPeIsHi
Mexy arpuOyramm m 0Goliee IpPOJBHHYTHIE KOPPENSIHH, TAKHE Kak
KOPpPEIALMS  HCYCTKOrO  XCIIMpoBaHMsA  (Haupumep, ssdeep) wnm
conoctapneHne ©Onokop CIDR.  Koppemsamus Takke MOKET BEITE
BKJIIOYCHA FITH CODBITHE OTKIMIOYEHO A KakA0To aTprOyTa;

126. Mogenp nabHbIX, B KOTOPOH CIOXHbBIE OOBEKThI JOKHBI ObITh
BEIPaXKEHEI H CBSI3AHBI APYT ¢ APYTOM 11 BEIPAXKCHHS AHATNHTHKH YIPO3,
HHIHJIEHTOR W CRAZAHHEBIX HIIEMEHTOR;

127. B Hnardopme no obmeny mapopmaimei 06 yrposax Wb norxHa
ObITh  (DYHKIHS COBMECTHOIO HCIOTb30BAHMS [ JIETKOro 0oOMeHa
TaHHBIME € WCMOIL30BAHUEM  JIDYTOH 'MOJEIH  paclpeaclcHHsL.
Iinardopma mo obmeny wundopmarueii 06 yrpozax Wb jpomksa
ABTOMATHICCKH CHHXPOHHM3HMPOBATL cOOBITHS ® arpuOyTHL ' Jlomkast
HCIIOAB3OBATECS  PAaclIMPEeHHble  (QYHKUWH — (QHIBTpallMH I
YIAOBIETBOPEHHS KaXAOHW IOIMTHKH COBMECTHOI'O HCIO/B30BAHUA B
OpTaHM3alMH, BKIIOYAd THOKYI0 eMKOCTh TPYIIEI - COBMECTHOTO
WCHOJIL30BAHUS M MEXaHH3MBI PACIPENEIEHHA Ha YPOBHE aTpHOYTOB;

128. IMnardopma mo obmedy uupopmauueit o6 yrposax UB momxua
WMETh HHTYMTHBHO TOHATHBI TIONMB30BATEILCKHI uHTEphehc s
KOHCUHDBIX TIOJB30BATENEH 171 CO3JaHHMA, OGHOBMCHHA M COBMCCTHOI
paboTel Han coOHITHAME W aTpudyramm/mEamkaTopamu. | 'padudeckuii
unTepdelic MM [UIABHOM HABHTAHH MEKAY COOBITHSIMH M HX
koppensiaamy. Ilnargopma no obmeny mndopmanueir o6 yrpozax Wb
JOIKHA HMETh pacuihpeHHBle (YHKIAA (QHIBTpAlME M CIIHCOK
LIPeAYNPEXASHUI, YTOOBI N00aBNSTE COORITHS H aTpHOYTh;

129.  Ilnardopma mo odbmeny mudopManuedi o6 yrpozax UB jomxua
XpaHuTh JAHHBIE B CTPYKIYpHpoBaHHOM  dopmare  (IO3BOISET
ABTOMATHYECKH HCIOIB30BaTh 0a3y MAHHBIX T8 PasTH4HbIX [eJeil) ¢
HAPOKOH TOANEPAKKOH HHIMKATOpOBR KuOepOezomacHOCTH Hapsmy ¢
HHIMKATOpaMH MOIICHHHYECTRA, Kak B (PHHAMCOBOM CEKTOPE;

130.  Oxcnopr: cozpanne IDS (Suricata, Snort u Bro momnepxaBaioTcs
o yMOJTanHfo) OpenIOC fapoctoH teket, CSV, MISP XML ama JSON
I MOTCIPANMU ¢ APYTHMH CHCTEMAMM (ceTeBme IDS, ID xocra,
HOJB30BATEIBCKUE HHCTPYMEHTHI); _

131.  WMmopt: maccoBEIi HMIIOPT, MaKeTHbI HMIIOPT, CBOOOTHBIH
TEKCTOBBIH  uMmopt, wummopt u3  OpenlOC, mnecounmnsr  GFI,
ThreatConnect CSV;

132.  Ilmatdopma mo oﬁweﬂy ungopmamyeii 06 yrpozax UB momkma
HMETh MHCTPYMEHT /15l UMIIOPTa CBOOOIHOIO reKCTa 9005 06JIerqHTL
UHTCTPALHI0 HECTPYKTYPHPOBAHHEIX OTIETOB;




133, 1Inardpopma mo obmeHy undopmanmed 00 yrpozax Mb nomxHa
MO3BONATEL [ONBIOBATEINM NPEIAraTh HIMEHEHWA MIH OGHOBIEHHMS
aTpuOyYTOB/HHANKATOPOB; '
134. TIInardopma 1o obmeny undopmaimeli o6 yrposax UMb momkna
ABTOMATHYCCKH HPCIOCTABIATE OOMEH H CHHXPOHM3ALUK ¢ JPYTHMHU
CTOPOHAMH U TPYITIaMIt JIOBEPUS € HCIIONIb30BaHueM MISP; _
135. HWmnopr kanamos: Ilmardbopma nmo obmemy wrdopmanmci 06
yrpozax Wb pomkHa MMETP HHCTPYMEHT IS HMIIOPTa H HHTCTPALHH
KaHaloB # JoOBIX Kananor yrpo3.uad OSINT ot tpersux man. Karane:
0 YMOTYAHHEO JOJKHEL OBITH BKIIOYCIIH B CTAHIAPTHYIO YCTAHOBKY;
1136, JemerHpoBalHe COBMECTHOTO HCIHONB30BaHHA: IlmardopMa Iio
obMmeny mHbpopmanueii od yrpozax VB joibKHA TO3BOMATH TIPOCTOMY
IICER/IOAHOHUMHOMY MEXaHH3MY IENEeTHPOBATD IyOIHKATHIO
COGHITHS/MHANKATOPOB B APYIYIO OPraHH3alMI0;

137. Ilnardopma mo odmeny mudopmanmeii 06 yrpozax UB momkaa
pMmers rubkuit APl Jjuis udrerpauud ¢ IpYrUMH - pelieHHSMH. B
KOMHJIEKTE CHCTEMEI J0JDKHEA OBITh OmOnmoTeka Python gma m3sneueHms,
Ao0aBneHus ui OOHOBIEHHA aTpulyTOR COOBITHIA, 00paGoTKH 06pasu0}3
BPEIOHOCHBIX HPOTPAMM W/IH MOHCKA aTpHOyTOB;

138. IInargopma mo obmeuy mudopmarmeii 06 yrposax UMb momxHa
HMETh HACTPAMBAEMYIO TAKCOHOMMIO JUIs KiacCU(DUKAlUA H MAPKHUPOBKH
COORITHE B COOTBETCTBHMM €O CXeMaMH  KIACCHQHKAIMKE — HIH
CYLIECTBYIONMMH TAKCOHOMUAMH, TakCOHOMHS JOJDKHA OBIThL JOKANBHOH
i [Inardopmel no obmeny mudopmanmeir 06 yrpozax UMb, HO Taike
JODKHA JENUThCA MKy APYTEMH DK3eMmuapamu. Ilmardhopma mo
obmeHy HHopMaliei 06 yrpozax B 1o/KHA MOCTABIATLCA ¢ HABOpOM
CTAHJAPTHEIX TAKCOHOMHMHI M cXeM KIacCH{PUKAITHH 0 YMONJIAHHIO JIIs
NOJUIEPIKKH  cTaHmapTHol KiaccmykaimM, wucmoandyemoi ENISA,
Europol, DHS, CSIRT uiay MHOTHME ZPYTHME Opranu3alnaMy; ‘
139.  Ilnatpopma mo obmeny mmdopmanueit o6 yrpozax MB moinkmaj
HMETh MHTEJUIEKTYAIBHBIC CIOBAPH, OOBEIHHEHHBIE ¢ CYIIECTBYIOLIAMA
cyOBeKTaMH yIpo3, BpeIOHOCHEIMHE Tporpammamu, RAT, BiMoraTemsMu
wm MITER ATT & CK, xoTopble MOKHO JIETKO CBI3aTh ¢ COOBITHAMHE B
Iinarpopme no odmeny unpopmanueit 06 yrpozax Wb;

140.  IInathopma mo odmeny uudopmaumeii 00 yrposax UB momxna
WMeTh MOAYIH paciunpenHs B Python mis pacmmperus coOCTBEHHBIMH
CCPBUCAMM ML aKTHBAIMH YIKE JIOCTYITHBIX MOZYIICH;

141.  Hnardopma no obmeny urdopmauueil 06 yrposax UMb nomxxa
HOJIACPKUBATE  BHIWPOBAHME [N TIOJIVYEHHS .. HaOJIOZCHWH  OT
OpraHu3anuii OTHOCHTENBFHO OOIIMX IoKazaveneil W atpuOyToB. Ilpuuen
MOXeT OBITh JOOaBIEH Hepe3 IIOIb30BATCILCKHN HHTEp(EeHic CHCTEMEL,
APl kax NOKYMEHT CHCTEMBI HITH JIOKYMEHTHI IpHLeTasanus STIX;

142. Ilmatdopma mo obmeHy undopmanueit 06 yrposzax Wb pomkna
uMeTs nomuepkky STIX: sxemopr jpanmex B gopmate STIX (XML m
JSON), sknrouas axcopr/mvmopr B popmare STIX 2.0;

143.  llnatdopma no obmeny HHq)OpMaHI/IeH 00 yrposax Wb nomxua
HMETh BCTPOCHHOE MMU(POBAHME W IOAMHCE YBCOMIEHWI uepes PGP
n/uin S/MIME B 3aBHCHMOCTH OT IPe/IIOYTCHHH I0Ib30BATENS;

Tpedosannn k Ilnatdopme no noncky yassumocreit Hb:




{paboayio craunuio mon  ynpasrenmem QC - cemelicTBa Linux wnmH

Exchange ActiveSync;
149.  Pe3ynbTaTsl CKaHUPOBAHMSA JOJBKHB! BKIHOYATE B ceBa:

. Texunueckyro mngopmanmio o xocte (IP/MAC ampeca, THm,
mnargopmer, OC u ap.);

. HrHaMH4IeCKHe DOKA3aTeH KOJIHYeCTBa yI‘p03 Ha XOCTE;

I -CHHCOK yA3BHMOCTEH X0CTa;
. Cnucok IKCIIMONTOR KOTOPEIE MOMKHO UPUMERHTE K XOCTY
OCHOBBIBASICH HA HH()OPMAIIHH O VA3BHMOCTIX;

. Cuucox BpegoHocHoro I10, koTopog MOXKET HCIIONB30BaTh
YA3BHMOCTH XO0CT4a;

. VerarornenHoe Ha xocte 110;

o 3anynieHuble Ha XOCTe CEPBUCHL, :

. Ilonb3oBarenu. m Ipynmel MONL3OBATENCH K MMeElOIMe Ipasa Ha
XOCTE; , '
. basbl marnABIX U $aiinoBsle pecypeh XocTa.

{BO3MOJKHOCTB, ¢ noMOwWpr Bed HHTepdelica IMHHHCTPATOPa,

144, Ilnarpopma mwo  momcky  ymseamocted Wb momkwa
GYHKIMOHHPOBATh Oy/lyun YCTAHOBISHHBIM JIOKILHO Ha CepBep HIH

Windows;
145. Iliardopma 00 HOUCKY yHSBHMOCTeH Wb AOJDKHA COCTOSTH M3
IBYX KOMITIOHEHTOR:

. YIpaBsIOIIEro Cepeepa €O BCTPOSHHBIM  CKAHEPOM M BeD
KOHCOUIBIO YIIPABTICHHS;

. OTmenmpHOrO  cKaHepa, KOTOpPHIEL — yIpdBIIeTCS — CEPBEPOM
yIpapJIeHHS.

146. KonugecTBO CKaHEPOB, MOJKIIOYAECMBIX K CEPBEPY YIIPaBICHHS HE
JOJDKHO OBITh OTPaHUYCHO; :
147. HnaT(bopma no noucky ysaseumocteii Mb nomxuaa YIPABJIATECA €
moMomplo BeO  HATepdeiica ¢  HCHONB30BAHMEM  3AlEINEHHOTO
coe;imaenng HTTPS;

148. Ilmargpopma mo  momcky — yaseumocrei HMb  momkna
HHTEFPHpOBAThCA ¢O  eenyrolmaM [0yt o0HapyXeHHs XOCTORB:
VMware ESX(i), VMware VSphere, Microsoft DHCP server, Microsoft

150.  Oruersl 0 NPOBEICHHBIX CKAHUPOBAHMS JODKHBI IPEAOCTABIATECA
B dpopmarax: PDF, RTF, HTML, XML, CSV, TXT;
151. Mnargopma o noucky ysseuMocteii Ub momxma IIPEIOCTABIITD

obpamaTiest B 0a3y ManHbIX Pe3yJIbTATOB CKAHHPOBAHKS, C IIOMOIHBIO
34a0pPOCOB  Ha SA3BIKE CTPYKTYPHPOBAHHBIX 3alipOCOB M BEIBOXHTE
pesyarTaT B BHAE TaONHIBI COINACHO HAMMCAHHOMY aJIMHHMCTPATOpPOM
3aIpocy; : ' :
152. TInardopma ro noucky ysazpumocteil B nomxHa obecteunnars |
CKaHMPOBAHHE BeD PECYPCOB C IIOJIHBIM HOKPBHITHEM BBUIBICHHS YIPO3
omuca’eIx B OWASP Top 10, oupejenats yrpossr SQL injection, cross-
site scripting (CSS/XSS), yassumeie CGI ckpunrel, HebGezobacHble
napoqd ¥ onmbkH KoHpurypanud. PeicHue JOXHO IIOAJEP:KHBATH
ayTEeHTH(HKAIMIO Ha Bed pecype ¢ IMOMOIIEI0 Beﬁ dhopm, x371epo 1 plain
authentication;

153. HnaT(bopMa 10 noncxy yazBuMocteid Wb nomxua oﬁecneqHBaTL




CKAIPOBAHKE HHPPACTPYKTYPHI, 2 HUMEHHO:

. PaGounx cranuuii non ynpapiennem OC Wi_ridows/ Linux;
. Ceprepog noa ynpasneanem OC Windows/Linux;
. CeteBoro o0opyaoBanus.,

154.  Ilnaropma mo noucky yazsumocre#t Mb momxma obecireurBaTh|
OIIPENCICHHE  CePBUCOR, KOTOPHle 3aHAMAOT  OTKPEITHIC IIOPTH |
| CKAHHPYEMOTO Y3714 HCHOMNB3YS CIEAYIONUE THITBI IO JKIKOYCHMM

. Stealth scan (SYN);

i Stealth scan (SYN+RST);

. Stealth scan (SYN+FIN);

. Stealth scan (SYN+ECE);

. Full connect scan.,

155. TIlnardopma mo momcky ysssumocTell Mb nomxma obecneuusars.

ONPCACIICHHC CepBI’ICOB Ha IMopTax CKaHHPYEMOro XOCTa B mianaaome 1-

65535;
156.  Ilnardopma mo moucky ysassumocrein Hb noumkno nojnepxusars

MTHHAMHIECKYH) FPYINITAPOBKY XOCTOB 110 TPHIHAKAM:

. asset name;

. CVEID;

. host type;

. IP address range;

. 1P address type;

. last scan date;

. operating system name;

. PCI compliance status;

. service name;

. open port numbers;

. operating system name;

. software name;

. presence of validated vulnerabilities;
. ‘user-added criticality level;
. user-added custom tag;

. user-added tag (location);
. user-added tag (owner);

. vAsset cluster;

. vAsset datacenter;

. vAsset host;

. vAsset power state;

. vAsset resource pool path;
. CVSS risk vectors;

. vulnerability category;

. vulnerability CVSS score;
. vulnerability exposures;

. ‘vulnerability risk scores;

. vulnerability title.

157. Ilnardopma no moucky yszsumocteit UB jomkuHa nojyiepxuBaTs
CKaHWPOBAHWE HA YI3BEMOCTH CICAYIOIINX 6a3 JaHHBIX:

. MS SQL/Server versions 6,-7, 2000, 2005, 2008;

. Oracle versions 6 through 10;




v Sybase Adaptive Server Enterprise (ASE) versions 9, 10.and 1 1
» DB

. AS/400;
. PostgreSQL versions 6, 7, 8;
. MySQL.

158. llmargopma 0 IFOHCKY yasemmoctelt UB TOMKHA MOIAEpKUBATE

| aBTOMATHYECKYIO PEAKIIMIO HA CNEAYIOHE COOLITHA:

. Llonyuenue oOHoBIcHHE a3 JaHHBIX YA3BHMOCTEH;

. CKanMpOBaTh  BBHIOpAHHBIE  XOCTRl Ha  HANHYHE  HOBBIX
YH3BHMOCTEHN; :

. ObHapyxeHHe HOBOTO XOCTa B CET;

. JlobaBHTE X0CT B caiiT;

. - JIoGaBUTH XOCT B CAHT U IPOCKAHHPOBATE;

159. llnmardopmMa no momcKy yaseeMocted WB  jomxHa wMets|
BCTPOEHHYI0 CHCTEMY HA3HAYEHHS 3QJIAHHH N0 YCTPAHCHUIO HalIeHHBIX
VA3BHMOCTCH;

160.  Tlmardopma 10 LOHCKY YS3BHMOCTEH MB JIOJDKHA TIOUISPKUABATE
FHTETPAIlMO C PEMIEHMAMA JUI TECTUPOBAHNS Ha NPOHMKHOBCHHAC AT
BaTHAAITNHA HAHICHHBIX YA3BUMOCTEH Ha X0OCTaX;

161. [Ilrarpopma 10 TOHCKY YA3BUMOCTEH WUB [OWKHA HMETH
BO3MOKHOCTh PEKAIBKY/IAIMH OLEHKH PHCKa Ha OCHOBE KPHTEPHEB
BaYKHOCTH XOCTA; , -

162. B vacTu Tecrupopanus na nponuknosenue [Imargopma no nomcky
ysseumMocreii UB I0IKHA COOTBETCTBOBATH CIIELYIOIIIM TPEGOBAHMSM:

. Hamuuue BeG uurepdelica ynpanjieHHs M BOMOXHOCTH

VIpaBIcHMA ¢ IOMOMBIO KOMAHHOTO HHTEpdCiica;

. Hanuspe Bo3MOXKHOCTH 3aiIyCKa 3KCILUIOHTOB KaK B PYYHOM, TaK H

B aBTOMAaTHUYECKOM pPEiKHME;

. Hanuuue BO3MOKHOCTH 3amycKa 3KCIUIOHTOB B COOTBETCTBHH C

PCATHHIOM 6¢30MAaCHOCTH KCIIONTA JUIST HENeBol CHCTEME;

. B ¢cnyuae ycnenmsoro orpabatniBanus 9KCIUIOTA CHCTEMA JOIDKHA:
IpeaocTaBlIAgThE BOSMOXKHOCTH!

. 3axBart yIrpaBieHHA padoIuM CTOJIOM;

. YHpaBieHHe CKOMOPOMCETHPOBAHHBIM XOCTOM Yepe3 KOMaHIHbIA

unrepdeiic; |

. IIpocMoTp COICPKHEMOTO ‘ (I)aﬁn()iaoﬁ CHCTEMEI

CKOMIPOMETHPOBAHHOTO XOCTA; ’

. ApromarHyeckuil c0Op JaHHBIX, TONTBEPIKAAIONIAX  B3TOM

TIETIEBOTO XOCTa; “ - 1
. [IpoxnaneBaHie CETEBBIX MapIPYTOB HCIIOIB3YS

| CKOMITPOMCTHPOBAHHEIH XOCT KaK IIPOKCH CepBep MK TeHTBeit;

. BHINOTHEHHE MOCHE SKCTINYATAHOHHBIX 32/1a4, TAKHX KaK 3aIyCK
CKPHUOTOB, ChCMKA CKPRHULOTOB, (oTorpaduii ¢ Bed Kamep, 3aldCh.
HRKMMAEMBIX KIABHII Ha GH3MIECKOH KIaBHATYpE H JIP.

163. Ilnarpopma To moucky yssemMocTelt MWB  JIOMKHA MMETH
BO3MOXKHOCTb 3aIlycKa (VMIIMHT KaMOaHHi HA [OJB30BATENCH MYTEM
PaCCBUIKM (DHINHHTOBBIX THCEM, TEHEpAT[HH (meHHFOBer Be® craHu,
reHepanuy QUIMUATOBBIX HCIOMHACMEEX (aiIoB;

164.  Ilmarpopma mo momcky ysmsuMocteit UB A0mKHa HMETs




BO3MOMKHOCTH BBIONHeHHd arak Turna Brute Force mo 3amadHbM
CIIOBAPSM.

TpeGoBannus K H.JIaTqmpMe 1o pearuposanuio na ennExenTs! Ub:
165. TInardpopma no peardpoBaHulc Ha uUHUHAeHTH Wb gomxma
HOCTABJATHCA CO BCTPOSCHHON NOAACPIKKON HHTEIPALMH:

. OJTMH HJTH HECKONBKO aK3eMnnapor Cortex;

. OJIMH HJIM HECKOIbKO dK3emiusapos MISP.

1166, AyrenTuHEKaIML.

IInardopma mo pearupoBaHHIo Ha HHUHACHTE B NOIKHA MOJUIepKHBAT,
HECKOIBKO METO/I0B Ay TCHTH(PMKALMHK:

. JlokanpHas ayTeHTHQHKAIIHA ¢ HCOONB30BAHHEM JIOKAJIEHOH
KOJUTCKIMH TOIB30BATENCH;

. AD aytenTuHKams;

. Ayteatuduranus LDAP;

. SSO ayrenruduxanms;

. Ayrentuduxanns cepruduxatos X.509.

167. VYupaprnenwe Keicamm:

. Crvicok ¥ QUABTpais Keicor;

. Cozganye HOBHIX KEHCOB C HY/IA HIM HCIONB30BAHAES IUAOTOHOB
JUTSL KeHCOB; ‘

. Jobasnenue HaCTpaI/IBaeMBIX moneil B KeHchr;

. HobapaeHue METPHKH K KeHcam;

. Flouck  ¢Bg3aHHBIX  KebcoB ¢ oOmpvu gadingiacMbIvH |
HadIIo eI HAMH; ‘

. JloGarnenne 3a/1aq M TPYIIT 387a4 B KeHCHI;

. Hasnagenwue 3a/ja4u HONB30BATEINIO;

. JloGapnenue XypHaJOB K 3adadaM, BKIIOUAS BIOXKEHHE B
JKYpHAaIIBI 3a/a4q; '

. Hobasnenne Héﬁﬂ}onaemmx B Keiic;

. Hcnonxenye Corlex poTHB: KEHCOB, 3a/a4 M KyPHANIOB 3a1a1;

. Y najeHue keficoB TOMbKO aAMHHHCTPATOPAMH.

168. VYnpapieHHE ONOBEHIEHUSIMH.
OnoBemenns IOKHE HO3BONATE:

. Cmicox U TIOHCK ONOBELICHHH;

. MapkupoBKa IIpeLynpeKeHuil IpounTaHo;

. Hraopuposanne 0OHOBIEHHSH OIOBEHICHHS;

. [IpeapapuTenbHblil POCMOTP HH(I)opMaﬁHH 0 TIPETYTIPEHA TCHIH:

oro0paKeHHe CBeJCHHE © DOpelyNpekiCHHM H  PECAAKTHPYEMEIX
MTOB30BATENHCKUX  [oNeH, oToOpaxkaTh HaOMIOJaeMble OHNOBCINCHHS,
II0KA3aTh IIOX0KHUE KelChl.

* WMnopr ONOBENEHHS B KauecTBe NycTOro Keifca MM
MCIOIb30BAHUE maﬁnommro Kelica;
. OGheIMRenre OIIOBELEHHS B CYHIECTBYIOINHIT Kelic.

Hnrerpanusa ¢ MISP. MISP manavansro wHTerpuposad B CucreMy, 4To
TTO3ROJIAET: ‘ :

. ObbsBIEHEE OJJHOrO WM HECKOJILKHX 3K3eMILIsApoB MISP;

. Kaxap1i sK3eMIngp MOKHO HCIONB30BATE U HMIOPTA M / HIH
skcnopTa coderruii u3 MISP wmm cnyyaes B MISP;

. Hmmnoptaposanuste coOprrust MISP 10CTyInHEL Kak ONOBEHMIEHHS;




. WMmnopraposarue HaCTPaMBacTCs ¢ OMOTIEIO (])HHLTpOB (taiinon
KOH(UTypauun). ]
duneprl.

. ®unepsl - 3TO BHCHIHHC HHCTPYMCHTDBL, OPEIHAZHAUCHHBIE IUIA
OTIIPABKH OIOBEICHHH B Cuacremy ¢ ucnoassorannem API REST,
npenaaracMelx CHcTeMORH;

. Ouaepst  MoryT OMITH  Hamucansl Ha  J000M  A3BIKS
[IpOrpaMMUPOBaHHS, €CIIK OHK MOTYT HTpaTh ¢ APl CrcreMsl;
. ®uzepst MoryT ObrTe HanmMcadsl Ha Python.

169. Bo0O3MOXHOCTH IOHCKA.
' Pasmen mOMCKA ROMMKEH TO3BOJIATE HCKATE cne,uylomne OGBEKTH C

HCITOJL30BaHHCM ,[U/IHaMI/I‘IeCKI/IX (1)0]3M

. Keiicer;

. 3axaun;

. Habmotaenmere;
. Kypnanwr;

* Onogerenws.

170. HuedopMaluoHHEIC HaHEIH.
Paznen naHenu WHCTPYMEHTOB JIOJUKEH IIO3BOMIATE:

, CO3MaHME TUUHBIX MAHENSH JIJIS KaKZOro MOJIR30BaTe L,

. CO3JaHME OOIMMX NaHcied MOHUUTOPHHIA, BHJMMEIX IS BCEX
ITOIE30BATENSH; ) ,

. noDaBieHde BH/DKETOB Ha  UHGOPMALHOHHBIE  ITAHEIH ¢
HCIIOJIb30BAHMEM BO3MOXKHOCTEH MEpeTaCKUBAHA; | '

. CO3ZIaHAC BHIDKCTOB, HAleNeHHBIX Ha HaOlromeHns, 3a7adu,
| Ha0JII01aeMbIe, OTIOBEMICHHA, 3aaHN;

. HACTPOHKa BUAKETOB B rpaHmepHOH Marepe: -

171.  AnMUHHCTPHpPOBAHHEE.
ITTabnoHs! Keiicos:

. Co3janne mabiIcHOB A KeHCOoB; k
. Hobapnenue 3a,1a4 B mabI0HEL
. JlobaBnenne METPUKH B IHABGIIOHEL,
. JloOarnenre HACTPaUBAEMEIX TONEH B IAOTOHBL,
. OmpejenicHne 3HA4EHUS N0 YMOTYAHHIO JUIs TI0JTh30BATEIBCKUX.
neJeH, MeTpuK u 3a/1a4;
. OKCHOPT ONpeAcIcHAi MatIoHOB KeHCOB;
. Wmnopt onpeﬂeﬂeﬂnn 1abnoHOB KeHCOB,
Merpuxu:
1* CIHCOK W co3aHHE METPHK.
Hacrpaupaemsie nons:
. 'Cosnanue HaCTPaHBAEMBIX MOJICH;
. O6HOBIEHEE HACTPAMBAEMEIX I10JICH.
Ilonp30BaTEIH: '
. Crincok nomp3oBateneii;
. Cosnanpe/peakTHPOBAHNUE TOJIb30BATENICH;
. - YcTaHOBKa apolis 101Is30BATENL;
. Yeranorka xmoda API monszosarens;
' Ormena wioua AP monssosarens;

. BJIOKPIpOBKa TNIOJIB30BATELA.




[11ab108E OTYCTOB AHANH3ATOPA: .
[ITabaoHK OTYETOB HCHOOMB3YIOTCH MM OTOODAKEHMS H606p360T3_HHb1X
orueros n3 Cortex B yaobounraemom popmare.

. HMnopT KOPOTKHX H JUTMHHBIX OTUCTOB;
B Hacrpo¥ika KOpOTKHX H [UIMHHEIX OTYETOB I KaKIOro
aHaTH3aTopa.

172, Harerpamma Cortex. .
[Tnardopma mo pearnposaryto Ha HEUEAeHTE Mb ncnonesyet Cortex s
JOCTYIA K AHAK3aTOPaM H PECIIOHIepaM:
. AHanu3aropsl MOryr ObiTh 3alyHICHBI IIPOTHB HaOMIONacMBIX,
9ro6Ll  MOJYYATH Ooiee HOAPOOHYH HH(pOpManuo 0  JaHHOM|
Haﬁnld,uaemoﬁ; '
. Orseruuxy MOTyT OBITH 3anymICHs! Ha cioydai,. 3agaud,
HabmogaeMEIe, JKYPHATLL ¥ OIIOBEIICHHS /I BBIIOIIHEHHUS NeHCTRI,;
. OnuH Uy HECKONBKO 3K3EMIUISIPOR Cortex MOTYT OBITh CBH3AHEI C{
CucreMoi. ‘
173.  Murpamus 6a351 JaHHEIX. _
ITrardopma mo  pearmposanuilo Ha  HHIMICHTH Ub ,uon}KHa'
TIPEAOCTARNIATE MEXaHW3M JUis 0OHoBIeHMs Oasbl JlaHHbix Eldsticsearch
IyTeM KOTIHPOBAHHA HHIEKCA W BHECCHHS B HETO MPeoOpa3OBaHMi.

Tpebopanna Kk cucremMe 3amuThl JTIO{

Tpebopanun K cucTEMe yIpaBIeHU

CepBepHas 9acTh.

1. ‘CucreMa yHOpapleHHs AOTKHA ORTh pealH3oBaHa B Buae Bel-
KOHCOJIH, DNOJJIEPKHBATE BCE aKTyalbHBEIE BEPCHH ©Opay3epoB H He
TpeGOBaTL  MOMOJHWTEIBLHLIX  KOMIIOHEHTOB UIS  OCYLIECTBICHHSA
aMUHHCTPATHRHBIX 33,134 ' :
2. Cucrema yIpaBTeHHs MOXKET ORITh YOTAHOBIEHA Ha cepBepax Mo

yrnpasnerreM Windows (2008 /2008 R2, 2012 / 2012 R2, 2016 64 bura);
3. CucTeMa yIIpaBIeHAd MOYKET OLITh YCTAHOBICHA Ha cepBepax Mo
yipaenenuem Linux (RHEL 5, 6, 7 - Bce 64 6uta); - '

4, Kaxpnpiit ceppep ynparnenns gomxes nojiepxusars Jjio 30000
3alTHINAEMEIX Y3JI0R; '

5. XparneHue Bcex JAHHBIX CHCTEMBI YIIPABICHHA OCYIECTBIAETCA BO

BHernmei bJI;
6. Tlojgnepxxka Microsoft SQL B KauecTBe B)_[ (Bepcum 2008 / 2008
R2, 2012, 2014, 2016, 2017, RDS);

7. HOI[,Z[ep)KKEl Oracle B kauectse BJT (repcun 11g, 12(:)
8. Ioamepskka PostgreSQL B kawectse b/ (Bepcun 9.6, 10);
9. Pabora ¢ BeO-KOHCONBKY yOpaBIEHHS OCYINECTRISETCS - 10

3AMHENIEHHOMY coe/InHeHH!O (SSL);
10.  Cesasp cepBepa  ynpasienws ¢ BJl  ocymiecTBiseTca 1o
JANTHIIEHHOMY COE/MHEHUIO; -

11. llomxmogenue cepeepa yupasineHus k¥ BJ| I[OHH(HO HO/IePKUBATD
JIOMEHHYK) ayTeHTHHHKALIHIO;
12. Ceprep yupaBineHHs JOIDKEH HMETh BO3MOXKHOCTEL JOKATBHOTO

XparnCHug, BCCX BCTIOMOTATCNIBHEIX KOMIIOHEHTOB (aI‘CHTBI, HX 6PIHapHBIG

OOHOBJICHHSA H T.1.);
13, Ceppep yIpaBlIeHHS JOIDKEH MMETH BO3MOMKHOCTb 3arpy3KH




AOTIOTHHTENEHEIX KOMHOHEHTOB, HEOOXOIMMBIX I YCTAHOBKH HA HOBBIE |
CHCTEMBI, 13 TII00AIBHOTO HEHTPA OOHOBIICHHH;

14. Cepaep YIpaBJIeHHs TOJDKEH HMETh TIOANEPKKY TeHCpalun
CTICITHANLHEIX CKPHIITOB J/18 aBTOMATHYECKOI) pa3BOpan/IBaHH$[ arcHTOB
nox naardopmer Windows;

15. CepBep yopaBneHHs JIOJDKEH WMeTh TOIIEPHKKY TEHEpalHy
CICIIAAILHEIX CKPUIITOB ISl aBTOMATHYCCKOTO pasBopaqHBaHﬁﬂ areHToB
nof miaardopmer Linux;

16. Cepeep ympaBienus RODKEH UMCTh MOANEPIKKY TreHEepanuu
CICIHAIBHBIX CKPHUTOR LI GBTOMATHYECKOTO Pa3BOpauMBAHMI ATCHTOB
o rmatdopmer Solaris; i
17. CepBep yupaejieHIS JOMDKCH HOAASPKABATD OPAMYIO HETETPALIHIO

¢ cucremoit VMware vCenter (¢ Bepcuu 6.0 u Boiuie);
18.  Cepsep yupapieHus ZOWKEH HOIEPKIBATE paﬁoTy Honee, TeM

omnum VMware vCenter;

19. Hpn padote ¢ VMware vCenter OTC/TeKHBAIIME BeeX M3MEHCHHI B
HH(PACTPYKTYPE JOINKHO IPOHCXOMUTH B pe}Kmvre OIH3KOM K pealbaoMy
BPCMCHH;

20.  Cepsep yupapiIeHHs QOJDKEH Hozmep}rcvman, HPSAMYIO HHTerpaumo
¢ cuctemoit VMware NSX (Bepeun 6.3 wiu Brime); -

21.  Paborta B Oe3areHTHOM PEXHME JIOJDKHA OGECIICTHBATHCS TOABKO |
OTHHM BHPTYaJIbHBIM YCTPOHCTBOM MONMd peain3aliM BCEX 3aNTHTHBIX
GyHKIMIE  (aHTHBEpPYCHAS 3amHTa, ceTeBag  3alluTa, KOHTPOJD,
LEIOCTHOCTH);

22, Tlpm pabore ¢ VMware NSX Standard (6ecnnaTH01»I BepcHet),
CHCTEMA [IO/KHA HMCETH BCTPOSHHYIO JIOTHKY Ml KOMOWHHpOBaHHOI
3aIUATH (0e3areHTHO U ¢ YIOMONIBIO ATEHTOR)

23.  Crcrema momkaa nogmepkuBats paboty ¢ vSphere Distributed
Switch (vDS);

24, CHcreMa ynpaplreHHA JOIDKHA IIOAICPKHBATE IMOKYIO POIEBYIO
Moaens (RBAC) ¢ BO3MOKHOCTLIO AETAIbHOMN HacTPOHKH obnactedt
IIpaB paboTH ¢ HEMU; :
25, CwcreMa JOMKHA MOIEPIKABATE PEXKAM JCTICTUPORAHNA [IPaB;

26.  Cucrema JIOIDKHA OTCIEKHBATE M (PHKCUPOBATE BCC JICHCTRES opH
padboTe € Hel, a TAKKE COXPAHATH noapoOHbIe CBEACHHS HO KHKIOMY H3
HAX (HalpEMep, KTO ¥ KOTZAA BHEC M3MEHEHHS B NQIHTHKE, TOCHE YETo
BO3HMKIIH IIPoOIEMEl ¢ paboToit GusHec-cepBHCa);

27.  -Cucrema YUpapieHHS RODKHA HMETh BCTPOEHHELE cpeacTsa
ONOBeIeHus 00 yrpo3ax 1 HHOHACHTAX vepes IOUTY; _

28.  CucreMa yupapleHHS HOIDKHA HMCTh BCTPOEHHBIE  CPe/ICTBA
OHOBEINCHAA 00 yrpo3ax u uHuEAcHTaX B SIEM cHCTeMEI © IOAEPYKKOM
Cleayromux Tunos hopmaros: raw syslog, CEF, LEEF; .

29. Cucrema  momkHa  NOANEPKUBATE  OTASTBHYIO HACTPOHKY
HepeNay HHIHICHTOB B CHCTEMBL Koppensmue cobnrtuit (SIEM) ans
Ka)KJI0Tr0 MOAY/IA 3aIHTH B OTACIEHOCTH, :

30. B cucreme momxna OHITH npe;:[yCMOTpeHé HHTCTPAnUA  co
CTOPOHHUMH  CHCTCMaMHM - MICHTH(HKanmu Ha ocHose SAML 2.0
(Harpumep, ADFS, Okta, PingOne u zp.);

31. CucremMa  JospkHa noamep:xuBarth  pabory ¢ LDAP s




| MupoxoMy Habopy HPH3HAKOE (YCIOBH);

|PUBS3KH K CepREpy YNpPaBICHHs (s BKIIOYCHMS €T0 B CTAHAAPTHEIE

CHHXPOHU3ALMH JAHHBIX 10 MAITHHAM; _
32.  Cucrema joxHa nommepxmsarh pabory ¢ LDAP  gas)
ofecriedenna AOCTYIIA JOMEHHBIX TTOIB30BATENEH K CHCTEME;

33. Pabora ¢ LDAP nomxma paborars . B 3aIuIIEHHOM pe}KId'MC
(LDAPS, StartTLS);

34. Cuctema yhpaBieHHS JOTKHA WMeTh OTKpeiThid APl mma
HHTETPAITAN CO CTOPOHHHMH CHCTEMaMIt,; '
35. Cucrema oOHOBNCHWH [OJDKHA [O/ACPKHBAThH Hepapxnm JULsL

HCTOYHHKOR PACIPOCTPAHEHHS 0OEOBNEHMI;

36. Cucrema ympaBichHus JIOJDKHA HMMETh BO3MOSKHOCTH 3amycka
IPOBEPKH OTKPEITHIX TIOPTOR U Moaya MCD; '
37. CucremMa YIpaBIECHHA JODKHA HWMETh BO3MOMKHOCTH pPYUYHOTO
3aIycKa IIONMHOH W 6blcrp0n AHTHBHPYCHOH TPOBCPKH 3alldINAEMEIX
CUCTEM;

38.  Cucrema ynpapleHns AOIDKHZ HMMETh BOSMOXKHOCTH DPY9HOTO
cOpoca areHTa (OTKIOYEHHE IOJUTHK, OTBA3BIBAHME OT CHCIEMEL
yIIpaBIcHAN);

39, CucremMa ynpaBineHHsS [JOIDKHA WMETh MHCTPYMEHTHI IS
o0benuHEHHs 3aDIUIIACMBIX CHCTEM B MPOH3BONLHEIE TPYIHIAL 110

40. CucreMa JOIDKHA MMETh BO3MOXHOCTH ABTOMATHYECKOIO)
TIPUMEHCHUA PeNeBaHTHRIX NETIEBEIM CHCTeMaM Ha0OpOB MPaBHI 3amHTEL
HA OCHOBE DPACIIAPEHHOTO CIIHCKA YCNOBHH W COOLITHH  (MammHa
HOSABHJIACE B HH{PACTPYKTYPE, MAIIHHA NCPEMECTHNACH ¢ XOCTa Ha XOCT,
MalIMHA BKITFOYAIACE, Y MAIIMHEBI IPOU30NLIA cMeHa IP).

Mopgy/in pe3raeHTHO#H 32N THI (ATEHTLI) '

47. ATCHT JIOIKEH pPACIPOCTPAHATLCA B BHAC  MAaKCHMAIbHO
obuteruennoro aapa (6e3 QyHKIMOHAILHEIX MOy IeH); ‘
42, "AreHr JIOJIKEH HMETD BO3MOKHOCTh TOATPY3AKH

(YHKIHOHATBHEIX MOMyJNell C cepBepa HAa OCHOBE BKMIOYEHHBIX
JAIMMTHBIX (PYHKIWH " TOJIUTHK;

43.  AreHT N0MKEH HMCTh BO3MOXKHOCTb 0OMEHA JAHHBIME C CEPBEPOM
KaKk B JIBYCTOPOHHEM pexuMe . (KaKk cepBep, TaKk W areHT MOryT
HHUIMAPOBATE COCAMHENHNE), TaK U B OJHOCTOPOHHEM DPEXKHME (TOJ‘IBKO
CepBep, WIH TOJILKO aTeHT MOKET HHUITMUPOBAThL COeNHHEHNE);

44.  Arenr JIOJDKCH HMeTh BO3MOXKHOCTH paGOTHl € HOTHEIM
COKPHITHEM TpaHIeCKOl YacTy;

45. ATeHT JOIDKEH HOMIEPKABATD YIPABICHAE U3 KOMAH/IHOH CTPOKH
46.  AreHT JODKCH HMETb BCTPOGHHBIE MEXAHH3MBI CaMO3alllHTEL

OTKMOYAEMBIC TOJIBKO H3 KOMaHIHON CTPOKM (BKIIOYAd Hapoib);
47. AredT JOKEH HMeTh BO3MOXHOCTE YCTAHOBKH 6C3 TIepBIHHON

11a0IOHE] BUPTYANBHBIX MALIMH B YCTAHOBOWHEIX 06pasos);

48. ATEHT JOIKEH HMETh BOSMOXHOCTH TIDHBS3KH K ceprepy
YIPABJICHYSA C TOMOIIBI) HHCTPYMEHTOR KOMAHINOM CTPOKH;
49, ATEHT JOMKEH HMETH BO3IMOKHOCTH aBaAPUAHOTO cOpoca ¢

IOMOIIBIO HHCTPYMEHTOB KOMAHIHOH CTPOKHA.

IloprepxuBaemele niaTgopme (arenr) - Wmdows
50. Windows Server 2003 R2 SP2;




51. Windows Server 2008/Windows Server 2008 R2;

152. Windows Server 2012/Windows Server 2012 R2;

53. Windows Server 2016;

54. Windows Server 2019; :
Iloanepixusaemeie niaTHhopmMbl (areﬂT) - Linux
55. Red Hat Enterprise Linux 5/6/7;

56. CentOS 5/6/7;

57. Oracle Linux 5/6/7;

58. SUSE Linux Enterprise Server 11/12/15;

59. Ubuntu 10.04 LTS/Ubuntu 14/Ubuntu 16.04.1/Ubuntu 18.04;
60. Debian 7/8/9;

61. Cloud Linux 6/7/7.1;

TpeOoBannus K 3alHTe 0T BPETOHOCHOIO KO/A

Oommue rpedopannst '

62. AHTHBHPYCHAS 3aILHTA C HCIIONB30BAHNEM areHTOB

63.  Pabora aHTMBHpYCa ¢ HCIOJL30BAHHEM PENYTALMOHHON OUCHKA
("nerxue arenTte");

64.  Ilposepka peIyTanHK o KPHTEPHAM rIoGaIBHOM
PACIIPOCTPaHEHHOCTH O0BEKTA H YACITY 3aTYCKOB;

65. Pabora aHTHBHpyCca ¢ HCIOIL30BANHEM KIACCHYCCKH MOICIM
OILICHKH YIpO3 IO CHIHATYPaM HA CAMHX areHTax (If M30IMpPOBAHHEIX
CHCTEM);

06.  Pabora c ncronb3oBaHHeM Oe3areHTHOH TEXHOJIOTHH B Cpele
Vmware (vShield Endpoint); '

67. Hcnomssopanue Oe3aleHTHBIX  CPeACTB  JUIA  JeAYONUKAIAA
npoBepkn (aiiior B Oe3areHTHOM pekuME (KOUMIMPOBAHME B CPEje
Vmware);

68.  Hactpoliky cpoka XH3HW KeIIa M HCKITIOUSHHSA JUIA Oe3areHTHOM
HOPOBEPKH; '

69. DBO3MOXHOCTE  W3BJIEUeHHS  OOBEKTOB. = W3  KapaHTHHA
AIMHHHCTPATOPOM KaK B CIydae arcHTHOMN 3alUTHI, TaK H B De3areHTHOM
pexume; '

70.  AHTHBHpYCHad RaIlHTA B PEANlbHOM BPEMEHH XIS CHCTEM IIOX
yrparienuem Windows;

71. AHTHBUpYyCHAS 3alIMTA B PEAIBHOM BpeMenn Ui CepBEPOB HOJL
ynpasienueM Linux; _
72.  3amyck aHTHBHPYCHEIX MPOBEPOK IO PACIHUCAHHIO AN CHCTEM no,u
yopaeincauem Windows;

73.  3amyck aHTHBHUPYCHBIX IPOBEPOK O PACITHCAHKIO JJIS CHCTEM IO
yopapiacuueM Linux;

74.  3amyck aHETHBAPYCHBIX IIPOBEPOK Epy‘IHYIO JUIA  CHCTEM HOI[
yvipaeineHuem Windows;

75. 3amyck aHTUBHPYCHBIX IPOBEPOK prT-IHyiO Ul CHCTEM TOJ
yHpaeneHueM Linux;

76.  BO3MOXHOCTH 33JaHWS BPEMCHHBIX TPalMIl AHTHBHPYCHOH
TPOBEPKHM (KaK BpeMs cTapTa, TaK ¥ BPEMs OKOHYAHIS);
77.  Bo3MOXKHOCTDL 3afaHUS PEXHMOB IPOBEPKH B PEallbHOM BPEMEHH

(3anMCB/YTEHHE, TOJIBKO 3AIIHCE, TONLKO YTCHHE);

78.  ObecnedeHne KOHTPOJ AMSTH IIPH MCIIOJIE30BAHIH AreHTOB,



79. IloBenenueckHit aHANM3 I BbISBIICHHA HEHU3BECTHBLIX YIPO3 IIO
CHEIM(HISCKAM IIPH3HAKAM; '

80, 3ammra 0T MHOPOBAILIIUKOE HA OCHOBE  CHCYEMHOID
OTCIIECKUBAHKS MOIBITOK 3aIIH(POBATh JaHHBIE; '
81. ABTOMATHYECKOE CO3JAHHE PE3CPBHBIX KOLMH IOKYMEHIOB, B

OTHOIIEHHH KOTOPBIX OBUIM 3aMEUEHbl IIOLBITKH HX 3alIU(QpOBaTh, a
TAKKE HWX BOCCTAHOBJICHHC IIOCNIE OYHCTKH CHCTEMEI OT CIICZIOB
UG POBaNBIIHKA;

82.  OmneHka yrpoz no MojeiH MAUIMHHOIO OGY4CHWS 0 3amyckKa
thaiinos; * _

83.  BreiBlieHHE YA3BUMOCTEN B JIOKYMEHTAX;

84.  HATerpais ¢ CHCTEMOH JHHAMHIECKOr0 aHaK3a (' ecouHuuei”).
JUIE TIEpejayy MO03pUTEIbHbIX OOBEKTOB HA NPOBEPKY K [IOCIEAYIOMIEH
X GIOKHPOBKH Ha OCHOBC BEPANKTA "MICCOUHHI"; '

85. 3aumTa oT wnyonckoro 110;

86.  BO3MOKHOCTH 3aj[aTh MAKCHMAIBHEIA pasMep  MPOBEPACMBIX
tpaitnos;

87.  Tlporepxa (aiiyioB BHYTpH apXHBOB _
88.  Bosmoxnocts 3amaTek TIIyOHMHY BIIOKCHHOCTH AapXHBOB IUIA
IPOBEPKY; '

89.  Bo3MOXHOCTH 3aJaTh MAaKCHMAaTbHOE KOIMYECTBO H3BIEKAEMbIX
U3 apXHBa 00BEKTOB I IPOBEPKH;

90.  Bo3smoxKHOCTE 33JaTh MaKCHUMAJIbHEIHA pmep Kaxmoro daiina opu
W3BIICYEHHHN U3 apX#Ba O0BEKTOB JUIH IIPOBEPKH;

91.  BozMoxXHOCTH _TIPOBEPKH 00LEKTOB BIIyTpH I[OKYMGHTOB Ofﬂce
(OLE};

92.  llpoBepxa ceTeBbIX HAIOK; i

93.  Bo3MOKHOCTE ABHO 33j[aTh BKIFOUAEMBIE H3 HpOBepKH BT H
(haliner; 7

94. Bo3MOXHOCTH fBHO 3alalb HCKIIOTacMBIC 13 TIPOBCPKH MATIKH,
aiiimbl, PACIIMPCHHAS, MPOIECCH; '
95.  Bo3MOXKHOCTD . paborarn c TOTOBBIMH CIIMCKAMHE

BKIIFOYAEMEIX/UCKIIOYAEMEIX  ANA  MPOBEPKH  OOBEKTOR,  YTOOEI
TUPAKMPOBATH MX UM  PAsTMYHBIX TPYNN  3aUMIACMBIX  CHCTEM
(THP&KEPYEMEIC CIUCKH);

96.  Hacrpoiika MakcHMaJpbHO  HOTpeOIAEMOTO  HPOLECCOPHOTO
BPEMCHH ar¢HTOM U1 PYYHBIX B IGHOBHIX IIPOBEPOK;

97.  Hactpoiika MHOTOHOTOYHOH aHTHEHPYCHOH IIPOBEPKH;

3ammuta oT nomc.moqeﬂuii K BPCeAOHOCHBIM Beb-y3aam

98.  brokupoBaHMe JOCTYNA K BPEAOIOCHBIM PECYPCaM HA OCHOBE
PETyTAI[FOHHON OTIEHKH B PEKIME arcHTHOM 3alliTEL,

99.  broxuposanue 0CTyma K BPEIOHOCHEIM pecypcaMm Ha OCHOBE
PELYTALMOHHOMH OLICHKH B PeKUME Oe3areHTHO 3ammTe (VMware);
100. HacTpolika  MOpPOTOBBIX  3HAYEHHH  JUIS  pEryJMpPOBAHHL
4YBCTRHTEIBHOCTH cpadarhiBaius OJIOKHPORKH;

101. DB0O3MOXHOCTE HACTPOHRKH  BBIBOZHMOIO  COOOIICHHS pH
BIoKMpOBKE; ' :
102. BoO3MOXHOCT,  YKa3aHMA [OPIOB IS MOHHTOpHHIa BEO
AKTHBHOCTEIHH; ' -




D

| BOSMOWKHOCTERKY YEa3aHAA JHAITIa30Ha,

[129.  Bosmoxwnocti mposepku TCP Checksum;

103. Bosmoxuocts Beemnd "EpHbX" H "0eTbIx” CIHCKOB 10 URL

(Bech fomer, URL, 0 KimoueBbIM CIIOBAM);

104. Hcmone3oBanre Kax rinodaisHOTO HEHTpa [ oOpaboTKH, Tak H
paboTa Yepes JOKAILHO YCTaHOBJICHHBIE IPOMEKYTOYHEIE 00PadOTINKH
105. BosmosxHOCTE BEIGOpa pafoThl CETEROrO ABMKKA - inline wiu tap
{71 TECTOBBIX 2a1ad);

Me:xceTeBoii 5KpaH YPOBHSA Y3/

106. Illommepikka paGOTBI nal2;

107.  Tlompepxka paGoThI C 3aTONOBKAMH H peHMamu;

108.  Tlomteprka paboTH Ha baze areHTOR;

109. Iloanep:xka paboTsl B He3arcHTHOM pexume (VMware);

110. Hammyre npeayCTaHOBNEHHBIX TPABKII; 7
111. Ilomnepxka oOHapy:KEHHS pa3BEIKH - CKaHAPOBAaHHUE HOPTOB C

112. Tlopaepxka oOHapy:xKeHUS pasBedkd - OS Fingerprint;

113. Tlopaepxxka oOHapyxKeHHS pasBeaKH - asoMansHble TCP
axTEBHOCTH (null scan, SYN FIN scan, Xmax scém); )
114. Tlomgep:kka oOHapy»KEHHA Pa3BEIKH - BO3IMOXKHOCTL CO3JAHHS.
HCKITIOYEH M 110 HCTOTHHKAM; |

115. B03MOXKHOCTS HACTPOMKH H2ONSITHA HATSPPCHCOB;

116. Tloanepxka stateful inspection; )

117.  BosmoxHOCTS paGore: MCD 1o pacuHCcaHHIo;

118. Bo3aMOXHOCTE cOOpa JIAHHBIX naxera A/ pacCie JORaHus;

119. Paborta c noamep:kKoit KOHTEKCTA (CETEBOE OKPYKEHUE);

120. BosMoikHOCTH BEIOOpa paboTHl CETEBOTO JABHIKKA - bypass (fail
open) unu Gnoxupoeka (fail close); :

121.  Bo3smoxwsocTs BEIOOpa pabOTHI CETCBOIO JIBMIKKA - inline Miu tap
(I TeCTOBBIX 3a/1a4);

122. B0O3MOKHOCTE yKazaHus ‘MAKCHUMANIBHOTO MMCNA  COeIMHEHHI
(TCP, UDP, ICMP); ,
123. BO3MOXHOCTh 3a4aTh TAMayThl IS DA3IHYHLIX COCTOSHME
ceTeBRIx ceccnit u anoMaymii (SYN _SENT, CLOSED, CLOSING, ACK
STORM, ESTABLISHED u mpyrux);

124.  Brokuporka cOeqUHEHUI ¢ BACHTHIHEIME IP ang SRC u DST;

125.  B03MOXHOCTE HACTPOHKH 3aTIPeTa JULst Null JP:

126.  BosmoxHocTh "THXOTO' ' ¢c6poca TCP coeyrenns;

127.  Pexum bypass qna Cisco WAAS;

128. Bo3MOXKHOCTH. HACTPOHKH cOpOCd COEIMHEHHS A4 IIAKCTOB -C
OyONUPYHOIMUCS — HIH EPEKPLIBAFONIMMHACS  JIAHHBIMY (evasive
retransmit);

130. Bo3MoOxHOCTH  HAcTpoWKH  MUHWMAIBHBIX  3HAYCHHI s
tparmenToB naxera (fragment offset & size); A
131. DBo03MOXKHOCTH HacTpOHKM MHHMMATBHEIX 3HAueHdd maa SSL
ceccHit (time & size); _

132, Bo3MoXHOCTH c6poca HEH3BECTHOTO IpoToKoNa ;i SSL tpaduka
133.  BoaMoxHOCTH GHILTPAIIHH Tyrmenei (IPv4, IPvo);
134.BosmosknocTs bypass mmt MAC ajipecoB, He OTHOCSIMXCA K Xocty.
IlpesoTspamenne BTOPKeHHH yPOBHI Y314
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135. 3amura ot yszeumocret B OC Windows, Linux, Solaris (c
HpHBH?KOffi K KOHerTHBIM YARBHMOCTSM | BKCHHOHTaM) - TH.
"BHPTYaTLHLIH MATIHHT"; ‘

136. 3amura OT Y#3BHMOCTEW IPUKIAZHOTO HO (¢ npHBA3KOH K

| KOHKpETHEIM YHSBPIMOCTHM )i DKCHJIOI/ITBM)- T.H. BHpTyaJIBHB_IH~

maTawHT";

137. IlpaBuna oOHApY:KeHWS B NPENOTRPALIECHUA YA3BUMOCTEH JOTAHB!
HMETh CCHIKH Ha rnodanbHble 0a3hl 0 YA3BHMOCTAM 1A CONMOCTABIEHHA
pesyapTaTor (Hanpumep, Mitre, Microsoft); _

138. Bo3MOXHOCTE OJIOKUPOBKU IPHKIAIHLIX IPUIOKEHHI Ha CETEROM
ypoeHe {network application control);

139. Hanmuuue MeXaHM3MOEB 3amuThl K1acca WAF B cocTape pemienus;
(zammra or XSS, SQL injections) ¢ BO3MONKHOCTEIO HACTPONKH
IapaMeTpOB; ' '
140.  Tlommepxxa paGoTel Ha 0a3e areHTORB;

141.  llogmepxka paGorsl B OcsarcHTHOM pexuMe (VMware; Ges
BO3MOXKHOCTH BCKPEITHS SSL);

142. Bo3MoxkHOCTH BbIOOPa pexkuMOB paboThl (NPEAOTBPALUCHHE HIIU
o0HapyKeHye) Ha yporHe Moayna HIPS nemikomM;

143. "Bo3M0OXHOCTH BHOOpa pekMMOB paboThl (MpeAOTBpallCcHHE HIIH
oOHapyKeHHe BTOPKCHUH) Ha YPOBHE OTACIBHEIX mpasu Moayis HIPS;
144. Bo03MOXHOCTH HPOBEPKM (Ay/IMT4) 3aAIMUINAEMBIX CHCTEM B
ABTOMATHICCKOM M pPYYHOM PEKHMaX AN BLISABICHHUS cHadbLIX MECT H
ys3puMocTedl B npunoxeHuax # .OC ¢ BO3MOXKHOCTBIO TIOCIETyIOHIEH
AKTHBAIMY COOTBETCTBYoMX 1pasmt HIPS (Miy Beiiadi peKoMer Iaimi
10 BX HCHONB30BANUIO0) ATA YCTpaHCHU HalICHHEBIX TIpobieM; '
145. Bo03MOXHOCTDb - aBTOMATHYECKOH NPUBA3KM/OTKIOYEHHUA HPABHIL,
IONYYCHHBIX B PE3YNbTATC aBTOMATHUYCCKOTO TOHCKA YA3BHMOCTCH, K
TEJICRBIM 3AIMHITASMBIM CHCTEMaM HIIM IOJHTHKAM U151 HHX;

146. Palora  aBTOMarHueckoro  IOdcKa  y#3BUMOCTEH  Yepes
MIaHUPOBIIMKA  33Ka4y Ui onTHMH3anmh  HaGopa  mpaBun
00HapYKECHUS/IPEIOTBPAILICHHS BTOPKEHUH (OTKITIOYCHHUE TIPABUA JUIA
YA3BHUMOCTEH, YiKe 3aKDBITEIX peanbHEIMH MaTdamMH OT MpPOH3BOHTeNeH |
CHCTEM M NPUIOKEHHH; BKIIOUEHHE aKTYANbHBIX MPaBHT TOJ HOBbIE
HaHNCHHBIE YA3BUMOCTH, el He 3aKphITHIC peﬂJ]belMH nardamu Ot
MTPOMN3BOTUTEIICH ).

KonTpoas neiocrHocTi

147.  Bo3mOXHOCTh PaGOTHI KOHTPOIL LIETOCTHOCTH C HOMOLBIO arCHTa
(Windows, Linux, Solaris, HP-UX, ATX); ) |
148. BosmoxHocTs padoOThl KOHTPOJIS IEIOCTHOCTA B DE3areHTHOM
peREMe-guepes uaTerpaimre ¢ VMware (tonsko Windows B TonbKO 11a
paiinor/manok); .

149. Wcnonezopanwe Oe3areHTHBIX CPEACTB UL ACAYOINHKAIHH
TposepKH (ailmoB B OeszareHTHOM pekuMe (KIIIMPOBaHHE B CPEIC
Vmware);

150. Hacrpoliku cpoxa XH3HH KeIlla H HCKIIOYEHHMS Ui Oe3areHTHOM
TPOBEPKH,

151.  Hanmuge MeXaHu3MOB MOHMTOPHHTA HEHOCTHOCTH (ailioB M
HANOK; ‘




)
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152. Hanuupe MeXaHU3MOB MOHHTOPMHTA IEIOCTHOCTH —KIHOUEir
peecTpa; -

153. HELHH'-IHE MEXaHW3IMOB MOHHTOpHHI‘a LIEJIOCTHOCTH CIyKO;

154. Hannuue MexaHA3IMOB MOHHTOPHHAT LIETTOCTHOCTH TIOPTOB;

155. Bo3MOXHOCTE . OTC/I€KUBANAA W3IMCHEHHH B PE)KHME DPEANbHOrO
BpeMeHH;

156. Bo03MOXKHOCTE OTCICKHBAHMA Hsmenennﬁ B peskumc heartbeat;

157,  Bo03MOKHOCTE OTCHEKHBAHMS H3MCHEHH B pYYHOM pEKUME;

158. Hcnonp30oBaHue ISTAIOHHBIX HCTOYHHKOB UL q)opMHponaHHﬂ

| naGopa JOBEPCHILIX H3MCHCHHI (JIOKANBHBIC MAITHHEL ra00anbHbie Gashl

"GeNBIX HpPHIOKeHHH");

159. BosmoxHOCTh BEIOOpa THIA Xemra (SHA-1 win SHA-256);

160. BosmoxHOCTb BeIGOpA ATTPHOYTOB [ KOHTPONS CyIHOCTEH;

161. Bo3MOKHOCTH NpOBEPKM (ayauTa) 3alHIASMEIX CHCTEM B
ABTOMATHYCCKOM W PYYHOM PEKUMAaX JUIA MON00Pa PEIEBAHTHBIX [IPaBUIL
KOHTPOJIA HEJIOCTHOCTH U BO3MOXHOCTBIO MOCIEAYIOUICH aKTHBALIMY 3THX
NPaBUA (WM BRLIAYHM PEKOMEHIANMH 110 WX BKIMOUYCHHIO); -

162. Bo3MOXHOCTB ABTOMATHYCCKOH MPHBI3KH/ OTKITFOUSHES
TIPARHI, IOMYIUCHHBIX B PERYIbTATE ABTOMATHUYECKOTO IOUCKA, K LIEJIERbIM
3AMHANIAEMBIM CHCTEMaM HIH HOMHTHKAM A HHX. '
KoHTpoap codbiTHI

163. Bo03MOXKHOCTh pabOTHI MOAYAS W3BJICYECHUS M HOpMdJIHSaLIHH
JAHHLIX JKYpHATIOB ¢ moMompio areuta (Windows, Linux, Solaris, HP-
UX, AIX);

164. MexammsMel paboTsl MOXNYNA H3BICUCHHS M HOPMATH3AIHH
JIAHHBIX XKYPHAIOB IS CTAHAAPTHHIX THIOB cHcTeM (eventlog, snort,
syslog u apyrue), . .

165. PaGota TpaBET MOJYIS WM3BIEYeHHS W HOPMATH3ALMH JAHHEIX
JKYPHATOB Ha OCHOBe cuHTaKcuca OSSEC;

166. BoaMoxeOCTs PabOTH ¢ TOTOBEIM Ha0OpOM JEKOJEPOB JaHHEIX
(regex);

167. BoO3MOXHOCTE cO3MaHmg CBoero Habopa JEKOJCPOB JAHHBIX
(regex); h

168. B03MOXHOCTE CO3/IaHHS TPARHI Yepe3 ynpomeHHHe CTpOKOBI)Ie
3HAYCHUS HIIH CPEJICTBAMH TeZeX;

169. BosMoxkHOCTH TIPOBEPKH (ayaura) 3allMOIaeMBIX CHCTEM B
ABTOMATHYECKOM H PYYHOM PEKHMAX [UIS MORO0pA PeICBAHTHEIX TIPABKII
MOJYJM  M3BJIEYEHHA K HOPMAIM3aIMHM JaHHBIX KYPHAIOB M
BO3MOJKHOCTRIO TOCTEAYIOmEd AKTHRANAH 3THX NpaBui (MM BEJIAYH
PEKOMCH/AIMH 110 HX BKIIIOUYSHHIO); ’
170. Bo03MOXHOCTH aBTOMATHYECKOH NPHBI3KA/OTKIIOUCHHSA TIPaBHIL,
HOJIYYEHHBIX B pPe3y/JbTATé 4BTOMATHYECKOTO IOMCKA, K MEICBBIM
3aMMIIACMBIM CHCTEMAM HIIY ITOJIHTHKAM JJIS HEX.

Kourpoas npuiioxennii

171.  BO3MOKHOCTH  paboThl  MOIYIS - KOHTpo.rLsI TNPHIOKEHUH C
nomMoilbio arenta (Windows, Linux); '
172.  Pexum pabotei B pexume "Gemoro crucka" (3amnper 3amycka Beex
TIPHIOXEHHH, BE BXOIMIHX B "OeNbIi” CIIHCOK);

173.  Pesxum paboTsl B peiime n30upaTenbHOro sénpe'ra;
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- Beccpouno mnu pa OTPANHIEHHBIH epyo/ BpeMeHH;

(175.  BosmoxHoCTs 3anpera MM paspelieHus 3amycka w3 KypHAIA

coOBITUlT MOZYt KOHTPOJIS IPUIOIKEHUI;
Cpox oxasanusn yeayr:

YCTAHOBKY 00BeKTOB, CBI3aHMbX ¢ obHOBIeHHEM crcTeM 1 HPUIOKCHHIE)

| Konuwecrro (065em)

3aKyIlaeMBIX TOBApOB,
padort, ycayr:

C nater noamicanmus Horosopa mo 31 Ackabdbps 2021 rona.
1 i
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BRIIIO/IIEHNE PAdOT 1
TPEROCTABICHAS YCIIYT:

r.Axrobe, mpocnexr 3 12-Crpenxoroii JHBU3AH, Ne6(),

Cpok nocrasky ToBapos,
BBIIOIHEHUE PadoOT 1
HPENOCTABICHHUS YCIIYT:
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Onucanre u TpeGyemare
(YHKIOHANEHELE,
TEXHHHYECKHE,
Ka9eCcTBeHHEIE H
OKCILIYaTAIIHOHHEIC
XdApaKTePUCTUKH
38KYIAeMbIX TOBAPOB:

Yenyr omepaTarHOTO MEHTpa HH(pOpMANMOHHOR GezomacHocTH OLH1B
(Security operation center). .

O0mme Tpetosanns K Yeayram ,
Yeuyra  omepaturrOTO LeHTpa  wHGOPMATHOHHOH  Ge30macHOCTH
OCYILECTBISIOTCA  epes mMewomeecss y  TlocTapmmka IIPOrPAMMHO-
alapaTHeIe  KOMILUIGKCB! [0 MOHMTOPHHLY HH(OPMANMOHHOH
OesonacnocTn. Bee mpejuroskeHHEIC YCIYTH JOIDKHBL COOTBCTCTBOBATE
HIIH TIPEBOCXO/TUTE MHHEMA/IbHEIE XAPAKTEPUC THKH, YKA3aHHbIE B JIAHHOT
TEXHHEICCKOH crremudukangy. :

Yeayrs no npefoctasnenmo KOHCYITETALHOHHBIX YCIyT
OCYLIECTRILIFOTCS COMIACHO TPeGORAHMAM 3aKOHOIATEALCTEA Pecny6muxu
Kazaxcran B o6nacru urdopmanmonnoii 6ezonacuocra u CT PK ISO/IEC
27001-2015 «MudopmanrcHEas TeXHONOM S, Metoms! u cpepctra
obecueuenns 6ezonacHocTi. CHCTEMBT MEHC/DKMCHTA UH(POPMAIIHOHHOH
OesomacuocTsio. TpeGoranusy», Bee TIPEUIMKEHHbIE YCIYTH AOIDKHBI
COOTBETCTBOBATD HITH IIPEBOCXOANTS MHHAMATLHEIE X2PaKTEPUCTHKH,
YKa3aHHLIC B TAHHOH TeXHUYeCKO CHEIH(DHUKAIIY.

Ipencenarenn TenaepHoii KoMucenn

Caaecor H1.P.

Uenoaanrens: Pyxoroanrens CUT %}303 H.I10

"




