Iipotokon uroroe Nel5-OT

3aKYIOK Cioco6oM OTKPHTOro TeHepa

r.Akrobe
1. TenaepHas KOMECCHA B COCTABE;

- [IpeacenaTens TEHASPHOH KOMHCCHH

3amecturens Ipencenaresns TermepHod
KOMHUCCHH

- UneHsl TEHIEPHOH KOMHACCHH

Cekperapb TeHISPHON KOMMCCHH

Canrxon TP, — YHparmsmomuit AupexTop-riaBHELL

HIDKEHED;

10:00 27.12.2021r.

Kupuesa I K. — Ynpapasiomii AUpeKTOp O MHBECTHIHAM'

Cucekenos E.A. — Aynurop Cirysk651 BHYTPEHHETO Ay/[UTa;

Hatneyos AB. — HaqaﬂBHHK IOpHIMYECKOrO OTAeNa;

Baiitio6etora C.M. — Ha9aNBHHK maHOBo-aKOHOMquCKOFO

OTASIa;

Heremupor MLA. — Ha4anbHEK OTZENA 3aKYIIOK M
MaTepPHaIBHO-TEXHUYECKOTO CHA0KEHN.

IPOM3BENA PACCMOTPEHHE TEHUEPHBIX 3a5BOK MO 3aKYIKE Croco0OM OTKPRITOIO TeHjepa: Yciyra
niopkmouenns K OLIVD (omepaTHBHEIH HeHTP HHOOPMAIHOHHON Ge30MaCHOCTH); *
2. Cymma BrITenieHHast IS 3aKyTIKH: 56 373 174,00 Tenre 6e3 yueta HJIC;

3. Yenoens onatel: bes upegomarsl, B TeueHnH 90 KalcHmapHEIX qHeii ¢ MOMEHTA HOAMHCAHMS
AKTOB OKaszaHHEIX yeuyr CTOPOHAMH M BHICTABICHHS cyeTa-(paxTyphl.

4. 3ampOCKH O PasbACHEHHH TEHASPHON TOKYMEHTAINY: HE MOCTYMAJIH.

5. 3asBKH Ha YUACTHE B OTKPEITOM TEH/EPE MOC/IE HCTCUCHMS OKOHYATEIBHOTO CPOKA NPE/ICTARICHHA
sansok (27 nexabps 2021 roma, nocne 09:00 yacor MECTHOTO BpeMeHH) He NPEACTARIAINCS. .
6. 3adBKM MOTEHIHATEHEIX TIOCTABIIMKOB HA YYACTHE B OTKPBITOM TCHAEPE NPEeIOCTABNCHHEIE 0

HCTCUCHHA OKOHYATENBHOTO CPOKA MpeIcTaBIcHud 3aseok (27 mexabpsa 2021 ro,ua a0 09:00 gacos

MECTHOTO BPEMEHH): HE IPCTOCTARISIHCE.

7. TennepHas KOMHCCHS MO DPE3yNbTATAM DACCMOTPEHHS ¥ I[yTeM OTKPHITOFO FOJOCOBAHMSI
PEIIMITA: npuswate OTKPHWTEIM TeHaep mno 3akymy: Yeioyra uomcmouenma k OLIHMB

(onepaTHBHEIR LEHTp HMH(pOPMAlHOHHONW  Ge301acHOCTH),

corlacHo min2 crateu 83,

HCCOCTOABIIMMCH, Ha YYacTHe B TEHACPC IIPEACTABHIN TEHASPHYIO 3aABKY MCHEC JIBYX

IIOTCHUHANBHEIX TIOCTABIIHKOB,

8. Otaeny 3aKymok ¥ MaTepHalnbHO-TEXHHUECKOTO CHaOXEHHS B TEUEHHA TPEX pabounx XHEH
NONBEACHUA UTOTOR TEHAEPa DA3MECTHIL HPOTOKON of HTOrax Ha HHTEPHET-PECYPLe, Ha KOTOPOM
MyOIHKOBAJIOCE OOBABICHHE O TPOBEACHIH TCHACDA.

3a JaHHOE PEeNICHHE [IPOTOIOCOBANHN:
«3an - 5;
«[Tporue» - 0;
«Bozgepsxancsy - 0.
TIpeacenaTtens KOMHCCHH

3amectuTens [Ipencenarels KoMuccHu

UleHB KOMUCCHI:

CereTapL KOMHCCHH:

Cangixos HL.P.
Crcexenos EA.

Baiitioberora C.M. -/

Kupuesa ' 2K,
Watneyor A.B.

Heremupor MLA.

Qj‘\_ Canpixor HL.P.
% Kupuera K.

Cucerenop E.A.
Hatneyos A.B.

ﬁ Baiittoberora C.M.,

’Z‘———/ - Hcremupos MLA.

i



O06nsBIEHHE 0 HpOBeeHH OTKpblTOI'O TeHAepa

AO «AxTobe TOI» (www.aktobetec.kz) obbaBnSeT 0 IPOBE/ICHUH IOBTOPHOTO ompsrroro TeHJIepa
IO 38KYIIKaM CICHYIOIIMX TOBapoB, paboT W yeayr: Ne 15 «chyra mopxmouenna k OIHAL
(oneparaBubii yenTp HEpOPMALHONHOH He3omacnocTh)».

Cymma, BEIeneHHas i 3akyna: 56 373 174,00 terre Ge3 yuera HJIC., o

Ycenoerd mnarexa: B TeweHmH 90 kaneHJapHEIX IHeH ¢ MOMeHTa nonnﬁcaﬁm CTOpOHaMPI aKTa

- BLIIONHEHHA paboT.

Hopsinok, pasmep, Gopma, CpOKH, GAaHKORCKHE PEKBH3HTEL JJIS BHECSHMT oﬁecneqenm TEeHHCPHOHR
(KOHKYPCHOR) 3a9BKH:

HoreHUManbHES! [OCTABLIMK IPH NPEACTABNCHHH TEHACPHON 3asBKH O,I[HOBpeMeHHO BHOCHT
rapaHTHitHoe 00eCHedeHHe B pasMepe OFHOTO IIPOLEHTA OT CTOMMOCTH 3aKyIIAcMbLX TOBapoB, paGor,
YCIIYT, NPEeJUTOKEHHO B €T0 TeHIEPHOM 3a59BKeE.

ObecneveHne KOHKYPCHOM 3aMBKH IIPSICTABILCTCA B OJHOM H3 CISIYIONIMX BHIOE:

1) sajiora feser, myTeM BHECEHMS NIOTEHNHANLHEIM HOCTABIIHKOM HA COOTBETCTBYIONMH GaHKOBCKHN
cuer Cybwexra (Barkosekue pexeusutsl: AO «Axtode TOL», BUH 060640001 842, PHH 061800254160,
HIC cepua 06001 Ne0001174 ot 10.08.2009r.,. AxtroGmmckuii dunmman - AQ «ChepGank», BUK

-SABRKZKA, KZ85914012203KZO0DXE (TeH,uepHHﬁ cuer), Kbe 17;

2) OaHKOBCKOM rapauTH,
IloTenmmanbasie MOCTABNIAKH HE BHOCAT 06GGH6116HHG TCHACPHOMH 3aIBKH, SCITH;

1) sBnsoTca cyOBEKTaMH MAJOTO IPEANPHHEMATE/IBCTBA H 005eM Npe JIaracMBIX HMH TOBApOB, padoT,
YCIYT B CTOMMOCTHOM BBIPA:KEHHH B LEJIOM, 110 TEHAEPY He MPEBBINAeT MIECTH THICSIEeKPATHOTO PasMeps
MECAUHOTO PACUETHOTO TIOKA3ATEILL; -

2) SBISIOTCS OPraHM3AUAME, HPOH3BOJAINEME TOBADE, pAaGOTEI M YCIYIH, CO3NABAEMBIME
00IMECTBCHHBIMA O0BEAHHCHISAME HHBaIMI0B PecyOimku Kaszaxcran m ofnem IPEAIaracMbIX HMH
TOBApOB, paboT, yCayr B CTOMMOCTHOM REIP@KEHAN B IIEJIOM, 10 TEHACPY He TIPeBHILIACT BOCEMHAAIATH

' TBEICTICKPATHOTO pasMepa MECAYHOIO PACUYCTHOTO NOKA3ATENA.

TenzaepHbie 3aBKY NOTEHIMATBHBIX MOCTABIIHKOR IPHHAMAIOTCH B CPOK ,n;o 09 gacor 00 MuryT «27»
nexa®ps 2021 roga, 1o agpecy r. AxkTobe, np.312 C’I‘peJ]KOBOI/I Juasusum, 60 xabmumer Ne 113,

KoHBEpTEI ¢ TenIepPHBIME 3aABKaMH BekphIBaroTest 10 dacor 00 MuryT «27% mexaGps 2021 rofia, 1mo
aapecy r.AxroGe, mp.312 CrpemxoBoif muersu, 60 2 sTak «3a coBemaHmi,

Tenpmepnas 3asBKa, TOATOTORICHHAS TOTSHIHATILHBM HOCTABIIKOM, A TAKKE BCS Koppecnormeﬂum
H JOKYMEHTEl KacaTeNbHO TEH/EPHOR 3a9BKH COCTABIMIOTCT | [PEOCTARISMOTCS HA AIBIKE, HA KOTOPOM
COCTARIIEHA HACTOAIMAS TEH/IEPHA JOKYMEHTALIHS. , )

ConpoBopuTenbhas IOKyMEHTAUA U IEYATHAA JHTEPATYPA, NPEIOCTABIACMEIE MOTEHIMATBLHEM
TOCTABIMMKOM MOIYT OBITH COCTABNEHb! Ha APYIOM s3BIKe I[PH YCIIOBHHE, UTO K HHM GYNET mpHNaraThcs
TOUHBIH, HOTAPHANBHO 3aCBHJIETENLCTBOBAHHEIN .[IEPEBOX COOTBETCTRYIOITAX pA3feIOR Ha S3LIKE
TEHACPHOH 35BKH, H B DTOM Cliydae, B LIeIIX WHTEPIPETAIHA TCHICPHON 3asIBKH, TIPEUMYLIECTRBO GYXYT
MMETb JOKYMCHTEL, COCTABICHHEIE Ha FOCYIaPCTREHHOM FITH PYCCKOM S3BIKE. '

lonnoe HanmeHoBaHKE, TOYTOBKI 1 3IEKTPOHHELA aj[peca CyGHEKTa €CTECTBEHHOM MOHOLOIHE:
Axuyonepuoe obmectso «Axrobe T3L», 030015, Axtrobunckas obnacts, r. AxToGe, _npocnexT 312
Crpenxopoii gusmsn, 60.

Cexpetaps TenmepHOit komuccri: Vcremupos M A - HaanIBHHK OTACNA 3aKYIIOK M MaTepHaIbHO-
TEXHAYCCKOro cHabweHms, Tenedon 8 (7132) 941-298, snekTpoHusIi apec: m. 1stem1r0v@aktobetec kz,

[Tpunoxenue; _
1. Texmmueckas cnemudmxarus.
2. IIpoexr rorosopa.

- Ilpencenarens [Ipapnenus ‘o ,
AO «Axrobe TOL» Paxmvbepiues E.M.

(Hom}ﬁw ¢ 4. Ll

Hen: Hetemupos MA.
941-298
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'YCHYT, HPEIJIOKCHAOMN B €T0 TCHUSPHOM 3a9BKe.

«YVTBEPIIAIO»
Hpencenareas [parnerus
A0 «AxkToGe TOL»

«f\» /L \ 20211,

TEHAEPHASA TOKYMEHTAIIMSA _
A7 DOTEHIHANBHBIX MOCTABIIMKOR TI0 HOATOTOBKE TeHAEPHEIX 3aSBOK
AJEsL y4acTHs B OTKPLITOM KOHKYPCE IO 3aKyITy '
«Yenyra noaxmodenus k OLIUE (oneparusabii nentp mathopManaoHEOH 6e3onacﬂocm)»
(uporoaumoro «27» nexabps 2021r. B 10:00 gacos BpeMenu AKToﬁe)
1. O0nxme HOIOKeH s _
1. Hacrosmas Terepeas JOKYMCHTALS 110 MPOBEIEHKI) OTKPHITOO KOHKprB. 10 33aKyHKaM TOBapoB,

' paGor m yenyr paspaGorana B cooTBecTBHE ¢ 3akoHoM PecryOnuxy Kasaxcran or 27.12.2018r. «O

€CTCCTBEHHBIX MOHOmommsx» H Ilprkasom MuHMCTpa HANMOHATBHOH SKOHOMHMKH PeciryGmukm
Kasaxcran ot 13.08.2019r. Ne73 «IIpaBria ocyilecTBIeHHS EATENBHOCTH CYOBEKTAMY €CTECTBEHHbIX |
MOHOTIOH (fanee 1o TexeTy - [Ipasmia), ¢ e IpeIoCTaBICHUS HOTEHIHAIEHEIM,

2. OpraausaropoM Temzepa BicTyIaeT: AQ «Axtobe TOII», zaxasquk TeHuepa: AO «AKTofie TBI_I»

-3. Cymma, BEIIENCHHAS I 3aKymk: 56 373 174, 00 Terre Oe3 yaera H/IC.

4. -ba30BBIE yCIOBHSA IWIATEXKA: B TeUeHUH 90 KaleHAAPHE AHeH ¢ TATHI TIOXIHCAHMS CTOPOHAMM AKTa
BEIIOJHEHHA paboT, OKa3aHHsd YCIyT. :

5. Hacrosuas TeHIepHasd HOKYMEHTALS BKIIOIACT B ¢e0s CHEIYIOMMEe JOKYMEHTHI:

1). Obwasnenue o TIPEACTOAIEM TEHZEPe B COOTBETCTBHE C IPHIIOKEHHAEM 1 K HaC’I‘OSEID,'eH TeH,I[epHOH
HOKYMEHTAIWH.

2). TuroBol OrOBOp 3aKYIKH.

3). Texnugeckue yCnoBus,

- 6. TloTennmmansasii TIOCTABIIHK HECeT Bee paCXO,I[LI CBS3AHHEIC C IIOATOTORKOH H Hozadel cBoeH '

TEHJEPHOHM 3AiBKW, 4 OPraHH3aTOp TEHAEPA H TEHICPHAS KOMHCCHA HE OTREUArOT M HE HECyT -
00513aTeNBCTBE IT0 STHM PACcXOJaM, HE3aBHCHMO OT XapakTepa IPOBE/IGHIS HIIH pe3yIbTaToB TeHepa.

7. Tenjepras 3asBKa LPEJICTABIIETCA NOTCHIMAIBHBIM INOCTABIAKOM B IPOIIATOM BHIE, C
NPOHYMEPOBAHHEIMA CTPAHHLAMHE, IIOCNE/HAA CTPAHHLA 3aBePSeTcsl MOANUCHI0 MOCTABIIHKA K
OpHIHEAI GAaHKOBCKOM TApaHTHH IPHKIALBIBACTC K TEHIEPHOH 3asgBKe oTAensHO. IIpm stoM, eciu

‘TeXHUYecKas crenubuKanis 1 (Ain) 6aEKOBCKAs IAPAHTHS IPOLIKTE BMECTE ¢ TEHAEPHON 3asBKOH, TO

9T0 HE ABILICTCA OCHOBAHMEM LT OTKIOHCHHS JAHHOH TeHAepHOH 3aiBKu. B oTOM Ciiydae OpHTHHAN
GAHKOBCKOH rApAHTHI HC BO3BPALIAETCS MOTCHIHAIEHOMY IOCTABIIHKY.

8. HoTenupansupll MOCTABINUK 3alI€YATHIBAECT 3aSBKY B KOHBEPT. Hocne ITOro KOHBepT
3aIICYATEIBACTCA BO BHEHIHM KOHBEPT.

BHyTpensmit K Hapy KHEIH KOHBEPTHL:

1) anpecyrorcs cyOBeKTy CCTECTBEHHOM MOHOLONHE IO ajpecy, yKasaHHomy B~ TEHICPHOM
JOKYMEHTAIIVH;

2) cofiepKaT HAaUMEHOBAKKE U afpec HOTeHuHaJILHoro TOCTABINKKA B CII0BA

: «TBH,I[ep IO 3aKyHKe - ».

(HasBaHHE Tenmepa) 7
VsMeHeHHE TeHJEPHOH 3afdBKH, IOTOBUTCA NOTEHIHANBHEIM HOCTABIIMKOM, 3AMEYATHIBACTCS M
IPSACTARIETCA TAK K€, KaK H caMa TeH/ISPHAS 3a9BKa. - '
0. HorennuanbHb1H TOCTABINEK NIPH NPE/ICTABICHAN TEHEPHOM 3asSBKH O,I{HOBPCMCHHO BHOCHT -
rapaHTHHHOE 0GECHCICHHE B PasMepe OAHOIO IPOLEHTA OT CTOMMOCTH 3aKYNaeMbIX TOBapos, pador,

P

10.  Obecmeuenue KOHKYPCHOH 3asBKE IPe/CTABIACTCS B OMHOM H3 CIeIYIOIIUX BUIOB:



»

1) 3ajora geHer, HYTGM BHECEHHUS MOTCHIMAIBHBIM HOCT&BIHHKOV[ Ha COOTB@TCTBYEOHIHH GaHKOBCKHIfI -

~cuer CybGpexta (bamgosexwe pexsusutsi AO. «AxtoGe TOLly, BUH 060640001 842, PHH

061800254160, HJIC cepus 06001 MNe0001174 o1 10.08.2009r., AxrrobmHCKmMit Gumman AO

- «COepbank», BUK SABRKZKA, K785914012203KZ00DXE (renuepHsiit cuer), Kbe 17;

2)-  OaHKOBCKOM rapaHTHH.

11.  Cpox  agetictBust oGecreueHzHs I{OHKprHOH 3a4BKH — HE MeHee chKa JEHCTBHS camoi
KOHKYPCHOI! 3a5BKH, ‘

12. Cpox nedcTBHA TeRIEPHOH 3adBKY yeTanarmeaeTes 60 (ImecThecsT) I{aJIeH,I];apHIaIX ,I[HCH co st

. BCKPBITHY KOHBEPTOB C TeHZCPHEIMH 3aBKAMH, ‘
- 13. Ilopamox NpoBeACHMs OTKPHITOrO TEHIEPa OTHPECIACTCA TINaBOH 5 «Hopsmox rIpOBe,zLeHHz

3aKYTIOK Cyﬁ'BeKTaMH €CTECTBEHHEIX MOHOIONH» | IpaBm.

Hpc,uce):zaTenL TeHEepHOH ' Q/Z’\ ‘
KOMICCHH : ' H.P. Canpixos

3aMecTHTeNb IpeCeaaTe %
TEHACPHONH KOMHCCHHA

'K, Kupuesa

UrneHn KOMECCHE! - o : :
R 7 /7 E.A. Cucexenop
Q}-’\ : A.B. Hztneyos
@/. C.M. baiitiodetoBa
Cexperaps TeHnepHOit ‘ 7
KOMHCCHE ' '{VM/ M.A, HCTGMPIPOB




‘ _ YrBepsEaao:

{peacenareas lpasaeans ,
. AO «Akrobe TIID»
“Paxumbepauen E.M.

TeXHH‘-IeCRaH cneum]mlcaunﬂ 3aKynaeMblx TOBAPOB (paGOT, yeayr) -

Homep BaKyIIOK (TeH,uepa)

HawnmeHoBaHme 3aKyHOK
(renmepa) (HauMeHOBARME
3aKyOK TOBapoB, pabor,
YCIYT B COOTBETCTBHH C
HaUMEHOBAHHEM 34XYIIKH
TOBapOB, paboT, yCIyT,
yKkasauasM B fepewne):

Vemyrs OLUB

Homep nora:

1

Hanmernosanwe mota:

VeIIyr OonepaTMBEOTO ICHTPA MHpOPMAUEOHHON 6Ge30maACHOCTH OLUB|
(Security operation center), -

-|Onucanue nora:

Yenyr onepaTHBHOIO [EHTPa HH(IJopMauHOHHOH 6e30naCHocm OI_T,I/IB
(Security operatlon center),

JononuurensHoe
ONHCAHHE JIOTA:

O06mue TpeboBanusn K ¥Yeiayram

Yemyra  omepaTHBHOTO  IieHTpa HMHQOPMAIMOHHOM  Ge30HacHOCTH
OCYIIECTBILIIOTCS  Hepe3 HMerolmeecss y Ilocrauiiuka mporpaMmio-
QIIAPITHRIE  KOMINIEKCHl  II0  MOHHTOPHHTY  HH(OPMAIMOHHOM

GesomacHocTd. Bee MpeioseHHBIe YCIYTH JOMKHBL COOTBETCTBOBATE
HITE IPEROCXO/ITH MEHHMANILHAIE XapaKTCPUCTHKH, YKa3aHHEIC B TAHHON
TEXHUYOCKOH crenuduxanyy.

YCIyri no npeaocTaBIeH o KOHCYIBTALMORHBEIX YCIIyT
OCYMIECTBILIIOTCS COTNIACHO TPeOOBaHMAM 3aKOHOTATENLCTBA Pecnyﬁnnm
Kazaxcran B 06macty unopmarmonnoi Gesomacrocrn 1 CT PK ISO/IEC
27001-2015 «Mudopmanmonnad TexHoa0rHs. MeTojs! 1 cpecTna
obecncucHus GesonacHocTy. CHCTEMBI MEHEHKMERTa HEPOPMALHOHHOH
GesoracHocTer0. TpeGopanusy. Bee Ipeanoxe  EIe YCIYrH ODKHBL
COOTBETCTBOBATE HIIH IPEBOCKO/IATE MUHUMANLHEIE XaPAKTEPHCTIH,

| YkasaHHEBIEC B JAHHOH TEXHHYECKOH crnenudukanmy,

Tepmuane: m cokpamenusn:

1) AmmaparHO-IporpaMMEBIH  KOMIUIEKC —  COBOKYIIHOCTE
IPOrPAMMHOTO  O0GCIICUESHHS H TEXHAIECKHX CPELICTB, COBMECTHO
IPHEMEHASMBIX VIS PEINeHHs 3aAa9 OIpe/IeIeHHOT0 THIIA;

2) 3asBKa — 3ampoc 3aKa3uuKa Ha HpeI[OGTaBJIeHI/Ie ycnyr'

3) UB - uadopmanuonnasg 6e30macHOCTE;

4) Wuumaent UB — oTaennio HMM CepHilHO BOSHUKAFOIIIC 0601/1 B
pabore HHMOPMANHOHHO-KOMMYHUKAIHOHION ' MHGPACTPYKIYPE HIH
OTHENBHBIX ¢ OOBCKIOB, COSZAIONIHE YIPO3Y ™ WX HAANCKAIIEMY
(QYHKOHOHUPOBAHMIO M (WIH) YCIOBHS I HE3AKOHHOIO . TIONIYYEHUS,
KOMHPOBAHKS, DACHPOCTPAHCHHS, MOMUOUKAUME, YHHUTOXKEHHS MTH]
OIOKMPOBAHHS DIEKTPOHHEIX MA(OPMAIIHOHHBIX pecypeos; '

5) HucTpyMeHTaTEHOE 0GCHeN0BAHHE 00BeKTOB HH(OPMATHIAIHH
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»

. -

| KOMMyHHKaLEOHHES. HHGPACTPYKTYpa;

| Oe30MacHOCTH,

— IIPOBECICHHE CKaHI/IpOBaHHH nocpe,uCTBOM I[pOl"paMMHOI"O cpezcTBa ,zum
YAICHHOH MIH JIOKAIbHOM IHAarHOCTHKH KAHAIOB CBA3H, Y3JIOB, |
CepBEPOB, PabOYHX CTAHIMH, TPHKIAAIOI0 H CHCTEMHOTO IIPOTPaMMHEOTO
olecrieuenusr, 0a3 JAHHBIX K ONIEMEHTOB CETH Ha JIPEIAMCT BEBIBIICHES B
HEX YA3BEMOCTEH;

6) WC — undopmanpontas cucrema;

7) OOpexr HEGOPMATHIANMA — SICKTPOHHEIS HH(bopmaupmHHme :
pecCYperl,  IIPOTPaMMHOE oGecnequHe " HH(bopMauHOHHo-

8) O3V — omeparusHOe 3aIOMAHAIOMIES ychoﬁCTBO'
9} OC - onepanmonHas cHCTEMA;
10) OUMB -~  omeparHBHBIN  LeHTp :HHtiJopMauHOHHoﬁ

11} TIO — nmporpaMMHOe 0GecIeYeHHE; :

12) Cucrema - SIEM (amrm. Security information and event
management)  CcHCTEMa IEHTPATH30BAHHOIO - cfopa,  XpaHeHH:,
MOHHTOpUHIA M 00paboTKH COORITHIA )KypHaJIOB OezomacHOCTH H
yIpapiieHAs coOsITUaMe UB;

13) AD — LDAP-cosmecTHMAN peanm:saum cnyxcﬁm KaTaIo0roB
(amr. Active Directory);

14) COBIT — MeTononoras 10 yIpaBIEHAIO MHPOPMATHOHHEIMH
TEXHOJIOTHAMH, CO3IaHubIi Acconmanuell KOHTPOSL ¥ ayaHTa CHCTEM H
Mucraryrom pyxosogcrsa UT; |

15) Dashboards — urdopManyonnas naHers, cogepxamas B cede
HCCKOJIBKO JIHATPaMM H CIIHCKOB;

16) LDAP ~ oG:aer48HHELT IIpOTOKOI ;u;oc'ryna K KaTtanoram (4HriL
Lightweight Directory Access Protocol);

17) SOC — oneparEBHEIH TEeHTP HHGOPMATHOHHOK GesonacwocTH
(amri. Security Operation Center).

Ilenn yenyra u o6mue TpeGoBanus K NOCTABIHUKY:

1.1 IlocTaBINUK XOIDKEH NpPEJIOCTABHTE B COCTaBE CBOEH TeHJCPHOH
3aBKH JETANLHYIO TEXHHIECKYIO CHel[H(UKaIHIO npe,t[naraeMBDg YCIIyT.

1.2 Yemyru OLIME j10/0KHBI BRITIOYATE! ‘

- 1) Tlepuomuwueckuit  amanms  0OBEKTOB HH(bopMamsauHm
3akasdauKa Ha NPEAMET OMpE/ICTeHHs MepedHs KYPHAJIOB peTHCTpaIliK
COORITHH, HEOOXOMMMEIX JMUIf Nepefadyd B CHCTEMY  YIIPaBIICHMS
COOBITHAME HHDOPMAIMOHHOMH 6e30IIaCHOCTH;

2) COop HW MOHHTOPDHMHT KYPHAJIOB perucTpanum .COOBITHI
00LexTOB HH(})opMamsauHH 3axasudKa 111 aHaIusa;

3) Ananums u KOPpEmSIHA JAHHBIX -0 COOBITHSX M yTposax
HHQOPMAHOHHOH OEe30IMaCHOCTH ¢ ILENHI0 BBIIBICHUS HHIEICHTOB
HEdOpPMAHOHHOH (6e300acHOCTH; _

4)  AHanu3 WHIUACHTOB MH(OPMAIEOHHOMN 6830HaCHOCTPI ¢ LENBIO|
BRIAYH PCKOMEHJAHH 10 NPUOCTAHOBIEHHIO PACTPOCTPAHCHHS,
YCTPaHEHHIO H OPENYIPEI/ICHAK HHITHAeHTOR UD; S

5) Paspaborka M BEIZaYa pekOMEHAAIHMI MO OPHOCTEHOBIEHHIQ
PacIpOCTPAHEHMS, YCTPAHEHHIO H NPEeNyUPEXICHHI0 HHIHICHTOB
HEQOPMAHOHHOH Ge30MacHOCTH 3aKa3unKy; :

6) llpemynmpexaenne KOMIOBIOTEPHBIX aTax. DopmupoBanue U




| yA3BEMOCTEH 06hexroB nHpopMaTHzaLn 3axazamia;

TOINCPIKAHHE B AKTYaNbHOM COCTOSHHM ceemenuit o6 oObekTax
uHpopmarTH3anud  3akasuuka. DOpMHpOBaHHE M HOIEPKUBAHHE B
AKTYJIFHOM COCTOSIHWM MOZENel yrpos u MOI[GHBH HApYIIHATENeH s
00BeKTOR HHGOpMaTH3aN Y 3aKazunKa; :
- 7) HnactpyMenTanpHoe obcie10BaHAE 06’E.GKTOB HHQ)opmamaamm
Ha HAIHYAC YA3BAMOCTEH HHDOPMAIMOHHOH 6830II&CHOGTH’
8) Paspaborxa ¥ BLpiawa pexoMemumanmil o YCTpaHEHMIO

9) Ilpoeegenne mrdGpoBOH KPUMIHATHCTHKHY;

10) Amame3 BpegOHOCHEIX 06BEKTOB; - ‘

11) Amamus  obwexroB  madopmatusamus  3aKkasdmka ~ HA
COOTBETCTBYE TPeOORAHMIAM 3aK0OHONATeNbCTRE Pecnyfmukn Kasaxcran B
00macTH HHPOPMAITHOHHOM Ge30HaCHOCTH; _ '

12) Axryanmmsan#s — JOKyMEHTAIUH, KacaroIFeics  [POIECCOB |,.
obecnewennss UWIB  oprammsapuu B COOTBETCTBHH ¢  COUHEIME
TpeCopandmaMH B ofacTH  MAGOPMAIHOHHO-KOMMYHHKALEOHHEIX
TeXHONMOTH} u obecneyenms VB, : '

13) IHospunenwe ypoBHS 3HAHWN PAGOTHHKOB W (hOPMEpPOBAHMS
HeOOXOMMMEIX HABEIKOB B 00nacTH HHGOPMAIMOHHOH Ge30macHocTy,
CO3/[AHHUE KOPIOPATHBHOH KyJIBTYPH B JaHHOH 00macTd ¥ arMocheps
OCO3HAHHA HeOOXOMHMOCTH COOITIONCHA TpeGOBaHHH HH@opMMHOHHOH
0e30nacHOCTH;

14) BHenmperrme CHCTEMBI — VIIpaBICHUS HHQOPMaNHOHHOK
BeszonacHocTeo (CYHD) '

Lean yenyrn: 7
1.3 OcHopubie memu = OnepaTHBHOIO  I[eHTPa  HEQOPMAIEOHHOM
0e30MacHOCTH: : ‘ ‘

1) cootercTBHE TPeGOBAHHMA 3aKOHOMATENECTBA B OOJACTH
HH(OPMaIHOHKEOH Ge30MacHOCTH; L

2) HOBBILIEHHE o0mmero 3/]30131{51= SAMHATIEHHOCTH
AHGOPMAIHOHHEIX AKTHBOB 3aKa34UHKa;

3) CHHJKEHHME KOIMYECTBA H YPOBHA PHCKOB, SKOHOMHYSCKHX
TIOTEPB, oGycnonneHHbrx yrposamu ¥ mripAeHTaMa UB;

4) TOBBIICHHE YPOBHA 3PCHOCTH IpoueccoB KB 3a CYET
MIPENOCTABICHAA YCIYTH CHTYAIHOHHEOTO IIeHTpa UB; '

5) aBTOMAaTH3ALMA IPOLEcca YIpaBIeHus nHpaeHTaMe VB,

6) ordersi -0 Hambomee AKTYaNBHBIX - yIpo3ax© B cepe
OesonacnocTd HEQOPMAIIHOHHEIX TEX HOMOTHI; ' '

7) OTHYETHI 0 KOMILIEKCHEIX TAPTEeTHPOBAHHEIX YTPO3aX;

8) KaCTOMH3WPOBAHHEIE AHATHTHYECKHE OTIETEH 06 yrpo3ax;

9) cooreeTcTBHE TPeGOBAHMAM 3aKOHONATENHETBA Pecrry6immku
Kasaxcran B o0nacta wadopmanmonnoit 6esonacroct u CT PK ISO/IEC
27001-2015 «Madopmaimonsas TEeXHOAOTHS. Meroarr u cpencrsal
obecnieuenus GesonacHocTH. CHCTEMBI MCHG,E{)KMSHT& HHOOPMANHOBHOM
0esomacHocTE0. TpeGosanmsy;

10) cospmanue xopmoparvBHOH KymbTYpel B obnacti MB 3a cuer
TIOBBINIEHAS. OCBEJOMIICHHOCTH M yPOBHS 3HaHMI! paGoTHHKOB B cdepe
Hb; ' ‘ '

11) moBrimenne yposHs 3pexoctd -mpomeccoB KB 3a  cuer




—

perinaMenTHpoBanui mponeccor Mb; : :

12) nosoimenne  shdexusHOCTH  gedTeisHocTH MUT . B
COOTBETCTBHH ¢ OM3HCC-IIEIAMH 3aKa3dnKa; | -

13) BHYTpeHHss HOPMATHBHas JOKyMeHTaNus B o6nacty VB,

~ 14) koncyneranms padotauxor UT B obractu UB.
Keamdukanuonmsie Tpedopanus:.

1.4 TlocraBmug JOIDKEH MMETh B HAMYHH JFEH3MO Ha oKazanmue |

YCIIYT [0 BLIABIEHAO TEXHATCCKUX KAHAIOB YTEUKH HH(i)OpMaEPIH ul*

CIICOUAIBHRIX TEXHHYCCKHX  CPEICTB, HpG,I[HaBHaT-IeHHBD( 1S

HPOBE/ICHUS ONEPATHBHO-PO3LICKHBIX MEPONPHSTHI; .

1.5 IloctaBiuk B 3adBKe NOKEH IIPENOCTABHTE OICKTPOHHYIO
KONHIO ~ aBTOPH3AIHMOHHOrO IMACEMA OT HpaBooGIamaTess
IpOTPaMMHEOTQ OGCCIIeUeHHs WK ero mapraepa B PecmyGimixe
Kasaxcran. Konuw noareepimaromux. ;[oxyMQHTOB JOIDKHBL|
OBITE MPRIOKEHE K 3a9BKE;, .

1.6 HocTaBmHK JOMKEeH OPHUIOKATL KOIMH cepTHQ)HKaTOB Ha HE
MeHee  OJHOTO  CIENUANIHCTA, no,zme.epmalomne ux|
KBATH(HKAITHIO,

1) 9-th Annual Technical Meeting of CSTRTs with National

Responsibility; _ _

2) 11-th Annual Meeting for CSIRTs with National
Responsibility; _ '

3 BS ISO/IEC 27001:2013 Information security management
systems Lead Auditor;

4) Certified information security professwna,l (CISP),

5 Cisco Learning Provider Associate Certificate;

6) Certified Ethical Hacker v9;

7) ' COBIT 5Foundation Certificate; .

8) . Combo IJOS JRE JIR O6aumm HAagaibHSIX KypCOB:
OHepaHHOHHaH cuctema JUNOS, ocHOBHEIE BDl‘[pOCBI MAapUIPy TH3AIHH,
HACTPOWKA MPOTOKOIIOB MAPINPYTH3ANKH; : :

N Deep Security 10 for Administrators;

10) IBM Storwize V7000 Implementation Workshop;

11 ITIL Foundation Certificate in IT Service Management;

12) Kaspersky Industrial Cyber Security K1.038.10;

13) Hybrid Cloud Security Essentials for Technical Sales;

14) Junos Enterprise Switching (JEX); .

15) Junos Security (JSEC);

16) Juniper Network Certified Associate; -

17 Malicious Software . and its Underground Economy: Two
Sides to Every Story;

18)  Malware Reverse Engmeermg course by Secunty Analyst
Summit (SAS), :

19) Microsoft:  Active Dlrectory Serv10es _ with Wmdows
Server; '

20) Microsoft: Administering Microsoft SQL Server Databases;

2D Microsoft:. Designing and Implementing a Server|
Infrastructure; : '

' 22)  Mobile Security 9.0 for Technical/Sales;-




23} National Training Course on Information and Computer
Security for Facilities that Handle Nuclear and Radioactive Material;

24) Network Defense Essentials for Technical Sales;

25) OfficeScan XG Certified Expert;

26) Palo Alto Networks certified network secumty engmeer

27 PHDays 8 for the valuable contribution;

28)  RedHat: Red Hat Ceph Storage Architecture. and|

Administration;
29) Storage Area Networking Fundamentals

30) TippingPoint Security Solution Essen‘uals for Technical |

Sales;

31) The Remote Forensics for the Modern Malware Hunter;

32) RedHat: Red Hat Certified System Administrator;

33) VMWare vSphere 6: Install, Configure, Manage;

34) User Protection Essentials for Technical Sales;

35) «Mudopmanmonnasn GesonacHoctsy, Lentp nojrotopku m
HOBBIEHHS KBATH(HKAIAA CHEIHANKCTOR B 00/IacTH ¥E(QOPMATHOHHOIM
0e30TIaCHOCTH KAHIeITPHH npemMbep-MUHHCTPa PK;

36) «CrcTeMbl KpunTorpahmEuecKoll 3aumTEL HH(I)opmaumr», .

IleBTp NOATOTOBKM M IIOBHINEHHMS KBAMQPHKAIUHE CICIHHANMCTOB B
obnacti  MEGOPMANMOHHON  (e30IacHEOCTH KaHNEIIPHH  IpeMBep-
MHHECTpa PK; , ‘

37) CT PK HCO/AEC 20000-1-2016 HWadopmanuoHHse
TEXHONOTHH., MenemxmenT yenyr. TpeGoBaHuS K CHCTEME MEHEKMEHTA
yOIyT; , K "
38) CT PK HCO/IEC 9001-2016 Cucremsl MCHEUKMEHTA
KauecTsa. TpeGopaHus.

Tpebosauus x yeryre:

1.7 TlocTaBIMUK . NPOROAT AHANH3 obnexTa. HHPOPMATH3ANHA
3akasuMKa Ha IpefMeT ONpPEeIcHHA MEPEUHS AYPHATIOR
PETHCTPAIHK COOBITAMN, HEOGXOMMEIX I TEPENaH B CHCTEMY
yhpasieHus cobuTismu UB;

1.8 TlocTarmuK JOMAKEN MPOH3BECTH YCTAHOBKY ATeHTOB CHCTEMEI
Ha CIHHYIO CHCTeMy cOOpa JKypHAOB DETHCTPAIHE COOBITHIL
coOCTBCHHMKA® WM BIAACHBIA 0O0BEKTa HHQ)opmaTHSaImH
3aKasuuKa W UpH HEOOXONMMOCTH Ha MHEE - OOBEKTEHI

HH(QOPMATHOHHO-KOMMYHUKAITHOREON AR PaCTPYKTYPEI |

00beKTa HEQOPMATH3aUMH 3aKa3uvKa; L
1.9 [locTaBIpk ~ DOIDKCH  OCYIIECTBIATH chop  XKypHAmOB
PerucTpariuy COORITHH ¢ 00BEKTOR MHGOPMATH3AIME 3aKa3uiKa

B CHcreMe, X 00paboTKy M aHamH3 C IENBK BEABJICHUI

coberruit B u uanmuaentos WB;

1.10TocTaBImgk JI0JDKEH IPOBOMTH NEPBHYHLIA aHANM3 coOpITHI '

UB mmm mamMAeHToB UB, BRIABIeHHRX CHCTEMOH Ha 00BeKTe
rHpOopMaTH3AIEN 3aKa39NKa,

1.11TTocTaBomy JOJDKEH OTCICKHMBATL COCTOSHHE - O00BEKTOB

MOHHTODHHTA Ha IPe/IMET BO3HUKHOBeHAS HHIAenToB UB;
1.12[MocraBiMK DOMKEH YBENOMIIATL 3aKa3aiKa O BLI)IBJ‘ICHHBIX
cobpITHAX Vb 1 HHIIHJCHTaX Hb;




1.13T]ocTaRmuK HO/DKEH BLUIABATH NEPBHUHEIC PEKOMEHIAINE 1O |"
NPHOCTAHOBIICHHIO  pacHpOCTPaHeHHS — HHIWIeHTta Wb
3akazuuKa; | o o
1.14ITocTaBmMK [JOMKSH HAIPABIATS, opu HeO6x0,uHMOCTH K
MecTy pasMemicHHAs o0beKTa miqyopmamaaunn 3akazumka
paGoTHuKa ITocTaBmuUKa B pamMkax peampOBaHHﬂ Hd WHIHUJIECHT
Ub;
1.15TTo¢TaBIIEK  AOMKCH MPOBOAUTE aHANMM3 PHIHICHTOB I/IB
BBISIBJICHHEIX Ha 00beKTe HEQOPMATH3AUAN 3aKa39iKa; _
l.16IlocTapmMK JOJKCH BBIHATh PEKOMEHIALAE 3aKa3qHKy oo
YCTpaHcHHI0O  uHIMAeHTOB Wb - u  pansHediimemy — ux
HIpeIYTIPSIKICHHIIO; o |
1.17TocTaBmux - JOJKeH NPOBOMMTE EXCMCCSTHOe|
HHCTpyMeHTaNbHOe 00cnefoBanue 0GbeKTOB HHGOPMATH3AHE
3axazuMKa Ha HalHuHe YI3BUMOCTCH (1anee — obonenoBanye na
YS3BMMOCTH)  COTNacHO  rpadwky  mpoBemenus  pabor,
COTJIZCOBAHHOMY ¢ 3aKa3UMKOM; -
1.18TlocTaBinuk DOMKeH IPEIOCTABAATE PE3YABTATE 0GC/ICHOBAHNS |
Ha ya3BEMOocTH KB M pexoMeHmamwi mo  yeTpaHeHH
yassrmocTel b 3axazumka;
1.19BsaumopeiicTere 110 yeiIyre JODKHO OCYIIECTBIATHECA MEXKLY
YIIOTHOMOYEHHEIM HpBHCT&BHTGHGM 3aKa3zanka u
npencrasuTesieM [locTaBmnKa; _
1.20IlocTaBmux  JomwkeH obmapare  JexypHoit - caymOof,
BKIIOYAIONEH B ce0i CHCNEATHCTOR, 4HATHTAKOB, HIKEHEPOB U
uccaegoBarencit wH(GOPMAIHOHHOMH 6e30nacHocm HE MEHee
YeM B KOJIMUECTBe 1-T0 Uenonexa; -
1.211locTasmyk  gomwkeH ofecmeunsh JOCTYH K Cucreme
YIGIHOMOUCHHBIM JIATIAM 3aKa3qHKa ¢ IpaBaMu npocMoTpa Ge3
BO3MOXHOCTH BHECCHHSA H3MEHECHHH; | -
1.22T]ocTaBNMK OPOBOJAT AHANM3 OGBEKTOB uahopMaTH3AIME |
3axa3quka Ha COOTBETCTBHE TpeGOBAHHAM 3aKOHOIATEILCTBA
Pecniybrukn  Kasaxctae B oGnacth  MHDOPMANHOHHOM
GezomacHocTH; | '
1.23[MocTaBmuk  JODKEH  OCYIIECTBHTB  ayfHT  TeKyImed
KOPIIOPATUBHOH ~ CHCTEMBI  YHPABICHUA  HH(YOPMAIHOHHOM |
6esonacroctsio (CYVDB) B uacTh: ‘
¢ TpeGopammiéi u oxunanuéi OW3HECA M PYKOBOZICTBA
3aKazumKa;
¢ OprasuzauorHol crpykTypsl UB;
¢ KparkocpoyHOro H JONTOCPOYHOro ITaHKposanus Ub;
e Vupaenens packamu 1B; o '
» HopmarieHOH JoKymMeHTanwuy B o6nactu B,
® OTYCTHOCTH ¥ WEPAPKUH NOJOTYETHOCTH;
» Ouenru shpexrupnoctr VB (Merpuxa u KI13), _
1.240npenenene  u  yTOWHEHWE  HANpABICHHH pa3sBuTUA
KOPIIODATHBHOH  CHCTEMBI  yIIPABICHHS HthopMauHOHﬁoﬁ )
OE30IIaCHOCTRIO. ‘
1.25locTaBiuk  NOMKEH —AKTYATH3HPOBATH JOKYMCHTAIMH B




obmactu B B8 coorsercterm - ¢ [Tocranosnenmem
[lpasurenserBa Pecmybnnkn Kasaxcras or 20 nexaGps 2016
roga Ne 832 «0 yTBepKICHUH €HHBIX rpebopanuii B oOnacru
HH(QOPMAIHOHEO-KOMMYBHKAIHOHHBIX TEXHOJIOTH %}
obecTeueHus HHOOPMATMOHHOH Ge30TacHOCTHY [ - _ '
1.26IocTasnmk 00s3yeTcsl OPUHATL YYACTHE B ﬁ,ueHTﬁ(bHKamm_"""
puckor Ub u akryammanuu ITnana oGpaGorku pﬁckoa Ub;
1.271locTaBmuK JOMKEH IPOBOJHTE OTCISKHBAHHE NOTHOTHI K
KAYECTBA PEANH3ALHE TCXHHYECKHX = M OPTaHM3aIHORHEIX |
MeponpusThit 1o obecrievennio HB 3aKa:quK0M BKJIIO'E{aIOI.U,CC
B cc0x: .
» ofcneqoBanme 06'}361{Ta rHGOPMAaTH3AIHA 3aKa3qHKa Ha|
NPSIMET HCIONMHEeHus TpeOoBaHuH TeXHHYeCKOH AOKYMEHTAUH 110 I/IB
COTTIACHO COTTIACOBAHHOTO Tpaduka npoBeaeHus paboT;
® [PeIOCTABICHHE DE3yNBTATOB 0OCTe0BaHAL 00BeKTa
3aKasudKka Ha IIpeAMET uCUOiHeHws tpebopammit TJ] mo UB wu
PEKOMEHIANMA 10 YCTPaHEHHIO BBLABJICHHBIX HapymeHHH TH mo HUB y
JaKa3IHKy;
1.281Tocrapmux JOIKCH  OCYINECTRUTE I‘IOJ.IFOTDBKY oﬁyqafomux
MAaTCPHAIIOB A COTPYABMKOB 3axazumka;
1.29TlocTaByK NOMKEH OCYINECTBHTH HpOBC;l;GHPIe oﬁyquHﬂ
COTPYAHMKOB 3aKazuuKa;- ‘
1.30IlocTaBuMK  OMKEH  IPENOCTABHTE TIPEUIONEHIST ~ TI0|
akryausana  Crpatermr MT B gactm AHEPOPMANMOHHOH
6e30MacHOCTH.

- 1.31TocTasnmx ' JOIGKeH IPETOCTABHTD
IIPCINOKEHHs/PEKOMEHIALMHE 110  PaspaboTKe JNOTKHOCTHBIX
HHCTPYKIEH cieluamcToB 1o Hb; o _ '

1.32TTocrasuk JOIDKCH NPEIOCTABATD UpeIIONKEHHs |.,
PEKOMCHIAIUY 110 PaspaboTke TMpOIeayp Mo YIPaBICHUIO
YPOBHEH 00CTyKHBAHMS,

1.3311ocTaBmmx JOILKEH - . TIPEeOCTABHUTH
HPEJUIOKCHUA/DEKOMEHIAIHE 10 O0HOBJIEHHIO llpaBEN 1o
pesepeuposagmio UC; _ |

1.34HQCT.&BI]1HK JOTDKEH IPENOCTABUTE MPENIONKCHHL |-
/pexomenzamy 1o 0GHOBREHHO [IpaBHIT TO BOCCTAHOBIIEHHIO,
J@HHBIX M CHCTEM, HOPAAKY NPOBCICHUS TECTHPOBAHMSA M
(opMaTy  IOKYMEHTHPOBAHUS  PE3yNETATOB ¢ YUETOM
crenuGUKH OpraHW3alHOHHON CTPYKTYPHI K CHCTEM 3aKa3yunKa;

. 1.35TIocTaBuEk MOMKEH OKa3HIBaTh KORCYIHTAHHOHHYIO NOMOMIS
OpH  NUPOBEACHWHM aHalM3a B OTHOINEHWH oOOECICUcHHS
HETIPEPHIBHOH  JIATEIBHOCTH  CETeBOH - Hﬁq)pa(:prRTypbr
paspaGoTke TPONEAYPH IO Pe3ePBAPOBAHMIO OGOPYIOBAHHAS T
KaHATOB CBA3H, A4 TaKkxke 1OpH  pPazpaboTKe . IUIAHA 1O
BOCCTAHOBICHHUK) CETEBOH MHPPACTPYKTYPH 3aKazdnKa;

1.36110CTaBIEK AOMKEH OKA3HIBATD KOHCYNLTAMOHHYIO IIOMOIIb
npH pa3paboTKe [ETalbHOro IIaHa 10 BOCCTAHOBICHHIO 0a3
JAHHBIX MCIOIB3YCMEIX CHCTEM Ha OnIydafi HX LOTEpb
BCJICIICTBHE OTKa30B HITH MOJOMOK = CepBEPHOTO,

.



1.571Iposefesne  SKCUpecc-aHANN3a  BPEJOHOCHOTO [0 -

KOMITBIOTEPHOTO OGOPY,I[OBELHHH HJTH BOSHHKHOBCHI/DI CHTYyAITHH
HEINTATHOYQ MK YPe3BHYaiHoTO Xapakrepa;
1.37HocTasmuK ACIKEH OKa3LIBATh KOHCYILTAUHOHHYI) TOMOIIE
opu paspaboTke IpoeAyp o YOPAaBICHAIO M3MEHCHHAME ¥
Hocrynami B VIC 3akazunka;
1.38[locrasiuK JOMKCH OKa3bIBaTh KOHCYJIBTAlHOHHYIO ITOMOIID |
npu paspaboTie IPOIENYp IO MOHHTopHHry opae nocTyna B
NC 3axazumia; .
1.39TTocrasiupx JOIDKCH OKA3bIBATH KOHCYJTI:T&HHOHHYIO TOMOIIOE
OpH HHBCHTAPHM3AUHH H KﬂaCCK(I)HKaHHH HH(l)OpMauHOHHBD(
aKTHBOB 34Ka34unKa,
1.40ITocTaBmuK . JI0JDKEH IIPEJ(OCTABHTE LPEITIOKEHUL
/pexoMer TaIuH npa paspaboTke  C¢TAHZApPTOB - 10
KOHQUIypHPOBARMIO H -~ HACTpolike pafoumx - cTaHmmii,
aBTOMATH3UPOBAHHEIX PaGOYMX MECT, CCPREPHOIO H CETEHOrO

obopynoBamud, BKIIOYAas.  HACTPOHKH HCHONBE3yeMOT0
NPOrpaMMHOT0 00eCIICHeHAS H IPHIIOKEHHI; ‘
1.41TTocTapmux HOJDKCH NPEAOCTAaBUTE  HPEIOKCHAL

/pexoMeRyTaIME  1IpH paspaGOTKe TIPOLEAYP, PETYIHPYIOMIAX
TIPOLIECC YIPABNEHMA TEXHIYCCKOH NOANEPAKON # YpOBHAME
obcryxusanua nonssosateneii UC 3akasumka;

1.42IlocTapImuKk J1OKEH OKA3HIBATE KOHCYNIBTAIHOHHYIO ITOMOIIh
Y OPOBEJICHUY ayuTa npae Aoctyna k C 3akasumka.

1.43[TocTasipk FOIDKCH MPOBOAHTE HA(POBYIO KPHMHUHATACTHKY

1.44TIpepocTanenue HONPOGHEIX TEXHAYECKHX JAHHEIX, 0GpPasnos
H HHCTPYMEHTOB, B TOM UHCIIC PACIIUPEHHBIH CIMHMCOK
HHAUKATOpoB "KoMmpoMeranuu (Indicators of - Compromise ~
IOC), moctymnble B CTAHAAPTHEIX (OPMATAX, BKIIOUAS openIOC
H STIX, 1 Yara Rules; .

1.450npenenerue mepeuns Heo6xonnMLIx K M3BATHIO HOCHTENEH
HH(OpMALH;

1.460cymectenenne  cbopa HHGPORKIX ;:oxasa’renf,cm H HX
TOKYMEHTHPOBAHHC, '

1.47BoccTanopnenne yaaneHHol wadopmanau; ‘

1.48B xome npoRejeHHs PICCJIGI[OB&HH}I —  BOCCTAHOBJICHHC |
XPOHOJIOTHY MHITH/CHTA; :

1.491Iposenenue meceOBaHYIl PasIATHEX BHAOB KOMHHOTepme
aTax; :

1.50IloaroToBka - 3aKmMOYCHHA COCHUMAIACTa 0O  HOBOAY
ITPOBEIEHHOTO HCCICNOBAHAS KOMIBIOTEPHOH HH(l)opMauHH'

1.51C60p nudpopex ynuk B Windows;

1.52CereBEIe paccie0BaHys, JIOTH K JAMIEI CETEBOTO TpanHKa,

1.53Wccnenopanye tpu GecIpPOBOIEbIX ATAKAX;

1.54Hcenenorantie npu r3mome Be6- ~CCPBEPOB;

1.55Mcenenopanne Ipy B3nOMe 3EKTPOHHOM ITOYUTEL

1.561locTaBMUK NOMKEH TPOBOIHTE AHAIHS BPEIOHOCHOTO 110

BKIIOYACT B Ce0S BBRIMBICHHE WHIHKATOPOB KOMIIPOMETAIIHE
(daiinos, KmMoYei peecTpa, JOMEHOB, IP-apecoB, ¢ KOTOpEIMH




COEMHSCTCS BPEOHOCHETH 00BEKT), BEJIAYY PEKOMEHTAIHM 110
OOHApy)KeHHI0 H HeHTpanusammd BpemoHocHoro 110 . ma
3aPaKCHHOM KOMIIBIOTEDE; -

1.581Iposeierne DOMIOr0 aHamIu3a BpeoHOCHOTO [10 — BKJIIOYaeT

PaclaKoBKY, CHATHE CPE/CTB NPOTHBOACHCTBHS HCCIENOBARMIO |,

(mpu HeoOXOAMMOCTH), OTMANKY M ICTAJNBHBIN  AHATH3
dymKUMOHANIA  BpemOHOCHOIO  OOBEKTa, - pacmudporKy
cmyxeOHBIXx  daitmos - BpefoHOCHOIO — OFBEKTa (mpu
HEOOXOMIMOCTH), & TAKKE — BBENIOIHEHHE JAPYIHX AcHcTBYIL,
HEOOXOMUMEIX [UI1 HOHUMAHMS CTEIEHH OLACHOCTH OOBLEKTa.

HaHHeld BHA aHalH3a Takke BKIIOYAET B ceba IPOBEIEHHE |-

SKCIpPECC-aalinsa;

1.59BrisiBIIcHHe TOTOMHUTEIBLHOTO BPEIOHOCHOTO KOZa, KOTODHIH
He Opul obmapyxeH 3aKa3ddKoM, € YYETOM Pe3YILTATOR
HCCNEHXOBAHHS MONYICHHEIX 06pa3u013 (Hanpmuep, BEIABIICHHE
MHIMKATOPOB 3aIpPy3KH  HCCICAYEMbIM oﬁpaan;om IpyTHX
BPEIIOHOCHBIX 00BEKTOR);

1.60BssBnenne oniacHOTO (GYHKIMOHATA CAlTOB IyTeM aHaIn3a
(oKcmpecc  HAH  HONHOTO)  BPETOHOCHBIX | CKPHIITOB,
pa3MEINeHHbIX Ha HHUX; -

1.61Komnneke yemyr mosgomser onpenemm; K KOOPIHHHAPOBATH |

MEPOIPHSTHS oo ynpaBneHHro HHd)opmauHOHHOH

0e30macHOCTEIO Ui obecmegetimst 3amm51 oT Bpe,ZIOHOCHOI"O :

IIPOTPAMMHOIC obeciedeHn;

1,62Taoke  [O3BOISIET NPHHHMATH MEPHI NPEIOTBPAINCHHL K
00HapyKEHHS BHEAPEHAS BPEHOHOCHOrO KOJg, OO0CCHEUHBATD
OCBE/IOMIICHHOCTE  OTBETCTBEHHBIX JIML 3aKa3uHKAa O CTElIeHH
CIIACHOCTH BPECHOCHOTO KO, Ui Obecmeyenus BHé,I[peHH}I

HEOOXOMUMBIX ~ MEp ¢ Hensio  ofHapyxeHus — w/mmm|”

IPCAOTBPAIIEHHS IPORMKHOBEHHS BPSAOHOCHOTO KOfla;
1.63B KOMILTEKC YCIXYT MOTYT BXOJ(HTH MEPOTIPHATHS [0 3AIMKTE OT
BPEIOHOCHOTO KO3, PeaiInsylolue Mephl Mo 0GHApYKEHHIO,
IpPe/IOTBPAMEHHIO IPOHAKHOBEHAS W BOCCTAHOBIIERHEO TOCIE
MIPOHAKHOBEHES BPSAOHOCHOTO KOJA; '
1.64/IaHEBIH KOMIUIGKC YCIYT MOXET OBITH OKA3aH B cnyr{asxx
BOSHHKHOBCHYMA Yy 3aKa3dWKa MNONO3PCHMA HA  HaIddHe
BPEJIOHOCHOIO Ko7ia B HAMOPMANUOHHBIX cHcTemax (daiinax,
IIHCEMAX, CCTCBLIX IIAKETaX, ONCPATHBHOM NaMATH M HHEIX
O7I0KaxX JaHHEIX), HeOORMHOTO IIOBEJICHAA  KOMIIBIOTEPR

(mosiBreHne HOBBIX Baifios, GIOKHpPOBaHME HEDOPMAIH U Ip.),

B IEJLIX ONpeje/ieHns (PYHKIIMOHATA BPSAOHOCHOTO 0OBEKTE, a

TakKe B CIydae  ecoM  3aKasumky — HeoOxogMMma

IPOQHUIAKTHYECKAS IPOBEPKA Ha HATHYUHE BPeIOHOCHOro 110,
TpeGopanusg k oryeTrnHoOCTH: ,
1.65TocTaBimuy. JomKeH UPEFOCTABIATE ©HEMECATHYIO OTYCTHOCTE
1o BeeM cobbrriaM B YUC 3akasuuka;

1.660raeTHOCTD NOJDKHA GBITH JIOCTYIHE Yepes Be6-HHTep(beHc ISt

0/Ib30BaTENCH CHCTEMEL ,
1.671locTamiimg - JJ;OJ'Di{eH Hpe,I[OCTaBJIﬁTI: OquTH B cnyqae

.

S



| pacipocTpaeHHEX CKPHITOBBIX M3EIKax: bash, perl, python);

1 CO3JaHHe OMoBeleHs B BeG KOHCOIH ynpaBneHm
. OTIIpaBKa snmp frap;
. 3aYCK CKAHMpPOBANNA (IPH HATHTIH CKaHepa yﬂSBI/IMOCTeIrI),
. oTIpaska Syslog coobmmenus. :
3. CucteMa JomKHA ITONNEP:KHBATL IPABHIA IS bGHapy')KeHHx

BO3HHKHOBEHHA HHIIPI,I(GHTOB HB 1o . 3anpocy 3a1<a3t1m<a B
3aBHCHMOCTH OT KPHTHIHOCTH MHUHACHTE; '
1.68CucreMa [OIDKHA WMETh  BO3MOMKHOCTH - IIPEACTABICHHMS
OTHETHOCTH BHSYANBHO (HanmpuMep, B Buje rpaduxos,|
AHarpamMm, cxem) ; : ‘ I
1.69T]ocTaBImEK TOMKEH IPE/IOCTABUTS OTYETHI N0 IIPOBEACHHOMY
apamusy  o0pekToB  uudopMarmsamms  3akasumka  Ha
COOTBETCTBHE TPEOOBAHHAM 3aKOHOMATENLCTBA . PecmyGuKu
Kazaxcran B o6nactu nupopMalHOHHEOH Ge301aCHOCTH.
1.70TlocTaBImyK TOKEH MPENOCTABHTE OTHEThL 110 POBEACHHOMY
ayAuTy —TeKymel KOPHOPATHBHOM  CHCTEMEI VIIPaBlCHHS
undopmanroRpo# 6e3onacnoctsio (CYHDB); '
1.71TlocTaBmyK KOTKEH NOPEOCTABISTh OTYETHI © MPOBEIEHHOM
O0YUCHII IPHYACTHBIX COTPYIHHKOB 3aKa3quKa, KOIHICCTRO
KOTOPHIX OTOBOPEHO B SLA,
Tpebosamun k Crcreme: - :
1. Cucrema fmomxea 00ccHeYHBATH KOppeJIHIIPIIO HH(l)opMauHH c
PasIMYHEX MCTOYHWKOB, KOTOPHE HHKAK HE B3aUMOZCHCTBYIOT MEXKIY
co0oi; '

2. CrcreMa IoImkHa 06ECHEeNHBATE CENYIONIAS THIGL ASHCTBHII, KaK
pesyieTar cpabaTEBaHUS TPABHIIA;

. OTIPAaBKa EKTPOHHOIO MHCHMA,

. CO3/1aHAE HHIAJICHTA,

. 3aMyCK CKPHOTA (C BO3MOKHOCTLIO IepeiaduH napaME:Tpon 3

cOOBITHI B CKpHIT H BO3MOXHOCTBIO HAaIHACAHHA CKpHIITA Ha

aHOMANW¥ W OTKIHOHCHHM OT NOPOrOBBIX SHAYEHMII, a TaKKe
TMOBEICHYCCKUH anans; ' '

4, CreTemMa JODKHA IPEIOCTABIIATE IpadyHHuecKuil MacTep HaCTPOHKH
Opapml U YOPOLICHHS IPONEcca HX CO3JaHMA, a TAKKE VIYUINEHHS
TOYHOCTH  PE3YNLTATOB W YMEHBIICHWS .KOJNHYECTBA  JIOMKHEIX
cpabaTeIBaEHi; ‘

5. CreTeMa JOMKHZ HMETh BO3MOKHOCTD OTPaHHYHBATH UHCIIO
OIMHAKOBBIX HNEHCTBHH BCNCICTBHE CpabaThIBAHUS IIPABHIIA HA eUHUIY
BpeMeHy (HaIpuMep, OrPaHAIHTh KOJI-BO OTIIPABICHHBIX TTHCEM HA IT0YTY |
BCHEACTBHE cpabaTEIBAHAS [IpaBmia, YToOL He 3a0HBaTh TIOYTOBBIH LUK
a,H,MHHHCTpaTopa),

6. CrcTéMa JOMKHA oﬁecneqHBaTL BO3MOIKHOCTE KOppeJII/IpOBEITB
HOTIONHHUTENBHEE  JaHHBIE Oe3omacHoCTH (reorpadugeckoe
PacIoIoKeHAE, H3BECTHBIH forHer, VA3BAMOCTE,  KaHAJEB!

pacmpocTpanenus, arakyioume 1P agpeca m TIL) . OTH  gaHHEBIE
BBTOMATHHYCCKH COOHMPAIOTCS 9THM K€ PCIICHHEM, Ge3 MONKTIOYEHHS
ZIOIONHHUTEIEHBIX CHCTEM; .

7. Crerema J0/nkHa 0GECTIEYHBATE HPHOPHTE3ANMIO HHIM/ICHTOB B




3aBHCHMOCTH OT Tpe6OBaHHH [ONBb20BATENS, 8 TAKXKE KPHTHTHOCTH
AKTHBOB; .

8. Cucrema A0IDKHa 00€CTIeYHBATE KOPPENSANMAIO 0 ONPEASTSHHBIM| |
HOCACNOBATENEHOCTAM COOBITAN ¥ TpaBWiL (Hanpnmep; .CEPBHC |j-
OCTZHOBMJICA ¥ HE BO30OHOBIMETCA Ha MpOTskenvH 10 (mecaTr) MHEHYT.
JIaGo oyEo IPABHIIO cpaboTano nocie Apyroro B Tedennn 10 (,[[CCHTPI)
MEHYT JUI OJHOT0 U TOTO K€ MOJB30BaTeNs);

9, Cucrema mOMKHA B peallbHOM BPEMEHHM KOHTEKCTHO CBS3BIBATH
BBIIBJICHHEIE ¢OOBITHS G8300aCHOCTH CO SHAHASMY 00 aKTHEAX B COTH] ‘
10.  CuhereMa HOMKHA B pealsHOM BPEMEHH IIONAEpKHUBATHL search- |-

based KOppeMIMIO MM KOPPENSIHUI0, IOCTPOSHAYIO Ha (ase MOMCKOBLIX
3aIpOCOB; .

11.  Cucrema JomKHAZ HMeTh  BO3MOXKHOCTE — HMIIOPTHPOBATH |,
HHOOPMAIIAIO ¢ CHCIEM CKAHHPOBAHHA YA3BEMOCTell CTOPOHHMX
POM3BOAUTENE!; | _ '
12. Cucrema gomksa GBITB IOCTAaBIATRCH B (opM-PaxTope [
IIPOrpaMMHOTO 00eCHCUeHHS BO3MOXKHOCTBIO YCTAHOBKH Ha *nix u
Windows cucremax, :

13, CpcreMa JOMmKHA MHTEIPUPOBATECH € ,Il,‘pjf’l"HMH PCIICHISIMEU
HHE(OPMAHOHHON G5e30MaCHOCTH | HA000pOT;

14,  CuHcrema [OmKHA MMETh BO3MOXHOCTD 3 K0poGKH TOJIy4aTh
craugapraeie (syslog, EVTx, SNMP, Net flow), CTPYICTprIPOBaHHBIe,
TAKIKS HECTAHNAPTHEIE (OIpeeNeHHEIC TONL30RATENEM) JIOTH;

15.  JlomomHHMTENbHEIE WCTOYHHKH JIOTOB H- HthopmauIdH 00
HthopmanHOHHOH 0e30IacHOCTH JO/DKHE! OBITH JErKO MHTCTPHPYEMEE ¢
pereHHeEM B "ropsaacM pexuve”, Tak 9ToGE paboTa He IPephIBAIACE;

16.  Cucrema IOMKHA HMETE BO3MOXKHOCTB YIIPABIATD cnfryannmu
IEPETPY3KH - TAHHLEIX . KOHTPOIEpYeMBIM o00pazom. Ecmm wucrowmmk|
HAYHHAET OTHPABIATE O4YeHb OGONBINOE KONMYCCTBO COOBITHI M3-3a

tomHbKy I OTKa3a B OBGCIYXUBAHMM, 3TO JOIKHO OGHTH oGpaboTato

TaKHM OGPa3OM, ITOGBI IPEROTBPATHTH HEraTHBHOE BIUAHKE, HAIIPUMED
TAKOC KaK 3alolHeHMe o0beMa XpaHHIHa, CHIDKCHHC  CKOPOCTH
06paboTKH MONCKOBEIX M AHANHTHYECKAX 3aIIPOCOB K T.X.; ,
17.  Cucrema nomxsa O0eCHCUMBATL INPO3PAYHOE H3BICYCHHE,
arperanwo, ,COPTHPOBKY, (anLTpaumo H aHa W3 JAHHBIX TI0 BCEM
paclpeneIeHHEIM KOMIIOHEHTaM, -

18.  Cucrema pomKHA NONIEPIKUBATE DPACLIMPEHHYIO TAKCOHOMHIO
coObrruit u nmomelf. IloibzoBaTens JODKEH = HMETh  BOZMOXHOCTE
I00aBIATE CBOH COOCTBEHHEBIC YHUKATEHBIE HA3BAHUA COGLITHﬁ;—

19.  Cucrema JomnKHE ITO3BOJATH HACTDAHBATL NPABHNA KOPPEIAIHH
115 COOTBETCTBHA HECTaHIAPTHBIM YCIIOBHSAM; ‘
20.  Cucrema momxma obecleduBaTh MHTYATHBEEIC MEXAHH3MEI JUIA |
YCTPaHCHAA HENONALOK, HANPUMEP, NPOAKIHBHBIE YBEZOMICHHA,
YTHIHTH KOMaHIHOM CTPOKH M T.JT.; .

21. CHCcreMa JOKHA JIGTKO  PACHIMPATHCS  JUIA TOIIEPKKK
JOIIOMHHTENBHEIX 3aPOCOB; . 7 .

22. BO3MOXHOCTE MOCTENEHHOTO PaCIIMPEHHS  XpaHHIUNEA 1O
TpeOoBanmo; TpeOOBAHME OTHOCHTCH Kak K HOpMaJIHSOBaHHBM
COOBITHAM, TAK B K XpaHEHHIO HeoGpaboTaHHEIX I0roB;
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129. © Cumcrema jjonkHa 00eCHEUMBATE BO3MOKHOCTD xpaHeHHﬂ KaK
| HOpMaIM30BAHHOIO, TaK W HCXOJHOLO neoGpaborarnoro  Qopmara

| eIEEOMY CTAaHAAPTY) COOHITHIA,

34.  CucremMa JOKHA aBTOMATHYECKHM apXUBHPOBATH U H3BIEKATEH

CTOUHMKE COOKITH, a TAKIKES CHCTEMHEOTO BPEMEHH HCTOUIHKKA COOBITHS,

23.  Cucrema JMOIDKHA JIOIIyCKaTh BGpTHKB.JIBHOe U TOPH3OHTAIBHOE
MacInTabupOBaHHeE; .
24,  Cucrema AomkHa obecledrBaThH Bmcoxym J:[oc*rynHocTB (High[
Avaﬂablhty) w/amn  u3CeTOuHYI0  komdurypammio  (redundant
configurations); : ' ,
25.  Cucrema JODKHA 00€CIEYHMBATH HHTCTPAILIHIO C PEOSHTOPUIME
xouburyparuit (CMDB) i oforamenws nammex gepezs CMDB-
COEIUHEHHCE; :

26.  CucreMa IOTKHA IPEIOCTABIATE c6op1cy KYPHATOB coGeraii Ges|
AreHTOB, KOTZA 3TO BOIMOKHO, |

P

27. CHcTemMa OODKHA HMETh BO3MOKHOCTE coﬁﬂpa’rb ,I_I;aHHBIe moﬁmx
XKYPHAJIOB HE3ABHCHMO OT HCTOUHHKA;
28.  BoambxHOCTE ((HOpMaJIHSOBaTB»/HH,I[eKCHp()BaTB . H

AHATM3UPOBATE JAHHBIE JKYPHAIOB JIEOOOrO -THIIA W3 TETEPOreHHOH
CEeTCBOH W/WiM  CepBEPHOMH HHGPACTPYKTYphI (I»IHtl)pa(:prKTypBI c
MHOKECTBOM ~ pasiIHYHEIX  OpeHmoB) s IIochoeHmI naunGoree
3(hexTHBHON OTIETHOCTH H AHAINTHKI,

¥YPHAaIA COOLITAHR /i1 IIPOBSACHHS KaUCCTBSHHON (POPEHCHKE;
30.  Cucrema MoxeT ofeceqHTh TAKCOHOMMIO (xnaccupuranmio mo

31, CucreMa [ODKHA WMETh ApPXHMTEKTYPY JUIA xpaﬁeHmI Kak
"ropauux" JKYpHAJIOB, TaK M APXWBHPOBAHHS OTACIRHO OF pa60qeu
CHCTEMEI ¢ 11€1610 SKOHOMEHM HPOCTPAHCTBA;

32. Cucrema pomKHa TOJUIEPKUBATH apXHBBI :H(ypHaHOB Ha|
XPaHAINIIAX, OT CTOPOHHUX TTPOH3BOJMTENEH; ' _ o

33, Cuctema JOmKHAZ OGECHEHNBATE  BO3MOMKHOCTD HIMCHEHHE
BPEMEHH XPaHEHHS OIPEICIeHHbIX J0T-(aiiIoB; .

DaHHBIC H3 JOITOBREMEHHOTO XPaHCHHAS,

35, . Cucrema TOIKHA BLINOJHATE OPOBEPKH LEIOCTHOCTH B XKYPHAIAX | -
JOJIFOCPOYHOTO XPAHEHMS; _

36. CucremMa Jomkea O00€COEUMBATL BO3MOXKHOCTL HOHMCKA B
APXUBHEIX JKypHAJIAX;

37.  CucreMa J0IDKHA 00€CIIEYHBATE BOSMOXKHOCTD IS stb(beKTHBHOFO
XpaHeHAst H CKATHA COOPAHHEIX JAHHBIX, :

38,  CadcreMa JOIDKHA HMETH BO3MOMKHOCTD KOppeI{THPOBaTB BpeMs |-
coBBITAA 1T CHCTCM C HEBEPHBIMH 3HAUCHHAMH CHCTEMHOIO BPEMEHH.
D10 BO3MOKHOCTE IPEIOCTABNAET IIQIOCTHOCTS KAPTHHE! MHIMICHTA TipH
IPOBE/ICHUM HCCICHOBAHAA H OLPEACICHHS AKTYANHHOTO BPEMEHH B

39.  CmcreMa nomxHa obeciewnth MHTepdetic TIORCKa ¢ TOAMEPIKKOH
npocTelx. madroHos moucka (Google like search) 8 TAKXE CIONHBIX |
PETYIAPHBIX BEIPAKESHNAH;

40. CucreMa JODKHA HMETh BOZMOXHOCTD OpIcTpOrO rHGKoro IIOHCKa
BO BCEX JKYPHANIAX, . '
4l.  Cacrema AOJDKHA YBEIOMUTE, CCIH HCTOYHHK KYpHATA mepecTaeT
OTIPABIATE JAHHEIE;




42.  CucremMa JOJKHA TO3BOMATE COOHpaTh JKYPHAIBI M3 JAPYTHX
CHC1eM, BEICTYNAIOMMX B KAa4eCTBC MPOKCH-CEPBEPOB, TAKHX KAk,
Hanpumep, Microsoft SCOM / ACS, syslog u T. &. B HexoTopbx Cirydasx |
HH(PacTpyKTypa MOXKET MMETh LEHTPAITBHYIO TOUKY c60pa HKYPHAIIOB, H
CucTeMa TOIDKHE HMETE BO3MOXKHOCTh HCIIOIB30BATE €6 |

43, Cucrema  j0KHA MMETE BO3MOXHOCTE OTIIPABIIATE
TPEJYIPEKACHES 0 IPOGIeMax HCHONE30BANKS CHCTEMHBIX PECYPCOB;

44.  CuHcrema  JOIDKHA — IIOANEPXMBATH ~ BeB-mHTepdeiic ooma|

| yITPABICHNIS, aHAIH3a H OTYETHOCTH,

45. Cucrema JOIKHA OPOAEMOHCTPHPOBATE «HOPOCTOTY
HCTIONE30BAHHSY. IIpOCTOTA HCHONE30BAHMA HMEET PEIIAIONIee 3HAYCHHAC
IIs  YCHEIIHOTO pPasBepTHIBAHMA H IIOCTOSHHOIO — HCIONB30BAHHS
Cucremer; , \ o
46.  Cumcrema fomikHa  00eCHETMBATL  BO3MOMKHOCTE . GEICTPO |

| HETCTpalli HOBbIX HCTOYHHKOB XYPHAIIOR,

47. Cucrema [momkHa o0ecHeUHBATL  BEICOKYHO  (CEKYHIMYIO)
OPOU3BOAMTEIIGHOCTE IMOHCKA M 3aAPOCOB  IPH  PaCCISNOBAHHE

HHIHEEHTa, JOCTYN K HeoGpaGoTaHHBIM TAHHBIM JKyPHANA IIOCPEICTROM

ohdeKkTHBHON  KOMAHIEL HOHCKA, INPHBA3GHHON K  OCHOBHOMY
uuTepheiicy; . o

148, Crcrema gomkHa OGECHEYHTH BBICOKYIO Ha,D;e}I{HOCTI; pa6on,1

PAacTpeNeNieHHOR CHCTEMBI TakuM 00pasoM, 9robH Bce KOMIIOHSHTHL
PAcIpe/IeNlcHHON CHCTEMBl MPOZOMKATH paboTdrs, KOIa Kakas-mibo
Jpyras 4acTh CHCTeMBl BEIXOJMT M3 CTPOS MM TepdeT CB#3h (T. €.
HAIPEMED, CCIE KOHCOJIh YIPABICHHS OTKIIOYaeTCs, BCE OTAETLHEIES
COOPIMKH IIPOIOKAIOT 3AIKCHIBATE JIOFH); :
49.  Cucrema JOMKHA HMETH IIPOLIECC p636pBHOFO KOIIHUpOBaHHus /
BOCCTAHOBIICHIS,

50. CucremMa Jomxma aBrOMAaTH3HPOBATH BHyTpeHHHe HPOBEPKH
paboTocmoco0HOCTH H  YBCHOMISITH MONB30BATENS O  BO3HHMKIIHX
npodremax;

51. CHCTema JOIDKHA  TIO/ePKABATE TpeﬁoaaHm{ K BBICOKOH|.
moctymuoct  (HA) . 6e3  HeoGXOIHMOCTH AOLONHATENEHOTO
HPOTPAMMHOT0 00ECHSUEH S OT CTOPOHHNX Pa3pabOoTIHKOB;

52. . BosmoxmocTs Iponoikenns cbopa / KOppensauuu coObITHi /
OIOBCIIEHHA B CIy4a¢ OTKaza 00OpyIOBaHHN CHCTGMBI HIH BO BpeMs
IUIEHOBOTO 00CHyKUBAHHS, . '
53.  Cucrema momxma. oBecneydBATE BO3MOYKHOCTD Koppensm;uﬁ
Ui OPMALIFH 110 HOTEHIHATBHO PA3PO3HEHHEIM YCTPOHCTRAM;

54.  CHerema A0/DKHA pazpelInTh wHTepdeiic Ha ocHOBe MacTepa s
CO3JAHMS TPaBHL. lIpaBMia  JOJDKHEL HOAEPKUBATE  JIOTHYECKHE
OIIEPATOPE JUIs YKA3AHUS PAsIHIHBIX yCIIOBHI;

55. CucreMa JOIKHA BKIHOYATE IPeIBAPUTEIHHO noproeHHHe
IIOMCKOBBIC ~ 3aIPOCHL,  OTYETHl, HMHOOPMALHOHHEIC [aHENH  H|~
BH3YAITH3AINY, ' ,

56,  Pemmenue ‘Takxke JIODKHO HOANEPIKHBATE HOBYIO KOPPEIMLHIO B
COXPAHCHHEIX * JIAHHBIX. DBO3MOXHOCTH  IIOMCKA  COIOCTABNEHHS
COXPaHEHHLIK JAHHEIX ¢ HCIIONB30BAHHEM HOBOTO TpasKIa KOPPEILAA;

57. Crcrema nomKHA 00ECHEHTE MEXaHA3M OIITHMPISaI.IHH IpaByIT




KOPPENSIEH, KOTOPEI [103BONICT TPYHIHPOBATE OJIMHAKOBEIC 3HAYECHHMI,
COOTBETCTBYIOLIHE OTHOMY HpaBHJIy KOPPE/IIHE, HO KOTOPBIE MOTYT
MCIIOJTB30BATECA HECKONBKIME HPABHIIAMH. DTOT MEXaHH3M TPYIITAPOBKH
ROIDKCH  YYATEIBATH KAK CIATWYMECKHE TPYONbl, TAK M TPYIILL
AUHAMWYECKH ~ CO3JABAEGMEIE . JPYTHMH  OpaBUIAME . KOPPEILILAHY.
 Hanpumep, TONL30BATENB. CHCTEMEI MOMKET OIPEJENUTE TPYLILY
3ATPEIIEHHBIX TOPTOB/MIPOTOKONOB, KOTOPKLIE JOMKHEL WCHONB30BATHCH |
MHOTHMH TpapHiaME KOppendarnuy, OTCJIe}KFIBaIOHIPIMI/I aHOMaJIbHy'IO
€ETEBYIO aKTUBHOCTE; : - ,
58. Cuacrema momxua oOecredHBaTs  BO3SMOIKHOCTD CO3JAHHA |.,
JUHAMHYECKMX YCJIOBHII B TpaBHIax. PesyneraroM gmelicTBus omHOTO
| IpaBHIIA MOXKET H3MEHHTE YCIOBHAE APYTHX IPABIIT;

59, Cucrema gJomxHAa 0oOECHEYMBATG  BOSMOMKHOCTH - COZIAHMS
JMHAMEYECKAX CIICKOR [AHHEIX, KOTOPEIE JOIDKHET OBITh PasMEINEHB! B |
|O3Y amsa Geictpo¥t xoppensmuy. CHCTeMa JOIDKHE TIO3BONATH NOGABISTS |
(Bt YAQIATh JAHHBIe B JHHAMKYECKME COHCKE B PyYHOM H|.
| arToMaTITIECKOM peNEMe; , S
60. CucreMa JO/KHA [pPEeNOCTABHTE BO3MOXHOCTH  CO3NABATE|
IIPaBHIIa, KOTOPSIE JOILKHEL padoTaTh KaK B pemumMe peam;quo BPEMEHH, |
TaX H B aBTOHOMHOM (3aIIaHEPORBAHHOM) DEHKIME; 1
61. CucreMa JOMKHA NPENOCTABHTH  MACTEp HACTPOHKH H
COOTBETCTBYIOIHE  BO3MOXKHOCTH /Il  MHHEMU3AIEE ~ JTOMKHHIX |-
CpabaThIBAHHMN K IONYYSHUS TOUHBIX PE3YIILTATOR;

62. Chcrema JOMDKHA TIO3BONHTB HACTPAMBATE  ONpEHEIeHHBIE
TErHPOBAHHAA COOBITHIA, ‘ |

63, Cdcrema MOMKHA 1OMOYH HAITISAHO IIOKA3ATh AHOMAIBHYIO
OEeATENEHOCTD,

64,  CucreMa JO/DKHA WMETH BO3SMOXKHOCTE OGHapy}KHBaTL COBBITRA - |
HArISJ(HBIC H3MEHEHHMS HOPMANBHOTO IIOBEJ[EHHA CHCTCMEL, CPEEL,
Iporiecca, pabovero Ipomecca il YEIoBeKa; '

63. Cucrema jomxHa ofecHedMBaTh  BO3IMOXHOCTH  COBJAHHS
IIOBEJIEHIECKOTO NPOQHIL aKTHBHOCTH TONB30BATENCH M KOppemsun
HOBBIX COOBITHH ¢ COXpaHEHHBIM IPOhHIEM; , o

166.  CucreMa pmomxHa OOCCIICYMBATL OIOBEUICHHME 'HA OCHOBS
YCTAHORJICHHOH IIONATHKY,

67.  BosMoxwmocTh npnopemsauﬁﬁ cOOBITHH; MpenyNpEKACHHNH W
HHIHANEHTOR; ‘

68. ' Pemenne MOXET HOIIep/KHBATD BIBCUICHHBIE NpeayIPEeR(CHA,
[O3BOJLIIONTHE YCTAHABIMBATE HOPHOPHTETEL. Bec jgomkeH  Owire
Ha3HayaeMBIM IIa OCHOBE HECKONILKWUX XapaKTechmK TAKAX KAk THM||
| @KTHBA, IIPOTOKOJ, IPHITOKCHAE ¥ T. 1.} :

69.  Cucrema jomkHa obecIiednBaTh BOSMO}KHOCTB KOPPEIAIHH
AKYPHAIIOB OT Pa3sHBIX IOCTABIIHKOR / TEXHOIOTHI;

70.  Cucrema moxia 00eCHEUMBATE BOIMOKHOCTD ArpEerrpOBAHHA ¥
aHAJTH3a COOLITHI! HA OCHOBE YKA3AHHOTO HIOIL30BATEIEM hunsTpa,
71.  Pemlenme MOXKeT IpeIararh lpeAcTaBIcHHe cOOBITAN B pexIMe

PCANLHOTO BPEMEHH Ul KOHTPOMMPYeMOH HH(pOpMantum B CHIPOM, a
TakKe B 0OpaboTanHoM/paciapceHHOM (opMare; '
72. - Cuerema HomKia 06ecnethaTL JOJIrOCPOYHEIH (PICTOpH‘:IGCKHPI)







AHAIN3 TeHAEHITHE cOObITHi;

73. Ilpu wneoOxommmoctH Cucrema JIOJDKHA o6ecnquTI; Gonee
pacumperHy:o pacmadporky (drill down) coGbrruii; :

74. CHCTeMa JOIKHA HMETH BO3MOIKHOCTD 6510Tporo MOHCKa JAHHBIX
T OTBETOB Ha OGIHE BOIPOCH! (ranpumep, KTO BOMIEN B CHCTEMY,
HCIONIB3yA Kakoi IP-anpec B xakoe Bpems); '

75, Cucrema JomKHA — HOAZEPXKUBATE 043y  JAOHEX  BCETO

jobopyaoBanus, obHapyXeHHOTo B ceTH. OTa  0asa JAHHBIX JOMKHE

COMEPKATE BAKHYHO HHOOPMALHIO, IOJNYYEHHYI0 OT 0GOpYyIOBaHHS
(Harpumep, CHCTEMHEIC AaTpuOyThl, CETEBbie AaTpuOyTH, COCTOSHEE
YSA3BAMOCTH U T. 7). Basa AaHHbIX JOKHA OBCCICIMBATE BOIMOKHOCTD:
PeNaKTHPOBAHUS ATPHOYTOB, KOTAA OHH HE. MOryT OBITB H3y4eHHl (T. €.

OT,D;elI MECTONOIOKCHHE H T, ,I[) HOHBSOB&T@JIB I[OJI}KCH HMETE| -

BO3MOKHOCTE OCYLIECTRIIATH OHCK TI0 5T0H 6a3e JaHHEX;

76.  Cucrema JOIDKHA MOIICPKUBATE BO3IMOKHOCThH HHTEIPalyn C
CTOPOHHMM NIPOrPAMMHBIM 00CCIICUEHIEM YIPABICHNS AKTHBAMH;

77, Cucrema omKHa 06€CIeHHTS BOIMOXKHOCTE "orpyskenus” (Drill-

| down) It IIPOCMOTPA NOMOMHATENLREIX JeTallel B CHCTEMS, _
178. Cucrema gomxna ofecrneuuBarTh OIOBEHICHHE HA OCHOBE
| HabmogaeMEIX yrpo3 Ge30macHOCTH OT KOHTPOJIHPYEMEIX YCTPOHCTB; ‘

79. Cucrema momkma oOeclIeyMBaTh IIOTOKOBOE npezcTaBnecine B
PEIKHME PEANBHOTO BPEMEHH, KOTOPOE IIOJICPIKHBALT BO3MOKHOCTH
HONHOH EnbTparwy; :

80.  CucremMa JomKHA BKIIOYATE HOSTAUKMYH DPOMb B3 (DYHKIHI
VOpaBICHHS KypHAIOM M 0e3onacHocTH. BHempeEwe GONbImEro
KONUYECTBA - BO3MOMKHOCTEH aHAMM3a IOMKAC CBECTH K MHHHAMYMY
HEOOXOUMOCTh B IOTOTHATEILHEIX KOMITOHEHTAX CHCTEMBL H OBITE
AKTHBUPOBAHO ¢ IIOMOII[EI0 OGHOBICHHH MHIEH3HOHHOTO KIOYa;

81. Cucrema pgomkna o0ecneudBaTh OIOBEIICHWE HA OCHORE

HaQO/aeMbIX  aHOMANHM M IIOBEJEHYECKHX H3MCHEHMI ‘B CeTEBEIX
COBRITHAX 1 COGHITHSX Ge30TIACHOCTIL, :
82.  CucreMa [OMKHA MMETh OCHOBAHHOE Ha IIPABHIAX (BCTpoeHH()e
HIIH HACTPOEHHOE) OOHAPYAKEHHE BTOPKCHHIL,

83. CucreMa momkra obecneunBaTh ABTOMATHYECKYIO KATeIOPH3AIIIO
cOBBITHH. DTO O3BOMAET YIPOCTHTH PACCTIeIOBAHKE H OTUCTHOCT,

84.  Cucrema JIOKHA IONCPIKHBATE BO3MOMKHOCTE KOPPEIIIHE C
CTOPOHHUMY HCTOYHHMKaME JaHHBIX VB (Qumen) (T.e. reorpa(bnﬁeéxoe'
OTOOpaKeHUe, U3BECTHBIE KAHATH GOT-ceTel, HW3BECTHEIC BpaxeOHEIC
CeTH M T. X.). OTH CTOPOHHHE HCTOYHWKH NAHALIX HB ((Hmsr) momcus
ABTOMATHYECKH OOHOBJIATHCA C TIOMOINELIO PEIICHHES;

OLCHHBATE  CTICNICHh  TOKECTH  3apPETHCTPUPOBAHHBIX  COOBITHIL
Ge30HaCHOCTH B COOTBETCTBHY C YA3BHMOCTEIO HENIEBBIX AKTHROB,

87. Cucrema  J1OmKHa OpenycMaTpuBaTh  ABYHANPaBICHHYIO |

HHTCTPALHIO CO CTOPOHAHMMY CHCTEMAMH PerHCTpaluy HHIEAeHTos UB;

T

1 85. CucreMa JOMKHA TOIEPKHEBATE BO3M(MKHOCTE KOPPENsSUHE ©

| pesyIILTaTaMu CKaHHPOBaHWA YS3BHMOCTEH oT CTOPOHHUX |
paspaboTURKOB; , ' .
|86.  Cucrema pomama OOECIIEUHTh BO3MOXKHOCTH ABTOMATHUECKH

88.  Cucrema [OIKHA TPEJOCTABHTE CHCTEMY VA yIPaBICHHS




Vs

RS

COBMECTHBIMY PacCICAOBAHMIMY HHIHEHTOR VB: A
89. CucreMa NOJKHA IPEIOCTABATE BO3MOKHOCTD ,no6a1331m JeTanu
B IPOCMATPUBATE / YIBEDAUIATE pabodui nportece PaceIieIOBaHNU,

90. Crerema MOTKHA 00eCneunBaTE = BO3MOMKHOCTE  OTHPABKH |

YBCIOMIBHHH © KOPPeIHpOBAHHEIX Hpe,E[YHpe}K,I[eHI/IHX C IOMOIIELIO
OIPEAEIIEHHBIX METOIOR (HAIIPEMED, SIEKTPOHEGH IOUTEL, SMS u T.21.);

HHTEIPHPOBAHHYIO CACTEMY YIpaBIeHH uiuaesTamMa UB;
92, Cucrema  JOJKHA  OPENOCTABATH. CHCTEMY  YIPABICHHS

[HHIMJEHTAMH, KOTOpas TIIONACPKHBACT C()prJIHquCTBo MEXKIY

HECKOJLKHEMH. [10JIL30BATEIIMH,
93. CHCTGMa YIOPaBicHHs WHIHICHTAMH )1031}1{}1& obecreanBaTs

KOHTPOJIBHBII/I KYpHAT BCEX BH,JIOB ,E[eHTeJIBHOCTH leOlBO,II;IfIMI:IX B XoJme

paccIenoBaHus; o
94, CucreMa momkHa OOECIICUMTE MEXAHH3M IS 3aXBaTd BCEX
COOTBETCTBYIOIHNMX aCICKTOB MHLHASHTA OC30TMACHOCTH B  OIHOM

[ AOTHHECKOM IIRCICTABIICHHEH. OTo NPEACTABICHHS OOMKHO BRIFOYATE

pGHeEaHTHBIe COGBITI/I}I, JAHHBIE CeTECBOH AKTHBHOCTH, KOPPSIHPOBAHHEIS

{EPCIYOPEKICHUS, JAHHBIE 00 YI3BUMOCTAX M T.1. .
195. Cecrema IOWKHA TIPCIOCTABHTD MEXaHH3M (I aHHOTHPOBaHHSI
|rpaenTa  GesomacHOCTH, KOTOPBIE OyJeT pacCMOTPeH IepCOHANOM

CIy:KOLI Ge301aCHOCTH; _
96. CucreMa 0KHa OOECIIEUHT: MEXAHH3M IS OTCICIKHBAHMSL
WHIHIEHTOR GE30MacHoCTH 110 HIAPOKOMY CIIEKTPY COOTBETCTBYIOIHX

aTpubyToB (manpumep, IP-ampeca, mMena monssosartenel, MAC-ampec,|

ACTOYHHK KypHaa, MIPaBHIIA KOPPEIBIUH, ~ OUpPEACICHHBIE
noNne30BaTeNeM ¥ T. A.). IToap30oBatens JOINKEH HMETh BO3MOXHOCTE
(UIBTPOBATE HHIMJEATEI BIOJDL STHX OIpeie eHHBIX arpubyTos;

97.  CucreMa [OOMKHA IO3BOIATE AOIQIHATE COOBITHA HaHHLIMH Hd

OCHOBE JAHHBIX, IIOTYYSHHBIX C IPYTHX COORITHIA;

98. Cucrema [ODKHA NPEJOCTABIAT:  OTYETHOCTH 060 Beex)

BIEMEHTAX, NOCTYIHBIX AT yIIparlenus yepes GUI;

99, CurcteMa momxma ﬁOIUICp}KHBaTB BO3MOJKHOCTD IJTAHAPOBAHUS
OTYETOB; : :

100. Cucrema JOIKHA IIO,IU_{ep)KPIBaTB ABTOMATHYECKOO
PACIpPOCTpaHEH e OTUETOB; .

101. Cucrema pomKea HMETh BO3MOXKHOCTH OTHPABKH —OTUCTOB
OTACIBHBIM [IOIb30BATEISM H IPYIINIAM; :

102. Cucrema jomxHa o0ecmeynTd ,uoc:TynHOCTB AHATHTHIECKHX
npefcTaBieHuil s obnerdeHns aHanmsa coﬁr:m«m Vb u mposesenus
pacCenoBaBMH; :

1103.  Cucrema JOWmKHA HPENIOCTaBHTH namﬁop,u mm GricTpOL
| pHsyarE3anmEd nHdopMauu of 06IeM cocTossuuy VB u ceTh;

104, Cuerema nomxua ofecmednBaTh  BO3MONKHOCTE — HACTPOHKH
HaHeel U NpeICTaBIcHHH; -

105. Ilpubopmad maHems JOIDKHA — HOANEPKMBATE — PasiHTHBIC
IIPECTABNEHHS, MMEIONIHE OTHOIICHWE K DA3HBIM OPTAHH3ALHOHHEIM

CTPYKTYpaM, BKIIOHAs BEICIICE DPYKOBOLCTBO, ONEPANHOHHYIO TPYIILY, |-

OTAEN HH(BOPMATIHOHHOM 6e30acHOCTH 1 T. II.;

191, Cuerema nomxua ofecneduts OTCIeKUBAHMNE MHIHACHTOR 4epes | '



106. Tlamews MOHWTOpHEYa -JOTKHA HOAACPIKHBATE SKCIOPT/MMIIOPT |

A@HHBIX B HECKONBKO (opmaros, Brmouas CSV, XML, Excel,” PDF,
TEKCTOBEIE DOPMATEL

107.  CucreMa MoIDKHA TPEjOCTABISATE 'OTOBBIE OTYETHI H3 Kopoﬁm 1o
THITHYHEIM OM3HEC ¥ ONEPAIOHHEIM BOIIPOCAM; :

108. Cucrema IOIHA BRIBOJUTE MIPHMEPEL HH(I)OpMaHHOHHI-»D( nanenet
u3 KopoOku (1.e. Jina ynpapnenna yrpogaMH ynpaBneHst COGJIIO,ZICHHeM
HTO.); : ,

109. CucteMa IOKHA JOCTABIATL HACTPAHBACMEIS B_Hmi(eTLI LAHETH
YUDABICHHA, KOTOPbIE MOIYT IpPEJOCTABIATE  COOTBETCTBYIOIHNYIO
uaGQOpMANFEO O Ge30macHOCTH IIOTB30BATENSM CHCTEMBI (HanpumMep,

BUjIbI COOBITHH, IPENCTABNEHHUS CETERON aKTHBHOCTH, BHIB! HHIH/ICHTOB) |

HT.J.); |

110.  JlocrymHOCTE niaHeIeH MOHHTODHHIZ ¥ . Tpebyemeix
| aHaTHTHYIECKHX NpeACTaBICHE, THOKOCT B HACTPOMKA, BO3MOKHOCT
ACTANHU3AIMY, 9TOOEL YBHJETh JOIIOIHHTE/BHEIE CBENIEHH, [POCTOTY
MOME(DHEKAIINY 1 HACTPORKH;

[111. Cucrema FOIDKHA IPeOCTABUTE MAOIOHEL S JIETKOTO . CO3AAHMA )
{M OTIPABKM OTYETOB HA HECKONBKHX YPOBHSAX, OT ONEPANEOHHOTO 10|

| pyxoBomamero; |

112. Heo6xogumo 110/ SPKHBATE MHOFOIIOJIBSOB&Té,_TIBCKyIO
apPXMTEKTYPY €  BO3MOXHOCTB) = HMHAMBHIYAIBHOTO . HA3Ha4YeHHST
Pa3peIneHud Ha OCHOBE rpymm, Bnagenus IP-anpecaMs W MCTOYHHKOB

cbopa maunelx (Hanmpumep, GpanyMayspel, Unix-cucrems:, IDS, IPS u)

1 T.00.); _

113. CucreMa JOTKHA OCTABHTE aYIUTOPCKHHA Crel, HCIIONb30BAHNL U
BHECEHHS H3MCHEHWI; _

114.  octyn x madOpMAIMY, XPaHIIIecs B CHCTEME, NPELOCTABIIAETCH
TOJBKO aBTOPH30BAHHBIM II0JIL30BATENAM,

115, Cucrema moixHa 06ecednTs OCHOBY ULT GYAYITero pacmeeHmI_ ..

# HHTErPanyy ¢ APYTAME PEINCHAAME APYIHX TIOCTABIIMKOB,

116. Cumcrema  gomxHA IO AEPIKHABATE 00HOBIIEHNA CBOHMX
KOMITOHCHTOB € MHHUMANGLHBIM  BMEIIATENECTBOM . IOIB30BATENS.
Hanpumep,  monmepska HOBBIX MCTOYHHKOB COOBITHN, oGHOBNCHHS
TaKCOHOMHH  0€30TMAacHOCTH, OOHOBJICHHS NpaBHiL  TOCTABIMMKA,
TONISPKKa YCTPOHeTB ¥ T.11.; ‘

'117. Bee 3aJIAYH, BBINQIHAEMEIS B CHCTEME, JOIKHEL
PErFICTPHPOBATECH; _ "
118. Xpaweune 3amuceit aynuTa JOJDKHO OBITh  3alHIEEHO OT
HECAHKITHOHHPOBAHHOTO HOCTYIIA MK YHHYTOKEIHHS,

119.  Cucrema OIDKHA IPEAYCMATPHBATL MEXAHMU3MEIL npe,uompameﬁm -

HECAHKIPOHUPOBAHHOIO OCTYIA K JAHHEIM,

120. Cucrema JOITKHA obecneunTs UENOCTHOCTD (1ntegr1ty) CO6paHHOH
HEOpManuy;

121, Cucrema gmomkna oﬁecneqHBaTb BO3MOXHOCTE muhpoBands
cooGImennii MesxKLy KOMITOHEHTAMH;

122, CHereMa - moimxHA Homepxmaaﬁ HATEKHEEE — METOJEI
ay TeHTHHKANAH, o ',

123, CéicTema zomkHa oBeceurBaTh BO3MOKHOCTB o6ecneHeHHa!




CIOZHOCTA  IApONeH, O0ecmedenMs UHKIA = W3MEHEHHA —Iapois,
OTPAHMYCHHS KONHYeCTBA HEYAAYHBIX MONEITOK Ay TEHTHOHKAIIHN,
Tpedopanun k Ilnardopmve o obmeny unpopmanueii 06 yrpozax Hb:.
124,  DBasa panmeix IoC ¥ WEIMKATOPOB, NOKHA TO3BOILITE XPaHHTE
TCXHMHMCCKYI0 H  HeTeXHHYECKYI0  HHGBOPMAIHIo 06 - obpaznax
BPEIOHOCHEIX IIPOIPaMM, HEEHACHTAX, SIMOYMBIIICHHUKAK 1 CBEACHHSAX;
125.  ApTomarmueckas KOppeNAUs HOIDKHA [O3BOJIATE HAXOMHTE CBSI3H|
| Mexmy aTpuGytamu m NMOKA3aTeNAMY BPEIOHOCHEIX TPOTPaMM, aTaK HIIK
aHam3a. MexaHusM KOPpemsipy JODKSH BKIIOYATh B ¢es KOPPEISsIHIO
MeXAy aTpuOYTAMH ¥ GOJee IPOJABUHYTHIE KOPPEISIMH, TAKHE KiK
KOPPENALMsS  HEYSTKOIO  XCIIMpOBaHWA  (HAIpHMep, s_sdeep) HITH
|comocrasnenne Gmoxos CIDR. Koppensuust . TakoKe MOXKeT OBILE
BKIIIOYEHA WK COORITHE OTKIIOUEHO sl KaKIOTO arpudyTa;
126, Mogens JaHALIX, B KOTOPOH CIOXHEE OOBEKTHl NOIKHEL GbITh
BBIDQ/KCHEI M CBA3AHBL APYT C JAPYrOM JULT BLIPAKCHHS aHATHTHKY YTPO3,
HHEMIEHTOB WITH CBA3AHHAIX 3JIEMEHTOR;

127. B Ilnardopme o obmeny nadopmarnueii 06 yrposax Wb pomxwa
{OBITE  QYHKOHMS COBMECTHOrO HCIOIB30BAHAS A JICTKOrO O0OMeHa| -
éjlaHHBIMIrI C  HCTONB30BAHMEM JPYIOM MOKENH paclpefeleHns. |
|Hnarpopma mo obmeny wundopmanmeli o6 yrposax KB nomwkmal
ABTOMAaTH9CCKH CHHXPOHU3HPOBATE COORITHA ‘U  arpuOyThl J[OIKHEL
HCIOJb30BATBCA  PACIIMPEHHBIC  (QyHKuuM — QuisTpamgm  mns
YAOBICTBOPEHHS K&KAOH IOJHTHKH COBMECTHOTO KCIIONL30BAHMA B
OpraHM3alMy, BKMOYas TIHOKYI0 ©eMKOCTB TPYUHBEl COBMECTHOIO|.
HCIONE30BAHKA H MEXaHH3MbI PacIpEicieHHs Ha YPOBHE aTpubyToB;
128.  Ilmardopma mo ‘obMemy wadopmanmeit o6 yrpozax UB jomxea
HMETh HHTYHTHBHO TIOHSTHBIA INONB30BATEIBCKHE uHTEpdelic A
KOHCYHBIX [IOJIB30BATENCH Ui co3fanus, OOHOBICHMS W COBMECTHOM
pabotel Hax coObrruaME ¥ arpubyraMw/mEmEKaTopaMp. I'paduueckuit
uarepeiic ng  INMABHOM HABMraNWMM MEXXY COOBITHSAMH H  HX|
koppemsusmu. [lnarGopma no obmeny HH(bopMauﬂex 00 yrposax Wb
FOIKHA HWMETH pAcIIMpeHHble (YHKIMU QHIBTPAIMM M CIHCOK
NpEeNynpeKICnit, 4T00bI 00ABIATE COORITHS U aTpuOyTHL, '

129, Ilnargopma mo obmeny mudopmanuedr o6 yrposax UB momxua
XpaHMTh  JIaHHBEIE B CTPYKTYPHpOBAHHOM . dopMare - (mo3BOIAET
ABTOMATHYECKH HMCHONE30BATE 0a3y NAHHEIX IUIA PasiMYHbIX LETei) ¢
INHPOKOH IIOJIEP)KKOM MHAMKATOPOB KHGepGes30macHocTH Hapsamy c
MHIIKATOPAMH MOIICHHHTIECTBA, KaK B (PMHAHCOBOM CEKTOPE;

130.  Dxemopt: cospanme IDS (Suricata, Snort # Bro HNOANEPKUBAOTCA
1o ymonrdanuo), OpenlQC, npocroi texer, CSV, MISP XML wmm JSON
s MHTeIPAMH ¢ IPYIHMH CHCTCMAMM (cerenbie IDS ID xocra,
IIONB30BATENLCKHE HECTPYMCHTEL); _

131.  HMmopT: MacCOBEIA HMIIOPT, IAKETHEI MMIIOPT, CBOOOJHBIR
TEKCTOBBIA ~ MMOOPT, wmmmopr u3- OpenlOC, necoummmer. GFI,|
ThreatConnect CSV; ‘ ‘

132, Tlnardopma mo obMery undopmammeit o6 yrpozax WB momxaa
MMETh MHCTPYMEHT 1 MMIOPTa CBOGONHOTO TEKCTA, YTOGHI 06IEranTS
HHTEIPAIFI) HECTPYKTY PHPOBAHHBIX 0TYETOB,

133.  Ilzargopma mo ofmery HHpopManmeit o6 yrposax WB nomkma




MO3BOJIATE IIOJIB30BATEIIM TIPEJUIArATh HSMCHEHNS MM 0GHOBIEHUS
arpHOyTOB/MHIHKATOPOR; :

134. Ilmardopma mo ofmeny mHQOpMarmeit 00 yrposax Vb moimkma
ABTOMATHYECKH IIPENOCTABINTE OOMeH H CHHXPOHH3AIMIO ¢ IPYrHMH
CTOPOHAMH H IPYIIIAMH JOBEPHS C HCIIONb30BanueM MISP;

135. Humopr kananos: Ilmardopma mo obGMeny nH(bopMauHeH 00"
yrposax Ub noixHa ¥METh HHCTPYMEHT [l MMIIOPTA M HMHTETDALHH
KaHaAIOB B JIOOLIX KaHanos yrpo3 wid OSINT oT Tpersux . Kauamm
[0 YMOTIAHIIO TOMKHEL OBITE BKIFOUEHBI B CTAHJAPTHYIO YCTAHOBKY;

1136..  [leserapoBaHie COBMECTHOTO HCITOIb30BAHMS: IInarpopma 1o

obmery mHOOpManuedl o6 yrpozax Wb AOIKHA TO3BONATH MPOCTOMY
NCCBIOAHOHUMHOMY  MCXaHH3MY ,I[GHGFHPOB&TB nyﬁnaxaumo. N
COOBITHS/ HHARKATOPOB B APYTYIO OPTAHH3AIIO;

137. Ilnardopma no obmeny unbopmammeii o6 yrposax- UB ,u;omcha
uMers rubkuii APl nns  mETerpammm ¢ JPYTHMH PEIMEHHIMH, B
KOMIUICKTe CHCTeMEI MOJDKHA ObITh Oubmoreka Python nma mapmedenus,
nobaBienns HIIH OBHOBNGHHS ATPHOYTOB cOBRITHH, 06pa60T1<H 06pa3u013
BPEIOHOCHBIX IIPOrpamMM HITH IIOHCKA anHGYTOB
138. Hna'rtbopma no ofMeny uudopmanmedt 06 yrpozax UB momxua
AIMETH HACTPAHBACMYIO TAKCOHOMMIO /UL KIACCHODAKALIE ¥ MapKHPOBKH
COOBRITHI B COOTBETCTBHH CO  CXEMAMH  KIACCHQMKAUHE MM

{ CYIIECTBYIOMMMH TaKCOHOMMAMH. TaKCOHOMUS JIOIKHA OBITh JIOKAIBHON
| ang TInardopmer o obmeny wndopmammeii 06 yrpozax YB, mo Tamxe

JOIDKHA [IEIHTHCA MEXLy JPYIHMH SK3eMmiugpamd. Ilmatdopma 1o
ofxMeRy uudopmarmeit o6 yrposax MB Hommkia NOCTABIATECS ¢ HAGOPOM
CTaHAAPTULIX TAKCOHOMHH H CXeM KNacCHOHKAIHK [0 YMOIYAHHIO UL
HOMACPKKE  CTAHTAPTHOH KIacCHQHKAIHH, HemomessyemMon ENISA,
Europol, DHS, CSIRT mnu MmHoraMu apyraMu OPIaHH3aISIMI;

139.  IInardopma no obmeny mubopMmanmeii 06 yrpozax Wb momkua|,
HMETh MHTEIUICKTYAlbHBIC CI0BAPH, OOLEMHCHHEIE ¢ CYIIECTRYIOMIMHU
CyOBeKTaMu yrpos, BpeAOHOCHBIME TporpaMMami, RAT, BeMoraremavu
mma MITER ATT & CK, xoToprie MOMKHO JIETKO CBS34TH C COOLITHAMY B
ITnardopme mo obmeny mabOpMarmeil 06 yrposax Ub;

140.  IInatdopMa uo obmeHy mmbopmanmeit 06 yrposax UB momxma
HUMeTb MOJYTH paciunpenus B Python ang pacrmupenus COﬁCTBeHHB]MH :
CEePBHUCAMH WM aKTHBAIME YIKe JOCTYNHBIX MOy e,

141, Tlmardopma mo obmeny undopmanmeit o6 yrposax WUB momxaa
LOANCPAMBATE  BU3APOBAHHE [ IOIYYEHHS Habmonenuit ot
OpraHm3alliil OTHOCHTENFHO OOMIMX ITOKasarTenedl u anHGyTOB [punen
MOXeT ObiTh JOGABNCH depes IOIB30BATENLCKHE UHTepdEHC CHCTEMEL

| AP KaK OKYMEHT CHCTEMBI! HIIH JOKYMEHTEH! purenupanns STIX;
1142, IInardopma no obmemy ur(opManmeit 06 yrposax UB nomxaa
[mvers wojmepxky STIX: sKeHOPT HAaHHBIX B dopmare STIX (XML u

JSON), Brmouas sxcnopr/uMmopr B popmate STIX 2.0;

143, Ilnarpopma mo oOMeny mupopmanueii o6 yrpozax VB somxHa

HMETh BCTPOSHHOE MH(pPoBAHHE H TIOAMMCL yBENOMICHHIL yepes PGP

a/wma S/MIME B 3aBECHMOCTH OT HPEAIOYTEHHIE TOIb30BATENS; '
TpeGosannsa k [Lnatdopme no moncxy yassumocred Ub:

144.  TIlnaropma’ mo  momeky  ysssumocteii B jomxHa




| KOHCOIEEO YIIPABIEHHS, -
. Ozmencnoro  ckamepa, KOTOPBIA  ympapnseTes cepBepOM
VIIPaBIeHAs. ' ' -

pe3ylbTaT B BUAE TaOlMIBl COITIACHO HAIMCAHHOMY amwmcxpampom
| 3aIIpocCy; \
152.  TInarhopma mo mowcky ysassumocTeit PIB JOIKHA oBecrieansars

CKaHHPOBAHNE HHPPACTPYKTYPbL, & AMEHHO;

$YRKIMORAPOBATS OYMy9H YCTAHOBIICHHBIM JNOKATLHO Ha CEpBEp WM

pabodyro crammmio mon ympasnemmeM OC  cemelictsa - Limux HIIH |

Windows; .

145. Ilmardopma no momcky yﬂsBHMOCTeif‘I HUb nomxHa COCTOATE M3
JBYX KOMITOHEHTOB: :

. YTIParJIAIOMEro  Cepsepa €O  BCTPOSHHBIM CKaHep()M u Beb

146. KonuuecTro CKAHEPOB, ITOJKMOIACMEIX K cepBepy yIIpaBJ'IeHPIZ HE
TOTIKHO OBITh OFPaHIYEHO;

147, Ilnardopma no moumexy ys3pumoctedi Wb J:{OJI}KHa ynpaBnﬂTLca ¢
moMomipio  Be§  WHTep(eiica ¢  HCIONB30BAHMEM — 3AINHIICHHOTO
coequnenus HTTPS; ‘ g , ‘ '
148. Ilmarpopma 1m0  momcky  ysassmmocredi MB  gomkua
HHTETpPUpOBaThCd co  cueayrommM [10 g ofmapyxeHHs XO0CTOB:

| VMware ESX(i), VMware VSphere Microsoft DHCP server, Microsoft|
| Exchange ActiveSync; ‘ o _
1149, PesynbTaThl CKAHHPOBAHKS JTOKHE] BKITIOYATE B ceﬁﬂ'

. TexHuueckyro mudopMamuio o Xocre - (IP/MAC anpeca, THII
unarpopmel, OC u 1p.);

. JHHAMAYCCKHE TTOKA3aTeNH KOMYeCTBA YIPO3 Ha XOCTe;

* . Coucok ysa3BEMOCTEHR XOCTa;

. Chucok  2KCIUIOHTOB KOTOPEIE MOXKHO TNPHEMEHATE K X0CTy
OCHOBBIBAACH Ha HHOOPMALHK O YI3BAMOCTIX,

. Ciucok  BPEIOHOCHOTO HO KOTOPOE  MOXET . MCIIOJIb30BATE
¥A3BHMOCTH X0OCTA;

. YcraroBIeHHOE Ha XocTe 110;

. 3anyINeHHEIE Ha XOCTE CEPBHCH;

. Tlonb30BaTeNn M TPYIIBI NOJNB30OBATENel MMEIOIIME IIpaRa H4
XO0CTe, '

. baskl 1aHHBIX B GalinoBsLie PecypChl X0CTa.

150.  OT4eTH! O [IPOBENSHABI CKAHUPOBAHHSL JOIDKHEL HPe/IOCTaBIATECA
8 hopmarax: PDF, RTF, HTML, XML, CSV, TXT;

151.  TInardopma mo momeky ysssuMocteit VB J0MmKHA IPeIOCTABIATE

BO3MOXHOCTB, C ~HOMOmBIO BeG HHTepdeiica anMuEHCTpaTOpa,
o6pa1uaTbca B 0a3y DaHnsIX pe3yIBTAaTOB CKaHUPOBAHHUSA, ¢ MOMOUIBIO
3aIpOCOB  HA 3BIKE CIPYKTYPHPOBAHHBIX 34lpOCOB H  BHIBOUTE

CXaHHPOBAaHWE BeO PECYPCOB ¢ IOJHBIM IIOKPHITHEM BBIABICHHS YIDO3
omucanusx 8 OWASP Top 10, onpenemsts yrposs SQL injection, cross-
site scripting (CSS/XSS), ymssumbre CGI cxpuntsl, HeGe306acHLIe
mapomn H omuOke KoHGHTypanum, Pemerme j0HO TOIIepKHBATE
ayTeHTHQHKANHIO Ha Bed pecype ¢ nomonsio BeG $hopm, Xonepos u plain
authentication; o

153.  llmardopma no momcky yssBumocteit MB xomkHa obecneunsarsy




. asset name;
|* CVEID;
i host type;

le IP address range;

¥ vulnerability category;
X vulnerability CVSS score;

. vulnerability exposures;
fe vulnerability risk scores;
|* . vulnerability title.

.. PaGowmx craumuit nox yrpasnerzem OC Windows/Linux;
. Ceprepos moz ynpasineanem OC Windowstinux;

. CereBoro odopyioBams. : o L
154.  IInatopma 1m0 HOHCKY yaseumocreii Hb nomkxa oﬁecneqﬂna'rb .
ONIpEAENCHEE CEpPBHCOB, KOTODHIC 38HHMAKT OTKPHITEIE MOPTEI|
CKAHHDYEMOTO y311a HCTIOMB3YS CICTYFONIHE THIIEL IIO,II;KJ]}O‘IGHHH

. Stealth scan (SYN);

. Stealth scan (SYN+RST);

* _ Stealth scan (SYN-+FIN); - .
. Stealth scan (SYN+ECE); : ; e
. Full connect scan, s
155. Tpargopma mo momcky yszsumocteii MB jomxHa oﬁecnethaTB '
OlIpE/IeNICHAe CEPBUCOB Ha IOPTax CKaHHPYyeMOoro XocTa B Auanazone 1-| -
65535; ' _ : _

156. TInardopma mo momcky ysssuMoctell KB JIO/DKHO mOIIEpKABATE
JHHAMITIECKYIO IPYNNHPOBKY XOCTOR 110 IPA3HAKAM: |

. IP address type;

. last scan date;

. operating system name;

*  PCI compliance status;

. service name;

. open port numbers;

. operating system name;

’ software name;

’ presence of validated vulnerabilities;
*  user-added criticality level;
, user-added custom tag;

. user-added tag (location);

*  user-added tag (owner);

. vAsset cluster;

. vAsset datacenter;

. vAsset host;

. vAsset power state;

* . vAssetresource pool path;

. CVSS risk vectors;

157. Inardopma no mowmcky yaseuMocTeil I/IB JIOIKHS no,u,uepzmna'rb
CKaHHPOBAHUE HA YASBHMOCTH CHSIYIOUMX Ga3 HaHHEX:

. MS SQL/Server versions 6, 7, 2000, 2005, 2008;

. Oracle versions 6 through 10;

. Sybase Adaptive Server Enterprise (ASE) versions 9 10 and 11;




B DB2;

| ABTOMAaTHYSCKYI) PEaKIHIC HA CJIC,I[YIO]IIHG COORITH!

. Homyaenue o6nornenne 6a3 DaHHBIX yI3BEMOCTERH; _ _
. CkaHUpOBAaTh  BBHIOpAHHEIE XOCTEl. HA  HAIMYME  HOBEIX
yA3sBAMOCTel; . ' :

* - OOGnapy:xeHHe HOBOTO XOCTa B CET;

* HobaBHTE X0CT B caifT;

g Jl06aBATE XOCT B CANT B IIPOCKAHNPOBATS;

| HHTETPAlHIO ¢ PCIMCHHAMKE I TECTUPOBAHMT HA HpOHI/IKHOBeI-IPIe JUIL

1161. Ilmardopma 10 mOHCKY YHSBPIMOCTE‘:H Wb  momxna HMt‘LTBi
| BOSMOKHOCTE  pPeKaNBKYISIIHHA ONCHKA PHCKA Ha OCHOBE KpHTepHeB'

. Hanuume Be0 wHTepdelica yupapieHHS W BO3MOKHOCTH

YIPABIECHAS ¢ TIOMOIIBIO KOMAH/THOTO unTEpdeiica; '

. Hamusie BOZMOKHOCTY 3anycka SKCIIOHTOR KaK B PYYHOM, TaK H

B ABTOMATHYSCKOM PEXKHME;
1* Hammyme BO3MONKHOCTH 3aIlycka 9KCINIOHTOB B COOTBETCTBHH ¢

PEHTHHIOM 0e30MACHOCTH DKCIUIONTA IS IIENEBOH CHCTEMEL,

. B ciydae ycnemtoro oTpaGarssaHus 9KCILIONTA CHCTEMA J{OIDKHA

IIPENOCTABIATE BO3MOKHOCTH

. 3axBaT yirpaBneHus pabounuM cTOIOM;

. YIIpaBIeHHe CKOMIPOMETHPOBAHHBIM XOCTOM qepes KOM&H;[HLM

EaTepdeic; -

. [TpoemoTp COTIEPKHUMOTO ci)aﬁJIOBoﬁ ' CHCTEMH

CKOMIIPOMETHPOBAHHOTO XOCTa; '

. AproMarmyeckuit cbop mammHEbLX, TTOATBCPIIAIOMMX  B3JIIOM

LIENICBOIO XOCTE; o

. Ipoxnaypipamme: CETEBBIX MAapIIpyTOB . ‘ncnonm'yﬂ =

CKOMTIDOMETHPOBAHHEIN X0CT Kak IPOKCH CepPBEp MM reliTheli;

. Brmonaenue mocie 3KCIUyaTalHOHHEIK 38749, TAKHY Kak éényCK

. AS/400;
. PostgreSQL versions 6, 7, 8; - L
* MySQL . . . ) i

158. IInardopMa o momcKy yﬂ3BHM00TeH Wb mommxmna moggepxusarh

159. Ilnardopma mo moucky yassumocrelt Mb  mokua HMETh
BCYPOCHHYIO CHCTEMY HA3HAYEHHS 3aJaHHH IO YCTpaHeHHIO HAMICHABIX |
YA3BHMOCTEH; ,
160. IInardopma mo momcky yaspamoctedt 1B ,uomzcﬁa IIO,ILI[CP}KHBE[TB

BAIMIALHH Hali NeHHEIX y.ﬁSBI'IMOCTCPI Ha X0CTax;

B&KHOCTH X0OCTa; :
162. B uact: TECTHPOBAHUS HA IPOHMKHIOBEHHE HJIaT(bopma o HOHCKy
yassumoctelt b yiomxna cooTBercTBOBaTE CACAYIOMUM TPEOOBAHMIAM:

CKPHNTOB, CheMKa CKpHHHIOTOB, (oTtorpadudt ¢ Beb KaMep, 3aIuch.
HAXHMaeMbIX KIaBHII Ha (H3HYECKOM KaBuarype o ap.

163. Ilmarpopma mo "moucky ysasmmocredi MB  nomkHa . uMeTsh
BO3MOXHOCTh 3alycka (UMINMHET KaMIGHHH Ha [fONb30BaTeNeil myTeM |
PACCLIIKH (PHIIMHTOBLIX TUHCEM, [CHepanud (HUIIMHTOBBIX Be CTAHUIL,
reHepanyy QUITHHIOBBIX HCNONHAEMBIX hainos;

164. [nardopma mo nomexy ysssamoctedt YB oymima HMETE
BO3MOKHOCTS BBUIONHEHAS arak Tvlta Brute Force mo 3ajammemM




CIIOBaPAM.
Tpebosanus K IIJIaT(l)OpMe 00 pearupoBaHHI0 Ha HHHAeHTHI Hb:

165. Tlmardopma mo~ pearmposanuio Ea HHaneHTLI Ub  pmomxaa|

HOCTABIATECS CO BCTPOCHHOH NOANSPKKOH HHTET I

. OJIHH HITH HeCKOJIBKO sK3eMInIapos Cortex;

. OIHH MJIH HECKOIILKO BKBGMHJIHPOB MISP

166.  Ayrenrndikaims.

IInatdopmMa 1Mo pearupoBaNHIO Ha HHIIH,Z{GHTBI UB nomkna nom(ep}KHBaTL
HECKOIIBKO METONOB ayTeHTH(HKAIH:

168. Vmpapnenue onopenIeHHsIMA.
OnogelueHns TOJKHEI TIO3BOMITE:

. CHHCOK ¥ IIOHCK OTIOBEIeHHi,

. MapkupoBKa IpeIynpekAeHuI TIPOTHTAHO,

. Hruopuponanre 0OHOBNEHUS OIOBEICHUS;

. IIpenBapuTensHBIL IPOCMOTP ﬁH(iaopMaupm O IPEeNyNpPexICHAH:

oTo0paxkeHHe CBENEHMH O NPERYNPEKEEHHH ¥  PEJAKTHPYEMBIX

HCIIOIB30BaHE abIOHHOTO Kelica; ‘

. Ofbe/IMHEHNE OTOBEISHAS B CYIISCTBYIOMIEI Keiic,

Harerpauns ¢ MISP, MISP usnavamsuo HHTeIpHposaH B CmTemy, 9T0
HO3BOJIACT: '

. OBBABNCHHE OIHOTO FITH HECKOIBKIX :SI{BGMHJiSIp()B MISP;.

. Kaxnprii sk3eMIutsp MOXKHO HCIONE30BATE JIA AMIOPTa B / Bmm
3KcTIOpTa coOBrTHE 13 MISP mu cnyuaes 8 MISP;

N Vvnopraposatssie cobbiras MISP JOCTYIIHEI KAK ONOBEILCHHA;

. HMMnoprupoBanye HACTPAHBASTCS ¢ IOMOIIBI0 (hUITBTPOB (daitiop

-

. JlokanpHAd ayTeHTHQHKAIHI C HCHOIIBBOBaHHGM JOKaNbHOM
KQJUIEKITHH TI0JIb30B4TENeH;
. AD ayTeHTH(bHIcaon,
. Ayrentuduraims LDAP; |
*  SSO ayrenTuduKays; i
. Aytentudukarnma cepradukarop X. 509
167. Viparmerue keifcamu:
. Crncok v punsTpanus kelcos; '
| C03,uaHHe HOBEIX KelcoB ¢ HyJst MK HCIIONIb30BAHME Ma0IoHOB |
| s Kelicos; .
e JobasiieHre HACTPAUBASMEIX ITONEH B KEHCEL,
. JobasneHne MeTpuKE K Keiicam; f . :
. ITomck  ¢BI3aHHEIX  KeliCOB ¢ j oﬁmnmn HAOTIOAEMBIMH |
HAGIEOMEHMSIMI, ' '
«  Jlobasnenne sanay u.rpym 3a7a4 B KeHCEL
. Hasradenue 3a1a4v MOJB30BATENIO; : ]
. HobapneHue IKypHamop K 3a7ad9aM, BKIIOYAS BIOKSHWE B B
JKYPHAIEI 33713, 2 | ;
. HobaBrnenne HabmogaeMsIX B keiic; . _
. Hcenonaenne Cortex mpoTHB: KeifcoB, 38149 H *KYpPHAIOB 3a71ad;
* - Y[aneHHe KelCOB TOMBKO AIMEBHCTPaTOPAMH.

| TONB30BATENIBCKHX HONeH, oroOpaxaTh HabIogacMule OIIOBEIICHHS, |
‘IOKA38TH MTOXOMKHE KeHChl, : _
MMropT  omoBeHIeHWS B KauecTBe IyCTOrO Keidica wum




|* Ouzepbl  MOIYT ObITh HAWHCAHEL HA JHOGOM  s3BIKE

Pa3JIe.JI TTaHC/IH HHCTPYMECHTOB JOJIKCH IIO3BOJILTE:

Kouurypanun),
Ounepol. ‘
. DuepEl - 9TO BHEIIHAE HHCTPYMEHTEL IPe/IHA3HAYCHHEIE I |-
orupaskH onoBemeHuHit B CHeTeMy ¢ ucnonbszoparmenM APl REST,
ripemnaraeMbeix CHCTEMOI

IIPOTPaMMUPOBAHHMS, €CIIH OHH MOI'YyT Hrpars ¢ API Cuctemsr;

. @uepr MoryT OBITh Hamwcansl Ha Python.

169. Bo03MOXHOCTH IIOHCKA. :
Pasmen momcka JoioKeH HO3BONATL HCKATH GHE,ZI,'YIOIHHG 06’561{TBI c
HCIIONE30BAHHEM JITHAMIFICCKIX (I)OpM '

. KeHCBI

. 3anaum;

. HabmromaeMmbie;
. AKypransr,

. OnoBernenus.

170.  VH(OpMaIOHHbIE TAHETEH,

{o CO3/IaHYe TMYHBIX HAHENCH UL KaX/I0ro IONb30BaTe]I;

. Co3aHpe OOMHX IaHeNed MOHHTODHHTE, BHJIHMBIX /IS BCOX|
| HonB30BaTenelt; :
. no6aBneRne  BHKETOB Ha HH(I)opmauHOHHHe OaHeM ¢
ACIIONIL30BAHHEM BO3MOKHOCTEH 11ePeTaCKHBAHI, :
. CO3ZIaHAE BH/DKETOB, HANCICHHEIX Ha Haﬁmo,ueHHﬂ, 3a84H, |
Ha0II0AaeMEIe, ONOBCICHNS, 3aAHA, :

. HACTPOHKA BHIKETOB B IPAHYIAPHOH MaHepe

171. A;LMHHHCTpﬂpOBaHHe

IlabnonE! KelfcoB: )
. Coznanne mabmoHos /i KeHcoB;

. Nobarienure 3aa4 B MabIOHEI,

*  [lobapcHue METPHKH B HIAGIOHEL;

. JloGapleHne HACTPAHBAEMBIX TIOTEH B MIAGTOHEL,
. OmnpegesieHne SHaYEHUA IO YMOTMAHHIO OIA HONB3OBATENBCKHX |
oy, METPHK H 33734, . ' '
. DKCHopT ommpesiesIcHui mabiloHoB Kelicon;

. HWmnopt OHpBILGJIGHPIPI mabIoHOB KEHCOB.

MeTpuku:

. (CInicoK H Co3JaHue METPHK.

Hactpansaemele mos:

g Co3jigHue HACTPAMBACMBIX IOITei;

. O6HOBJIEHYE HACTPAMBAEMEIX IOJIEH.

Ilosmp3oBaTemu:

» Crcok nonn3oBarenci;

. - Co3panne/peakTHpOBatMe MONE30BaTENCH;

* . YcTaHOBKA IAPOIS TONE30BATCILL,

. Yeranoska kimroda AP oassosarens;

. Otmena kmoya API mone3osarens;

. broxupoBKa 1oNR30BaATEI.

Hla6none1 oTYeTOR aHANH3ATOpA:




[ 172. I/IHTeraJ_[PIH Cortex.

1173. Murpauus 6435l JaHHBIX. , -
[TInaropMa IO pearHmpORAaHHI0 Ha wargnentst - UB  nomxnal
|IIPEAOCTABIATE MEXaHU3M 1ng o0noBnenus 0assl JaHHBIX Elasticsearch|

10, Ceasp  cepsepa ympapmenus ¢ B/l ocymecTBngercs o
| | 3AITHINEHHOMY COEIHHCHEIO;

[11a6i10HEL OTIETOB I/ICHOJIBB}’IOTC}I TSt 0T06pa)KeHH$[ HGOGpaﬁOTaHHBIX
otyeron u3 Cortex B ynoSouraTaeMOM cbopmaTe

. HMIIopT KOPOTKUX ¥ MIMHHEIX OTYETOR,
. Hactpoiika KOPOTKHX H JNHHHBIX OT‘:IGTOB )J;JI;{ Kamoro
aHaIu3aTopa.

Inardopma mo pearnpoBaHuIO Ha UHIHICHTE] I/IB chom)aye"r Cortex |
AOCTYTIE K aHAIM3ATOPaM U PECHIOHICPaM; - :
*  AHATM3aTOPEl MOTYT OBITE 3alyINEHbl IPOTHB Haﬁmo,uaeMLIx
9To0El  nmonywaTh: Oodee HOupobHYR - HHGOPMANHIO O  NaHHON|
HaGIFOIaeMOTH; ' . : |
. OtseTumky moryr OBITH 3amylleHsl HA Coydad, 3a71aqu,
| Hab:moAaeMble, AKyPHAILL H OHOBEILEHHS JITS BEIIOTHEHHS ACHCTBEL;

. OmuE I HECKOIBKO SK3EMILIIPOR Cortex MoryT OBITH CBA3GHEI ¢ |
Cucremoii.

IyTeM KOIHPOBAHUS MHEKCA ¥ BHECEHH B HEro npeodpa3oBaHiit.
Tpebosanus Kk cucTeMe 3aIMUTD! non
TpeGopanus k cucreme yl’lpaBJIeHHH
CepBepnas yacrs
1.  Cucrema YNPaBNeHds NOJKHA GBITH PEaNH30BAHA B BHIE BeEO-
KOHCOJM, IIOJNEPKHBATL BCE aKTYANIDIBIE Bepcud  OpaysepoB H He
TpeQOBATL  JIONOJHUTENBHBIX  KOMIOHSHTOB I OCYINECTRICHH ‘
AJIMAHFCTPATHBHBIX 337144, B "
2. Crucrema ynpapnenns Moxker OBITh YCTAHOBICHA Ha cepBepax mox |
yrpasneaaem Windows (2008 /2008 R2, 2012 /2012 R2, 2016 64 Gura);
3., Crctema yrpasienyus MosxeT OBITh YCTAHORIICHA Ha CepBepax 1o
yupaenenueMm Linux (RHEL 5, 6, 7 - Bce 64 6uta);
4. Kaxpiii ceppep: yIpaBieHus IOIKEH nomepmmaarb no 30000|
34LIHINACMBIX Y37I0B;
5. XpaHeHHe BCEX JAHHLIX CHCTEMEI ynpaBJIeHm ocymecTBJmeTcsI BO
BHemHel BJI; . 7
6.. [opmepixka Microsoft SQL B xauecrse B,I[ (Bepcm«l 2008 -/ 2008
R2,2012, 2014, 2016, 2017, RDS);
7. Ionnepixka Oracle B xauectse B[ (sepeun 11g, 120)
8.  Tomaepxka PostgreSQL B kauectse BT (Bepcuu 9.6, 10);
9. PaGora ¢ Be6-KOHCONLIO YUPABICHHS - OCYINECTBIAETCS moj.
3aIHMERHOMY coeHern:o (SSL);

11, TloawimodeHne cepBepa YIPaBIeHH K BA AOIKHO nomepmaa’ra .
JIOMeHHyIO ayTeH TH(HHKAIHIO,

12. Ceprep ynpaencnms JOIDKEH MMCTH BO3MOXKHOCTE JIOKATBHOIO
XpaHEHHS BCEX BCIIOMOFaTENBHBIX KOMIIOHEHTOB (areHTm, ux GHHApHELE
OOHOBNEHUSA | T.1.); , ‘

13, Cepeep ympaBicHHS [OIKEH HMETH - BOSMOXHOCTE 3arpy3m
AOTOTHHTE/IBHBIX KOMIIOHEHTOB, HEOOXOMMBIX [/ YCTAHOBKH Hi HOBEIC




CHCTEMEL 13 IJ06AbHOTO NeHTpa 0GHOBIIE T,
14, CepBep ympapicHHS OIDKEH HMETb LOANCPKKY TeHepaliu|
CHENHANBHBIX CKPUOTOR UL ABTOMATHYECKOIO pasnopafmaanna areHToB |
nox naarhopmel Windows; -

(15,  Cepeep ynpapieHus [OOIDKEH HMETE TIOIEPHKKY reHepaunﬁ

CHOCLRANBHELX CKPUIITOB IUTH dBTOMATHYECKOTrO pasBopaqHBaHHﬂ arcHTOB
1104 naathopMer Linux;

16.  CepBep yHpaBieHHS NOIKEH HMETh IOANEDIKKY reHepai_um
CHCHUANBHELX CKPUITOB AL aBTOMaTPlTIeCKOI‘O passopatMBaHHz ATEHTOB
O TAT()OPMEL Solarls'

17.  Cepsep ynpaBiIeHAs HOJKeH IIO,ILI{ep}KHBaTB TIPSMYO HHTerpaumo
¢ cuctemoit VMware vCenter (¢ Bepcuu 6.0 u Bemite);

18.  Ceprep ympasrncuus nomkeH NOANEPKHBATE paboTy ¢ 60nee qem|
onurM VMware vCenter; .
19.  Ilpm pabote ¢ VMware VCenter OTCIICKUBAHTE BCEX HU3MEHCHUI B

 HEQPACTPYKTYDE HOILKHO HpOI/ICXOII,I/ITB B PeXHME, OIIH3KOM K PEATLHOMY |

BPEMEHH; :
20. CepBep yInpaBiieHHS JOIDKCH HO,Z[,[[ep}KI/IBaTB npsmyro HHTCTPATHIO

{¢ cucremolt VMware NSX (Bepcun 6.3 did BoIme);

21.  Pabora B Oe3ar€HTHOM PEKHME JOKHA OOGECIIEUHBATLCS TOIBKO
OHEM BHPTYRIBHBIM YCTPOMCTBOM I PEATHIAMHE BCCX 3ANTATHBIX
bymxupii  (aHTEBEpyCHas  3alMTa, CceTeBasd samuTd, KOHTPONb
IETOCTHOCTH); . ' _
22, lipm pabore ¢ VMware NSX Standard (GecnnaTHolf BepcHeit),
CHCTeMa HO/DKHA MMETH BCTPOCHHYIO JOTHKY JUist KOM6HHHpOBaHHOH -
zamurhl {(6e3areHTHO | ¢ JIOMOLIBIO aICHTOR)

23,  Cucrema JomxHA HOAZEPIKUBATE paﬁOTy ¢ VSphere Distributed
Switch (vDS); :

24, Cuacrema ynpasnenns J0DKHA nomxep)KHBaTB THOKYIO POIEBYIO
Mozens (RBAC) ¢ BOSMOXHOCTEIO HeTanbHOH HacTpOHKH 06actedl m
1paB paboTHL ¢ HUMH; _ -
25.  CHcrema IOIDKHA I0OIEPKABATS PEXKHM AETETHPOBAHHS DA,

26.  CrcreMa JODKHA OTCISKHBATD H $buxcrpoBaTk Bee pelicTBAA IpH
pabore ¢ Helf, a TaKKe COXpaHATs TOAPOGHBIE CBEASHHS ITO. KAKIOMY U3
HHX (HANpUMEp, KTO H KOCAa BHEC M3MEHEHMS B TOMHTHKY, MOCIC Yero
BOSHHKIM 1poGieMs! ¢ paborolt Gu3HEeC-cepBuCa);

27. Cucrema yIpPaBICHHS [ODKHA HMETH BCTpoeHHLIe cpe,z:CTBa

ONOBELICHASA 06 YIpo3ax ¥ HHIMLEHTaX Yepes [NOUTy;

28.  Cucrema ynpaBneHHS JIOJDKHA HMMETh BCTDOCHHBIE lcpe-,HCTBa
onopenieHAs 00 yrposax u HHIHAeHTax B SIEM crcTeMEr ¢ NOJIEPAKKOM
CIeNyIOIEX TANOB popmaror: raw syslog, CEF, LEEF;

29. CucreMa [O/KHA —NOANEDAKHBATH  OTHETBHYIO - HACTPOHKY

Tepe/ayy WHIMACHTOB B CHCTEMBI KOPPEIANHH coﬁbrmpl (SIEM) mna

KaXI0r0 MOAYJIS 3aIATEL B OTAEABHOCTH,
30. © B cucreme nomkma  GeITh npexyc*vapeHa HHTerpaulm co
CTOPOHHHMH CHCTEMAMH MACHTH(MKalHH Ha ocHOBe SAMIL 2.0
(mamprmep, ADFS, Okta, PingOne u nip.); , '
3. Cmcrema [OmKEZ [OANEPIKHBATH paGory ¢ - LDAP pgma
CUHXPOHH3ALME JaHHBIX 110 MAIIHHAM;




| cHcTeM; : :

38.  Cucrema ynpaBHeHHﬂ JDOKHA HMETh BO3MOMXHOCTH DPYYHOIO|
cOpoca arenta (OTK/HOUCIHE IONMTAK, OTBA3RIBAHAC OT CHCTEMEI
YIPaBICHUA);

|oOBeMECHES | 3aIlMINAEMBIX CHCTCM B IPOH3BOILHEE rpynnbl o
| MHpoxoMy HaGopy IPU3HAKOB (YCITORHIL); :
140, CrucTeMa. JIOIDKHA MMETh BOBMOXKHOCTE ABTOMATHYCCKOIO

| OTKITFOYASMEIE TONBKO H3 KOMAHTHON CTPOKH {BKIIOYA NAPOIb);
[47.  Arent DOMKeH HMETh BO3MOXKHOCTH YCTAHOBKH 0e3 NEPBUYHOHK

32, Cucrema ' MOJUKHA —MOOMEPKHBATH pabory ¢ LDAP mmal -
obecrieueHus 10CTyNA AOMEHHEIX 110JIb30BaTE]Iel K CHCTEME; '
33. PaGota ¢ LDAP no/nxkHa paboTaTth B 3ammﬂ;elmom pexuMe
(LDAPS, StartTLS); :

34, Cucrema YyUDABNEHHS JIOJUKHA WMETH OTKPEIThIA API A
HHTCTPAIMHE CO CTOPOHHHMHE CHCTEMAMM :

35. Cucrema obHOBmeHHIt mOmKHA HOZUE[ep}KHBaTB Hepapxmo piu{
HCTOYHHKOB PAacIpocTpanesis 0OHOBICHE; )
36. - CucreMa ympaBiicHHs NOODKHA HMETh BO_SMO}KI-IOCTH 3a0yCKa
IPOBEPKH OTKPHITLIX TIOPTOB IS Moxyms MCD;

37.  CHcreMa ynpaBlieHuA [IOJKHA HMETH BOSMOXHOCTH DYYHOro|
3aIfyCKa TOJNHOH H Onicrpoi aHTHBprCHOH HPOBCPKY  3AIAIMACMELX

39. Cucrema ynpaBicHHS JO/KHA WMETH - HHCTDYMEHTHI i

HIPAMEHEHN PeIeBAHTHEIX [EJEBEIM CHCTEMAM HaGopOB IpaBmi 3aIUThLL
Ha OCHOBE PACIIAPEHHOTO CHWCKA YCIOBHH W coOBITHI (MamwuHA
IOABHIIACE B HHPACTPYKTYpe, MAINHHA IEPEMECTHANACE ¢ XOCTA HA XOCT,,
MampHa BKIIOYHIACh, ¥ MAIOMHEL POR30nITa cMena IP),

Moaynau PE3HAEH THOM 3AIMUTLI (A eHTH) -
41.  AremT [JOmMKEH paCHPOCTPAaHATECE B BHAS MB,I(CI/IM&T[LHO .
oGnerdeHHoro spa (Ge3 QyHKIMOHANTEHEX MOTyIeH);

42.  Arest TOIDKEH 'HMETH BO3MOXKHOCTE IOATPY3OKU
(l)yHKI.II»IOHaJIBHIaIX MOTyIcH ¢ cepBepa HA OCHOBE BIIKOYSHHBIX
SAIIATHEIX )YHKIMH I MOTHTHK, : : :

43, ATeHT JOIKCH HMETh BO3MOXKHOCTE 00MEHA JAHHEIMM ¢ CEPBEPOM |-
Kak B JBYCTOPOHHEM pexMMe (KaK CcpBep,. TaK H areHT MOCYT
WHANAKEPOBATH COSIMEEHHUC), TAK H B OJHOCTOPOHHEM DEXUME {TONBKO
CEPBEP, UM TONBKO aI€HT MOXKET HHHIHHPOBATH COEHHEHHUE);

44.  AreaT JOKeH HMETh BOIMOXHOCTH paGOTEHL. ¢ MOTHEIM
COKPBITHEM TpadHIecKOd 9acTH; -

45, ATeHT JOIKCH IONISPIKMBATE YIIPABICHHE H3 KOMAHHOH CTPOKH
46. © ATEHT JO/KEH HMETH BCTPOCHHBIC MEXaHH3MBl CaMO3aIlHTHI,

IPHBA3KK K CEPBEPY YHPABNEHHS (A1 BKIIOYEHHS €TI0 B CTaH/APTHEIS
WIA0JIOHB] BUPTYAIBHBIX MAITHH U YCTAHOBOUHEIX 06pazos);

48.  AreHT JOWKeH MMETh BO3MOXHOCTH IPHBS3KH K cepBepy
YIOPaBIICHHUS ¢ TOMOIIBIO HECTPYMEHTOB KOMAHTHOH CTPOKH;
49, ATEHT JOKEH HMETh BO3MOMHOCTH aBapHHHOFO cOpoca ¢

IOMOIIEIO HHCTPYMCHTOR KOMAHIHOM CTPOKH.
l'[o,r.mepmnBaeMble naTdopmsel (areHr) - Wmdows
50. Windows Server 2003 R2 SP2;

51. Windows Server 2008/Windows Server 2008 R2;




52. Windows Server 2012/Windows Server 2012 R2;
53. Windows Server 2016;
54. Windows Server 201 9;

Ilogaep:xaBaemere miardopmnl (arenr) - Lmux
55. Red Hat Enterprise Linux 5/6/7;

156, CentOS 5/6/7;

57. Oracle Linux 5/6/7;

58. SUSE Linux Enterprise Server 11/12/15; o

59. Ubuntu 10.04 LTS/Ubuntu 14/Ubuntu 16.04. 1/Ubuntu 18.04; -

60. Debian 7/8/9; ’

61. Cloud Linux 6/7/7.1;

Tpebopanus K 3amuTe 0T BpeJIOHOCHOFO KOJa

O01nme TpeGoBanus .

62.  AHTHBHpYCHAs 3aImuTa C UCTIONB30BAHKEM AFCHTOB

63.  Pabota aHTHBHpPYCA ¢ HCHOIL3OBAHHEM penyTaImOHHon OLCHKH
("nerkue arenrTs"); :
64.  Ilposepxa penyTanun no KPHTEPHAM . TIo0aIBHOR

PacIpocTPaHEHHOCTH 0OBEKTA M IHCITY 3aIYCKOR; _
165,  Pabora .anTuBMpyca ¢ HCIONB30BAHHEM KHACCHYECKH MOICHH |
| OIEHKM YTPO3 10 CHTHATYPaM Ha CAMUX areHTax (Juif Hsonprpop,aHHbe :

cHCTEM);
66. Pabora ¢ wmcHmons3oBaEueM Oe3areHTHOH TEXHOIIOTHH B Cpefie
Vmware (vShield Endpoint); _
67, Vicnionp3opaniye . Oe3areHTHBIX CPEACTB A nexyOnHKaHH
IPOBEPKH (aiinos B 663&I‘BH'I‘HOM pexmMe (KSLIMPOBAHNE B cpene|”
Vmware);
68.  Hacrpoiiku cpoka jKM3HE Kella H HCIJIIOUCHHAS [T 6esareHTHop1'
IIPOBCPKH; :
69.  Bo3moxmocTs  m3BIcucHHMs — OOBEKTOB W3 KapaHTHHA
AIMHMHHCTPATOPOM Kak B Clly4ae areHETHOM 3aI[HTEL, TAK U B GesareHTHOM
PeXHMe; . .
70.  AHTHBHpYCHAs 3aIMTa B peaJIBHOM BPEMEHH JiI1 CHCTCM nox |,
yipasnerneM Windows; :
71.  AuTMBMpyCHAd 3alllMTa B PeabHOM BPEMEHH JUIS CEPBEPOB IOR| -
ynpasnenreMm Linux; - -
72.  3amyck aHTHBUPYCHEIX POBEPOK II0 PACIIHCANMIO I CHCTEM nog
yropasnenreM Windows; ‘ '
73.  3amyck dHTHBHUPYCHBIX IPOBEPOK 1O PACIHCAHHIO )111;[ CHCTEM IIOZK

| ynpasnenuem Linux;
174.  Bamyex AHTHBHPYCHEIX IIpOBCpOK prqHyfo JUIT CHCTEM TMOH

ynpaeneHaeM Windows;
75. 3amyck AHTUBHPYCHBIX IIPOBEPOK prtmylo JUIS GHCTCM TMOX
yIpaBieHHeM [inux; .

76.  BO3MOMHOCTL 3aIaHHs BPEeMEHHBIX TPaHHUI  aHTHBHAPYCHOH
IPOBEPKH (KaK BpeMd CTapTa, TaK I BPCMs OKOHYAHHL); '
77.  BO3MOXHOCTE 3a/IaHuA PEKHMOB IIPOBEPKH B PEATLHOM BPEMEHH
(3anmuce/yTeHHE, TONLKO 3AIIHCH, TONBKO YTEHHE);

78.  OOGecnedenne KOHTPOINS [IAMSTH IPH HCIOMb30BAHAR areHTOB

79.  llopeneHueckud aHATM3 1S BEIABTEHHS HEH3BECTHAIX yIpo3s IIo




W

81.  ApTOMATHYECKOE CO3NaHHE PE3EPBHBIX KON JOKYMEHTOB, B

 halinos;
83.  BruieneHHE YI3SBHMOCTEH B ,ZI;OKyMeH’I‘aX‘ _
84.  Hmrerpaimus ¢ CHCTeMOM IHHaMHYECKOTO aHATA3A ("mecounnmeif")|

| U5 Tepesiaul IIONOSPHTENBHEX 00LEeKTOB Ha TPOBEPKY ¥ IMOCACTyIOnlelt

188.  BosmoxaocTe 3agaTh IuyOHHY BIOMKEHHOCTH apXWMBOB jyisl|
| poBepxw;

91.  BosmoxmnOCTE mpoBepkH OOBEKTOB BHYTPH JMoKyMeHToB Office

92.  IIpoBepka CETCBBIX NANOK;

97, Hactpoifka MEOIOIOTOYHOM aHTHBUPYCHOMN IPOBEPKH;

CIIemA(QAUSCKIM TPH3HAKAM; , J
80. 3ammra oT mEQPOBANLIIMKOB Ha OCHOBE  CHCTEMHOIO
OTCIIEKHUBAHMA MTONEITOK 3aIMAGPOBATE JaHHEE, '

OTHOIICHMM KOTOPbIX OBUTH 3aMeYeHEl MONBITKH WX 3aHGPOBATh, o
TAOKE HX BOCCTAHOBJCHHe IOCTE OYHCTKA CHCTEME OT CHEIOB| ™
mudpoBaisIKa;

82. - OueHka yrpo3 mo MozenH MAITHHHOTO 06yquH;1 bila] 3anyclca'

1X OIIOKFMPOBKH Ha OCHOBE BepIUKTa "ecodaruI";,

85,  3amura ot mrmonckoro 110; :

86. Bo3MOXHOCTD 3aaTh MAKCHMATIHHEBIHN pa31v1ep TIPOBEPAEMBIX
thaiinos;

87.  Tlposepka GafiloB BHYTpH apXHBOB;

80.  Bo3MOXHOCTE 3a0aTh MAKCHMATIBHOS KOIAYECTBO M3BIEKACMbLX
U3 apXuBa 00BCKTOB /I IPOBEPKH;

90.  BO3MOXKHOCTE 33[aTh MaKCHMAIBHEIL pamMep Ka}moro (aitna npa
U3BICUCHHH 13 apXHBa 00BEKTOB IUIS [IPOBEPKH;

(OLE);

93.  Bo3MOXHOCTH SBHO 33[aTh BKITIOYAEMBIC U3 NPOBEPKH ILAIIKA M
daitsr;

94, B0o3MOXHOCTE SBHO 3a74TH HCKﬂ}orIaeMBIe Hz HpOBepKH TIAIKH,
adiins, paciMpeHns, IPOHECCHL;

95.  BosMoxHOCTD paborare c FOTOBBIMH CIUCKAMHE
BKITIOYAEMBIX/UCKIIOYAEMEIX AN - [EPOBEPKH 00BeKToB,  "TOOHI
TUPKHPOBATE HX [N PasJHYHBIX TPV  SAIMINAEMEIX  CHCTEM
(TEpaXUpyeMBIE CITHCKHA); o
96. Hactpoiika MaKCHMAIBHO IIOTpGGJIHeMOI‘O IIPOLIECCOPHOrO |-
BPEMEHH aredTOM JYL1 PyYHBIX U [IIAHOBEIX MPOBEPOK;

3amuTa 0T MOJKIIOUCHHH K BPEJOHOCHBIM Be6-y3iam -

98.  bnoxuposanme IOCTYNa K BPENOHOCHEIM PECYPCAM Ha OCHOBE
PEIIyTalMORHOM OLIEHKH B PCIKHME areHTHOM 3aTuiThL;

99.  BroxmpoBaHHe JIOCTYIIa K BPEIOHOCHBIM pecypcaM Ha OCHOBe
PEIYTalMOHHOL OLCHKY B pexume GesarenrHol samutsl (VMware);

100. Hactpoiika WOPOTOBBIX  SHAYCHWH  mrs- peryiaupoBamus
YYBCTRUTEINBHOCTH CpabaThIBaHus GlOKUPOBKH; o
101. Boe3MOXKHOCTE “HACTPONKH  BEIBOJMMOTO  COOBIHEHHS | py
OI0KHpPOBKE;, | I ,

102. Bo3MOXHOCTH  yKasaHHSA NOPTOB NI MOHHMTOpHHTA Bel|"
GKTHBIOCTEH; .

103.  BosmoxmocTs BemeHmsa "u€pHeix" u "6enbix" cmmckor mo URL




2N
¢ :
R

(Beck nomen, URL, 10 KIF0OYeBEIM ¢I0BaM);

104.  Vcnonpsopamme xax 1v106aIBHOTO LgHTpa A8 00paGOTKY, Tak |
paboTa gepes JOKAILHO YCTAHOBNIEHHBIC IPOMEXKYTOUHBIE 06paGoTaiK
105.  Bosmoxmocts BbiGopa paboTsl ceTEBOTO ARHKKA - mhne Wi tap

| (Zing TECTOBEIX 3a1ay);

Mesxcerepoii 3xpan yposus yina

106. Iommepixa paboTer Ha 1.2; }
107.  Ilompeprka paboTE! ¢ 3aronoBKaMu 4 dpelivamm;

108. Tlogmep:xka paGorTe: Ha Gase areHTOB;

109.  Tloxnepxxa paboTel B Ge3areHTHOM pexume (V. Mware),
110. Hammuie IpeayCcTaAHOBICHHEIX IPaBHIT;
111.  Ilomnepxxa obHapyxkenws PA3BEAIKH - CKAHUPOBIHHE HOpTOB c|
BO3MOIKHOCTBIO YKA3AHUS JHAIA30Ha,;

112, Ilopaep:xka obHapyxeHus passenxs - OS Fi mgerprmt

113.. Tlommepikxa oOHapyeHHS pasBEIKH - AHOMAILHLIE TCP-
aktEBHOCTH (null scan, SYN FIN scan, Xmax scan);

114, TIlomnepwxka oOHapy:KeHHS pasBEIKH - BO3MOSKHOCTD cos;[aHH;J: .
HCKJEOUCHMY 110 HCTOYHHKAM;

1115,  BosMmoxHOCTS HACTPOHKH H3OMALKA HHTep(beHCOB
1116. Ilommepxxa stateful inspection;

117.  Bosmoxuocts paboret MC3 mo pacmucanmio;

118. BO3MOXHOCTE cﬁbpa IAHHELIX IAKETA JJI1 PACCIICIOBAHNS;

119, Pabota ¢ moasep:xkoH KOHTEKCTa (CETeROE OKPYIKEHHE);”

120, Bo3smoxHOCTH BLIGOpa paGoTsl CETEBOTO TBIDKKE - bypass (fail
open) unu 6;10kupoka (fail close); _
121. Bosmoxnocts BeI0Opa paboTh! CETEBOrO ,ILBH}KKa - inline wm tap|
(IU1A TecTOBBIX 3a0aY); _ '
122. BO3MOXHOCTR VKA3aHHS MAKCHMAJIEHOTO GHCJI  COSHUHCHUH |
(TCP UDP, ICMP),

123, Bo3MOXHOCTH 3aJaTh TaliMAyTHl IS PasTHYHEBIX COCTOSHHMM|

ceTeBrX ceccuit m agoMamait (SYN_SENT, CLOSED, CLOSING, ACK 7
STORM, ESTABLISHED #u mpyrux); ,

124,  BnoxupoBKa COSAWHEHMH ¢ HIESHTHIHEIMY 1P mis SRC m DST;
125. Bo3smoxnoCcT HacTpolkw 3anpera Ans Null IP;

126. BosmoxaoCTs "THXOTO" cBpoca TCP COEMHCHHS,;

127, Pexmu bypass 1yt Cisco WAAS; :

128.  Bo3smoxHOCTH HACTPOHKH cbpoca COeNUHEHHA /i TAKETOB G
,I[YGJIPIP}/IOIIII/IMHCH WM  IepeKPHIBAIONIMACS JARHBIME  (evasive
retransmit); - ' '

129. BosmoxuocTH [IPOBEPKH TCP Checksum; _

130. DBosmoxuOCTH  HACTpOitku MHHFMaTBHBIX  3HAUCHWH i
| GparmenTos maxera (fragment offset & size); -

131, BO3MOKHOCTH HACTPOMKE MHHIMATHHEIX 3HaquHH JUIst SSL
cecerit (time & size);

132.  BO3MOXHOCTH cOpoca HEM3BECTHOTO IPOTOKONA st SSL Tpaduxa
133, BosMmoxHOCTH QMIBTpaLWK TYHHENEH (IPV4 IPv6);

134 BoamoxuocTs bypass aima MAC aJ[pecoB, He. omocﬁmprxcz K XOCTy.
IpenoTspamenne BTopAeH i YPOBHA Y312

135.  3ammra or ysssmmocredt 3 OC Windows, Linux, Solaris (c




HpHBﬂBKOfI K KOHKPETHLIM YA3BHMOCTSM ¥ alccmxomam) T.H.
"BUPTyabHBIH maTIHHT";

136. 3ammra ot yasBEMOCTEH npuknagHoro 110 (c TIPUBASKOH K
KOHKPETHEIM YA3BEMOCTAM U OKCIIOHTaM) - T.H. "BUPTYalbHEIA
naT4uHr’; : o
137, IlpaBuna oGHAPYXCHHS U NPEIOTBPAIEHIA VA3BUMOCTEH NOJLKHEL
HMETh CCHIKH Ha TIobaibHble 5aswl 1Mo YASBUMOCTSM /14 COIIOCT&BJICHHSI
pesyneTaros (Hanpumep, Mitre, Microsoft);

133. Bo3moxKHOCTH OII0KHPOBKH MPHKIIE/HBIX npmmmemm HA CETEBOM
yposue (network application control), : _ o
139. Hanwane MEXaHH3MOB 3aIIATHI kmacca WAF B coCTaBe peIIeHHS |-
(zammra or XSS, SQL injections) ¢ BO3MOKHOCTLIO HachonKH
napaMeTpos; '

140.  Tlopaepskka pabors! Ha 6ase AreHTOB;

141. Tomaepxxa paGoTs B GesareHTHOM pexaMe (VMware; 663
BO3MOMHOCTH BCKPHITESL SSLY;

142, BosmoxsOCTS BBIOOpPA pe}I{HMOB paboTsi - (Hpeﬂ;OTBpameHHe WA |-+
oGHapyxeHue) Ha yposHe Momyns HIPS IETAKOM;

143.  Bo3MOXHOCTE BHIGOPZ PEXHMOB paboThr (npe,uompameﬁne 140154
1 OOHAPYKCHHE BTOPIKEHNUH) Ha YPOBHE OTACIBHBIX IIPARKIL momyng HIPS;
|144.  BO3MOXXHOCTH IpPOBEPKH (AyIHTA) 3aMMINACMBIX CHCTEM B
ABTOMATHIECKOM M PYYHOM PEKUMAX M BEIABISHHA CIAOBIX MECT u
yA3BAMOCTeH B mpEIOKeHusXx B OC ¢ BOIMOKHOCTBIO IoCenyomed |
aKTHBAIHHU COOTBETCTBYIOUMX paswwt HIPS (unu srijaun pBKOMeHHaHI/IH
TI0 ¥X MICIIOIB30BAHHIO) /YISl YCTPAHCHHS HANJEHHEIX IPobiem;

145, BO3MOXHOCT aBTOMATHUECKON IIPHBAKU/OTKIIOUCHHS IPABHI,
IIOJYYEHHBIX B De3yNbTaTe aBTOMATHYECKOTO IIOMCKE YS3BHMOCTEH, K
L(CTICBBIM 3AIIHAINACMEIM CHCTEMAM ML MONATHKAM TS HHX;

146. Pabora - aBroMaTWUeckoro momcKa  ys3BEMOCTel  uepez|
INAHAPOBIMKA  3a4a4 AN  ONTHMH3aNAH  waGopa  mpasmi
oCHAPYKEHHS/TIPEOTBPAIICHHS  BTOMKESHEIL (oTkmIOYeHWe mpaBHI i
YASBHMOCTEH, YXC 3aKPHITHIX PEANbHBIMA MaT4aMH OT IpOH3BOUTENeH
CHCTCM M IPHIOXKCHHI, BKIIFOYEHHE aKTYalbHBIX IPEBHJI 110 HOBHIG
HaHTEHHBIC YHM3BHMOCTH, €INE HE 3aKpBITHIC PEANbHBIMA TATYAME OT
IPOH3BOAUTEIICH). _ ’
Koartpoas mexocTHocTn

147.-  Bo3amoxkHOCTEL paGoTE] KOHTPONS NIENOCTHOCTH ¢ HOMOHJ;BIO aresTa
(Windows, Linux, Solaris, HP-UX, AIX);

148, Bo3MOXKHOCTB .paboTEl KOHTPONS IENOCTHOCTH B O€3areHTHOM
pexuMe Uepes uHTerpaEo ¢ VMware (Toasko. Windows u tomsko s
Gbaiinor/nanox), _ 4 _
149. Hcmoansopanue Oe3areHTHBIX CPEACTB IS ,ne):[YSJIHKauHH'
mpOBRePKE (alinoB B Oe3areHTHOM pexuMe (KBIIHPOBAHHE B CPEe
Vmware); |

150.  Hacrpofikir cpoka JH3HH Kella H HCKTIOYEHWS IS 6e3aTeHTHOH
OPOBEPKH; . _
151. Hanmume MexanmsMoB MO_HHTOpH_Hl"?. IEIOCTHOCTA ailiior u
NATOK; - _
152. Hamuame wmeXalm3MOB MOHHTOPHMHIZ WENOCTHOCTH Konodett




peectpa;
153,  Hammume MeXaHM3MOB MOHHTOPHHTA IIEOCTHOCTH CIyxO;

154, Hamraue MEXaHu3MOB MOHUTOPHHTS HEIOCTHOCTH 1IOPTOB;

155. Bo3MOXHOCTH OTCHCHUBALHS Hsmeﬁe}mﬁ B pexcnme PEAIBHOrO
BpeMeny;

156,  BoO3MOXKHOCTS OTGJIG}I{HBB.HM H3MeHeHnH B pexaive heartbeat; -
1157.  B03MOXHOCTE OTCISHKUBAHMS H3MCHEHHH B PYIHOM PEMHUME;

158. HCHOJIBSOB&HI/IG ITAIOHHLIX HMCTOYHHUKOR LIS $opmupopanus
HAOOPa JTOBEPEHHEIX H3MEHEHHIH (norcanz,}rme MAIHHEL THOCANBHEIE Ga3hl
"OenBIX OpHIoKeHui); -

159.  Bo3sMOXHOCTE BHIGOPA THIA XEIIa (SHA-1 wmm SHA~256)

160. BosmoxHOCTS BEIGODA aTTPHOYTOR 15 KOHTPOIIA CYIHOCTEH;

161. BosMOKHOCTH IIDOBCPKH (ay[HTa) SAUINAEMEIX CHCTEM B
aBTOMATHUCCKOM M DYIHOM PEHMAX AIs nozGopa PeNIeBaHTHBIX NPABHII
KOHTPOJIH USTOCTHOCTH M BO3MOXKHOCTBIO TTOCHCAYIONISH aKTHRAAE YTHX

(TIPABHI (FUIH BENAYH PEKOMEHIAIHIA 10 HX BKIFOUEHHIO);
(162. BosmoxaOCTS aBTOMATHYECKOH HpHBHBKH/OTKJHOTIeHHH '
| IPABHIL, TIOMYHEHHBIX B PE3YIILTATE ABTOMATHYECKOTO IOUCKA, K IICTEREM

3ANMINAEMBIM CHCTEMAM WM TOJHTHKAM AT HAX.
KonTpoas cobbrTmi : .
163. BosmoxHOCT:E paGoTBI MOAYNS H3BICUCHHS K Hopmannsaunué
JIAHHBIX JKYPHAIOB C MOMOILIBK areHTa (Wlndows Linux, Solaris, HP-| -
UX, AIX); B
164. Mexanusmbl  paboTEL MOZIyJIsL H3BJICYCHUS M HOPMAIH3allud
JAHHBIX JKYyPHAROB UL CTAHJIAPTHEIX THIOB CHCTEM (eventlog, snort,
syslog u apyrue);

165. Pafora mpaBHn Momyns H3BICYEHMS W HOPMATH3ALHH MZHHBIX |
AKYPHAJIOB Ha 0CHOBe culTakcuca OSSEC;
166. Bosmoxmocrs paﬁoTLI C TOTOBBIM HabOpOM ,aexo,u;epc)B TAHHELX |
(regex);

167. Bo3sMoxuoCTs co3iamust cBoero HaGopa ACKOJEPOB  JAHHBIX
(regex); ~
168. BoO3MOKHOCTE CO3JAHHS TIPABHI uepes ynpomeHHLIe CI'pOKOBLIe
3HAUCHHUS MIIA CPEICTBAMH regex;

169. BosmoxHOCTH IIpOBepkM (ay[MTa) 3alIMINAGMEIX CHCTEM B
ABTOMATHIECKOM ¥ PYYHOM PeX¥Max I HoAGOPa PENEBAHTHRIX IPABHIT
MONYIA M3BACYCHHA W HOPMANM3AUMM  JAHHBIX KYPHAIOB WM
BO3MOKHOCTBIO MOCACAYIOMEH AKTHBALMU JTHX npamm (WTH BEDIAYM
PEKOMEHIAHH 110 HX BKIIOYEHHIO); o

170. Bomomocm ABTOMATHYECKOH IPUBAIKH/OTKIIOUEHAS TIPABHI,
HOJIYYCHHLIX B pPE3yIbTaTe aBTOMATHYECKOIO HOHCK3, K MEJeBEIM
3AINUITAEMBIM CHCTEMAM FJIH IIOJHTHKAM 1A HUX,

Kourpos npanosenwuii

171.  BosMmoxHOCTE paboThl -MOAYIL KOHTpOJISI HpﬁJIO)KeHHH C.
HOMOLIBEO areHTa (Windows, Linux);
172, Pexum pabotsl B pesxume "Gerroro ciucka” (sampert sanycxa BCEX ..
TPUIIOKCHIH, He BXOAMIHUX B "GeIbli” crrucok); - ,

173.  Pexnm pabGoTsl B pexkume H36HpaT€J'II)HOI'O 3aIpeTa;

174, Tlonmepixxa texHomorudeckux "okoH" (paspemenne Ha 3aMycK |




YCTaHOBKY 00BEKTOB, CBA3aHHBIX C 06HOBJIeHHeM CPIC’I‘GM H MPHJTOKCHIH)
- GECCPOUHO WITH Ha OrpaHHYeHHbIH MIEPHOJ] BpEMEHH,;

175, Bo3MOXKHOCTH 3alpeTa MM PasPEIeHAs sarrycxa u3 )KypHana
COOLITHI MOEYII KOOTPO/IA IPHIIOKESHHH;

Cpoxk okazanusa ycayr:

- KomnaeceTo (005eM)
3AKYNAEMEIX TOBAPOB,
padoT, yciyr:

1

C matel nogmucanus ,[[OPOBopa no 31 ,I[eKa6pH 2022 ro,ua. ’

| Enpmnng usMepeHnsa:

|,

Mecto nocTaBKH TOBapoR,
BBHIOJIHEHHE paboT B
NIPEJOCTABICHHS YCIIYT:

P.AKToﬁe, IpocHeKT 3 i2-CTpE!JIKOBOI7I miBﬁsﬁﬁ, No60.

Cpox IocTaBKH TOBAPOE,
BBINONHEHKE paboT B
OpeJOCTaRICHHS YCIYT:

let sEBaps 1o 31 ,D;é.KEleS_I 2022 ropa.

¢

Omucanne u Tpebyemsre
QYHKOHOHANBHELE,
TEXHUYECKIE,
KAYECTBEHHBIE M
SKCILTYaTAllHOHHEIE
XapaKTePHCTHKH
38KyIIaEMBIX TOBAPOB:

YCIyr omepaTHBHOrO ICHTpPA HH(i)OpMaHHOHHOﬁ 6e30na0Hocm OI_II/IE

| 6esoracHocTH, Bee MpeiuioieHHBE YCIYIH JOMKHEL COOTBETCTBOBATH

| Kasaxcran B o6nactu undopmanmonnoi GesonackocTs n CT PK ISO/IEC

{obecnevenns Gesomacnoct. CHCTEMbI MEHEDKMEHTE HH(bopmaU,HOHHOH

(Security operation center).

Ob6mmue TpedoBanns Kk Yciayram ,
Venyra  OmEpaTHBHOTO — HEHTpA  MHGOPMAIHOHHON 6é30naCHocm:_
OCYIIECTBIAOTCA Uepe3 umeromeecs y IlocTaBmuka IporpaMMHO-
annapaTHEIC  KOMIUIEKCEI O  MOHHTODHHTY  HWH(ODMAIHOHHOM

HILA IPEBOCX O MAHAMANHLIC X2PAKTEPHCTHKY, YKa3aHHEIE B JAHHOH
TEXHUYCCKON cienuuKaram.

Yenyra o NpeRoCTABNCHHIO KOHCY BTAOHHEIX YCIIyT y
OCYIICCTBIIOTCS. COITIACHO TPeGOBAHAIM 3aKOHOIATENBCTBA PeciryGmuk |

27001-2015 «Mudopmaimonnas TexHonords. MeToIsl # cpecTea

GezomacHOCTRIO. Tpebosanusy. Bee IrpenioxKeHHEIe YCIYIH A0/KHEL
COOTBETCTBOBATH HITH PEBOCKOAMTE MUHEMAIBHbIE XaPAKTEPUCTHKHY,
YKa3aHHBIC B JaHHOM TeXHM4ECKOH crenudukanyy.
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